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Abstract For over a decade, Surveillance cameras have been the prime option to ensure security at places of interest. The
main drawback of this system is that it simply stores video footage and fails to alert the concerned personnel in real-time
about the ongoing crime. In this proposed system, Theft Detector, theft can be detected and notified to the user in real time.
The system uses pi camera and PIR sensors connected to Raspberry pi to detect the intrusion in real time. On detecting an
intrusion, the concerned person (victim) is notified about the theft via mail and SMS. The victim also receives an image of the
intruder and has access to the video footage of the theft immediately. This system can prove to be beneficial in jewelry shops,
home etc.
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1. Introduction
Surveillance system is becoming more and more
important for observing places of interest. The existing
Surveillance systems merely store video footage. With such
systems, the footage will be useful only after the occurrence
of the crime is revealed, just to determine the sequence of
actions that took place or to identify the intruder. Clearly, it
fails to meet the requirements of ensuring total security.
What we need is smarter surveillance systems that not only
captures video but also alerts the user right away when
something unusual takes place. There are many theft
detection software available in the market. They provide a lot
of features to the user. One of the major drawback of those
systems is either their price or the user interface isn’t very
user friendly.
Our approach to theft detection is to provide the use with
an affordable and user friendly interface system. The system
continuously captures the image of the place of interest and
compares it against a reference image frame of the place of
interest. The assumption here is that the surveillance system
functions at the time (possibly at night) when there are no
human security personnel inside to guard the place. A
reference image would be an image of the empty room/shop
and therefore presence of any human in the captured video
would create a difference in the reference image and
captured image and would flag a possible intrusion.
A motion sensor is used as a complement to the camera
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surveillance to add some additional security to the place.

2. Implementation
Internet of Things (loT) is an on-going development by
which all 'things' have communication capabilities thus
allowing them to send and receive data. In the proposed
system, we provide internet connectivity to camera and
sensors that send the gathered data to the processing system
for further analysis.
2.1. Control Flow
The control flow of the system is shown in the figure
below.
The user logs in to the website to gain access to Raspberry
Pi to turn on/off system and to fetch camera and sensor
details over the internet. On startup, Raspberry Pi is booted
and continuously monitors camera and PIR sensor inputs to
detect any intrusion. When motion is detected, the Raspberry
Pi snaps a photo and then alerts the user about a possible
theft and in parallel also saves the video in the Raspberry Pi’s
USB drive.
Every image captured by the camera is compared against
the reference image using background subtraction algorithm.
The image of an empty room matches exactly with the
reference image. The image captured with an intruder in the
room generates differences with the algorithm, and this
information can be communicated with the owner via email
and SMS.
2.2. Pseudo Code
A high level description of our code is given below:
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Pseudocode for image processing
Begin
Import relevant modules
Initialize videocapturing and enable it
Initialize background subtractor
Initialize count to 1
While True
Capture frame as current frame
Apply background subtraction to the frame
Save the resulting frame
If count then
Save current frame as initial frame

41

Set count to zero
Save the initial frame at a location
Save the current frame at a location
End
Remove additional noise from the current frame
If there is a difference between current and initial
frame
Send an email notification to the user
Else
Continue capturing
End
End

Figure 1. Control system flow
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2.3. Result
With our approach to smart surveillence, the user is
allowed to depict a time for monitoring intruders. During the
survery time, the system continously polls data from pi
camera and PIR sensor. In case of an intrusion, the intruder
will have crossed the motion sensor, an image of the room is
captured and mailed to the user. The pi camera on the other
hand captures images and sends it to raspberry pi for further
analysis. If the image processing flags a possible intruder,
the user is notified through sms and email. User can also
view and download the footage of the intruder to be used as
evidence.

Figure 3. Figure showing movement in the empty room

Figure 2. Setup of empty room

Figure 4. Notification of intrusion via SMS

Figure 5. Notification of intrusion via E-mail
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Figure 6. Video of the intrusion
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3. Conclusions
In this paper, we introduced a tool Theft Detector,
developed as a solution to detect and alert about ongoing
theft. The proposed system succeeds in detecting intrusion
everytime there is movement or person’s presence inside the
room. Our system works exceptionally well with negligible
or no false alarms.
The present setup of the project assumes some minimum
lighting in the room. The system may have to be upgraded to
contain IR cameras to work equally well in complete
darkness.
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