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Effects of DoS Attack in Wi-Fi Broadband Network
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Abstract This paper investigates the effect of Denial-of-Service (DoS) attacks in broadband-Wi-Fi networks involving
public sector networks. Public Sector Networks are home to hundreds of services that have profound influences on citizen’s
lives and work in Zambia. However, the availability of these networks are constantly threatened by DoS attacks as wireless
extensions are generally susceptible to cyber-attacks and may serve as entry points to attacks that might negatively affect and
pose unnecessary risks to the entire network and organization. In this paper, we describe DoS attacks at every layer of the OSI
Model; simulate the DoS Attack, and analyse the effects of this attack on Wi-Fi supplemented broadband networks also
referred to in this paper as Wi-Fi Broadband Networks using OPNET Modeller. Simulation results show that a network under
DosS attack drops on average 10Mbps more packets at the access point, than one without this attack. Further, the end to end
delay is 0.2s more on network under DoS than one without and that a network under DoS attack experience more queued
packets than one without dos attack. The server response time also tends to take long as the number of malicious nodes
increases. These results indicate that DoS attack has a serious effect of slowing down the upload and download time of
resources and in even more important can cause drop in packets thereby denying services to users as well as threating the
integrity of data and availability of the much needed resources.
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1. Introduction

Over the past years, the world has become increasingly
mobile. As a result, traditional networks have proven
inadequate to meet the challenges posed in this new era [1].
Public sector organizations are now under increasing
pressure to enhance operational efficiency and upgrade
technology to support the adoption of industry trends like the
Internet of Things (loT), as people use more of mobile
devices in addition to computers [2]. As a result, wireless
technologies have encroached on the traditional realm of
Traditional "wired" networks and has led to the widespread
adoption of WLAN technology as a supplement to
wired networking infrastructure in the enterprise office
environment [3].

Public sector organization are now extending substantial
parts of its traditionally wired network infrastructure to
wireless technologies to benefit from the mobility, flexibility,
scalability and low cost of wireless networks [2] [1] in
order to support industry trends like the Internet of Things
(1oT), and improve operational efficiency. The generation of
wireless communications technologies has opened countless
possibilities of use in the Public Sector. As the cost of
their deployment is very low, they perfectly complement
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traditional communication systems, and they have wide
bandwidth and wide coverage that enable the deployment of
new generation services in this area, some of them directly
related to the end user, in order to provide a high quality
transport service [4]. Today, remote employees, citizens and
other stakeholder organizations can connect to public sector
Networks with ease through the internet from anywhere,
anytime under different environments and technology
platforms using wireless communications.

However, the successful deployment of Wi-Fi
technologies to supplement wired (broadband) networks has
made public sector networks an attractive target for potential
attackers [5] simply because Wireless networks are generally
susceptible to adversarial and non-adversarial threats and
attacks and can serve as entry points to attacks. Amongst
the various security risks posed by IEEE 802.11-based
networks, Denial-of-Service (DoS) attacks are constantly
threatening the availability of IEEE 802.11-based networks.
Unfortunately, these DoS threats and attacks cannot be
adequately addressed via cryptographic methods [6] [7],
therefore can unnecessary pose security risks to the entire
network and organization. DoS attacks do often breach the
availability of IEEE 802.11-based networks and prevent
legitimate users from accessing the network. Given the
nature of today’s public sector where business rely heavily
on application uptime and availability of resources and
services, downtimes can be disruptive and costly and can
potentially paralyse organisational operations and in worst
cases, even cause irreparable damages. Therefore, protecting
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public sector data and its networks from cyber-attacks is,
now more than ever, a need and not just a concern.

In this paper, we present simulation results that show
how IEEE 802.11 supplemented broadband network will
perform under DoS attack scenarios. A public sector LAN
environment of fifty (50) wired LAN PCs and forty-five
(45) wireless nodes connected to form a Wi-Fi broadband
network is replicated and simulated in OPNET modeler. The
rest of the paper is divided as follows: section two (2) gives
the related work, section three (3) outlines the overview of
the Wi-Fi networks while attacks on these Wi-Fi networks
are given in section four (4). Sections five (5) and six (6)
discusses the methodology and results respectively while the
conclusion is given in section seven (7).

2. Related Works

A lot of research works have been done relating to IEEE
802.11 networks and their security. Most of these research
works focus on the confidentiality and integrity of 802.11
networks more than availability of the 802.11 networks.
The IEEE 802.11 standard for wireless networks includes
a Wired Equivalent Privacy (WEP) protocol whose
primary goal was to protect the confidentiality of link-layer
communications from eavesdropping and other attacks. [7]
Discovered that WEP had several serious security flaws
emerging from misapplication of cryptographic primitives.
They further demonstrated a number of attacks against the
Wired Equivalent Privacy (WEP) protocol, which was
employed to provide network confidentiality, and it was
discovered that WEP failed to achieve its security goals.
Furthermore, [7] identified a number of vulnerability that
can be used by attackers to modify and spoof WEP-protected
frames without knowing the shared secret key. A number of
DoS attacks against availability of IEEE 802.11 networks
have also been widely discussed by several authors [3] [7]
[5] [8] [O] [10] [11] [22] [13] [14]. While [14] examined
such DoS attacks in IEEE 802.11 ad hoc networks and
indicated that traditional wireline-based detection and
prevention approaches do not work in wireless LANS,
[13] presented DoS attack issues in broadband wireless
networks, along with possible defenses. [5] Identified
some identity-based DoS attacks which exploit the
vulnerability that the management frames in IEEE 802.11
are unauthenticated also demonstrated the DoS attack against
the IEEE 802.11 DCF through a simulation study. To address
the jamming attacks, [5] further proposed two enhanced
detection protocols. One scheme employs signal strength
measurements as a reactive consistency check for poor packet
delivery ratios, and the other employs location information to
serve as the consistency check. [3] identified a trivial but
highly effective DoS based on commonly available IEEE
802.11 hardware and freely available software. This attack
targets at the Direct Sequence Spread Spectrum (DSSS)
Wireless LANs. However, very limited work has been
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done on investigating the vulnerabilities of IEEE 802.11
DCF mechanism using actual practical set ups.

This paper focuses on Denial-of-service (DoS) attacks
against IEEE 802.11 based Networks. And because Wireless
networks are generally susceptible to adversarial and
non-adversarial threats that can breach the availability of
wireless networks, such attacks do prevent legitimate users
from accessing the network.

3. Overview of Wi-Fi Networks

“Wi-Fi” stands for Wireless Fidelity, and is generally
used as synonym for wireless Local Area Network (LAN)
and stems from IEEE 802.11 family of standard [15].
Wireless networks are based on the Institute of Electrical and
Electronics Engineers IEEE 802.11 set of standards for
WLANS [1] [16]. Wireless devices are constrained to operate
in a certain frequency band namely 2.4 GHz and 5 GHz.
Wi-Fi routers that come with 2.4 GHz or 5 GHz are called
the single-band routers but a lot of hew routers support both
2.4 GHz and 5 GHz frequency and are called dual-band
routers [17] [18] [19]. Figure 3.1 shows a Wi-Fi network
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Figure 3.1. Wi-Fi networks [15]

Several Wi-Fi nodes are connected using a wireless
link to the access point to which they are identified and
registered. These wireless nodes can transmit and receive
data, voice or video signals to and from the access point.
The access point has wired connection point to which
broadband internet connection is terminated. The wired
link can connect to the nearest switch, router and the
Internet Service Provider (ISP). The aim is to investigate
and analyse the effects of the DoS attack on network
performance of IEEE 802.11 supplemented Broadband
networks using various performance metrics such as
number of data dropped in bits per second, packet queue
size, packet delivery ratio, Server Response time and end
to end delay.
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4. Attacks on Wi-Fi Networks

Denial-of-Service (DoS) attacks are attacks against
availability, attempting to prevent legitimate or authorized
users from accessing the network [20] [21]. Wireless
networks are highly susceptible to DoS attacks [5]
because mobile nodes share the same physical media for
transmitting and receiving signals. As a result, network and
computing resources such as TCP connection buffers,
application/service buffer, bandwidth, CPU and power are
usually more constrained compared to wired nodes [9]. DoS
attack target different layers of OSI model [22] and can
impact resources, radio signals, network protocols, and even
wireless applications [23].

4.1. Wireless Systems are Vulnerable to DoS

Denial of Service attacks deny service by preventing
legitimate users and systems from performing typical
tasks such as connecting to the wireless network, staying
connected to the wireless network, serving up various
network requests and managing network communications.
Disruption of these types of network services can wreak
havoc on usability and can even threaten data integrity,
confidentiality and availability. There are two main reasons
that IEEE 802.11-based wireless systems are vulnerable to
DosS attacks:

i. Lack of frame authentication.

IEEE 802.11 based networks lack frame authentication in
management frames such as beacons, association requests,
and probe responses. The functionality in the MAC layer of
IEEE 802.11-based network is all about access. It allows
wireless systems to discover, join, and basically roam free
on the network, completely exposed to the elements.
This implicit trust among wireless systems makes it easy
for attackers to spoof authentic devices and bring down
individual nodes or even an entire wireless network all at
once.

ii. Lack of physical boundaries for radio waves.

Lack of physical boundaries for radio waves makes
attacks simpler and reduces the likelihood that an attacker
will be identified. Additionally, APs and other wireless
infrastructure equipment are often exposed in easy-to-access
areas where they’re more susceptible to tampering and theft.

4.2. Physical Layer Attacks

Physical Layer DoS attacks are generally known as
Jamming Attacks. Jamming attacks are attacks in which
attacker sends radio frequencies which interfere with the
frequencies of wireless network. The aim is to prevent a
station as well as an AP from successfully transmitting or
receiving frames in the physical layer so that frames cannot
be passed on to higher layers. Jamming attack is a type of
DosS attack at physical layer [11] [20]. Low throughput, low
packet delivery ratio (PDR) and high packet latency are
indicators of a jamming attack [11]. Some of the attacks are
described below

4.2.1. Resource Unlimited Attack (RUA)

Wireless networks are built upon a shared medium that
makes it easy for adversaries to conduct radio interference,
or jamming attacks, which effectively cause a denial of
service (DoS) of either transmission or reception
functionalities [9]. If the jammer has virtually unlimited
resources (i.e. energy, power, and bandwidth) then it can
maintain a high level of signal strength at any receiver
continuously in a wide frequency range. In such jamming
cases all wireless devices in the effective range and jamming
bandwidth will be blocked off as long as the attack
continues.

4.2.2. Reactive Attack

Continuous transmission drains the jammer's energy
resources. An energy-efficient jamming technique is reactive
jamming. In this kind of attack a jammer passively monitors
the channel until it senses a frame transmission. Upon
detection of an ongoing frame transmission the jammer starts
to send interfering signals to corrupt the ongoing frame
transmission [10]. Alternatively, when the jammer detects
the start of an ongoing DCF handshake, it can create
interference signal without the need to detect an ongoing
transmission. Jamming opportunity is present at all the
stages of a handshake.

4.2.3. HR (Hit and Run) Attack

If the jammer station continuously transmits jamming
signals, then its energy consumption will be high.
Furthermore, detection of such a station will be easy.
However, if jamming signals are turned on and off
periodically or randomly, then both the energy consumption
will be less and the identification of such a node will be
harder.

4.2.4. Symbol Attack

IEEE 802.11 and IEEE 802.11b frames do not include
any Forward Error Correction (FEC) schemes. Thus,
creating an error in a single symbol will render the whole
frame useless. Similar to the reactive attack, during an
ongoing transmission a jammer transmits a strong signal for
the duration of a single symbol [9] and can succeed in
destroying the whole frame.

4.3. Data Link Layer

DoS attacks at Data Link Layer benefit from a central
basic vulnerability, known as MAC-address spoofing.
Wireless networks are particularly vulnerable to these
attacks due to the use a shared medium [12]. MAC protocol
allows an attacker to selectively or completely disrupt the
network access using relatively few packets and lower power
consumption [20] [5]. In “selective Mac Layer Attacks, the
attacker targets an individual station not the whole network.
Whilst in complete MAC layer attacks, the attacks can
be generalized to block the network access to all the stations
served by an AP. However, there are more efficient
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resource-depletion attacks for complete disruption. The
attacker can simply target the AP and exhaust its finite
computation and/or memory resources so that it can no
longer give service to any other station [20] [12].

4.3.1. Probe Request Flood

Probe request frames are used by stations to actively scan
an area in order to discover existing wireless networks.
The basic idea is to send a burst of probe requests having
different source MAC addresses [22] (MAC’s Spoofing) to
induce a heavy workload on the AP so that it cannot give
service to legitimate stations [12].

4.3.2. Authentication or Association Request Flood

Similarly, the attacker can waste the AP's resources by
sending a burst of authentication or association requests. By
sending a burst of authentication request frames, using MAC
spoofing, it should be possible to bring AP’s resources close
to the saturation level [12]. If IEEE 802.11i is implemented,
the attacker can also exhaust the space of the EAP packet
identifier, which is only 8-bits long, by association request
flooding [3].

4.3.3. De-authentication or De-association Request Flood

Cryptographic protection is not implemented yet for
management frames in the IEEE 802.11 standard. Therefore,
by listening to the traffic and learning the MAC addresses
of the station and the AP, an attacker can forge a
de-authentication or a de-association frame and transmit it
either to the station or to the AP to knock the station off the
network. De-authentication attacks are more efficient than
de-association attacks because they require more work for
the station to return back to the associated state. If the attack
is repeated persistently, the station is kept from accessing the
network indefinitely and disables the ability of the hosts to
access the local network [5].

4.4. Network Layer Attacks

Network Layer DoS attacks in the network layer mainly
focus on exploiting routing and forwarding protocols in
wireless networks. DoS attacks can be achieved by sending
a large amount of IP data to a wireless network and are
also possible due to the bandwidth limitations of wireless
networks as compared to wired networks [20].

4.4.1. ICMP Ping Flooding

Internet Control Message Protocol (ICMP) is an error
reporting and diagnostic utility and it is considered as a part
of Internet Protocol (IP) suite. Although this protocol is very
important for ensuring correct data distribution, it can be
exploited by malicious users and cause Denial of Service
(DoS) attacks. Due to the broadcast nature of wireless
communication, exploitation of this kind of attack is even
easier. An attacker sends huge number of ping packets,
usually using “ping” command to either disrupt or intercept
communication from a wireless access point [24]. In this way
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attacked system cannot respond to legitimate traffic.

4.5. Transport Layer Attacks

Transport Layer DoS attacks involve sending many
TCP connection requests to a host. It is very effective and
extremely difficult to trace back to the attacker because of IP
spoofing techniques used. The following are some of the
Transport Layer attacks.

4.5.1. TCP Sync Flooding

TCP Sync Flooding is one of the most common
DoS attacks is the SYN Flooding Attack [17]. TCP
implementations are designed with a small limit on the
maximum number of half-open connections per port that are
possible at any given time. An attacker initiates a SYN
flooding attack by sending many connection requests with
spoofed source addresses to the target machine which in turn
allocates required resources. When the limit of half open
connections is hit, all successive connection establishment
attempts are denied, regardless of whether they are
legitimate or not, causing DoS effects. In other cases the
attacker will allow the DoS attack to last longer than the
timeout period by continuously requesting the target
machine for new connections. The amount of CPU and
network bandwidth required by an attacker for a sustained
attack is negligible [25].

4.6. Application Layer Attacks

Application Layer DoS attacks attempt to exploit a
weakness of an application protocol at Layer Seven (7) of
the OSI Model. It is achieved by sending large amounts of
legitimate requests to an application.

4.6.1. HTTP Flood Attack

HTTP flooding Attack is a Layer Seven (7) attack which is
really dangerous and harmful. It is a form of Distributed
Denial of Service (DDoS) where an HTTP flood attack
makes use of ‘HTTP GET’ and ‘HTTP POST’ requests to
carry out the cyberattack. The main purpose is to bring down
a target site or server by flooding it with a huge number
of HTTP requests which will make it unresponsive and
thus become inaccessible for use. Similar to routing attacks,
attackers can also exploit forwarding behavior. Typical
attacking approaches include injecting junk packets,
dropping packets, and disorder packets in legitimate packets.
Attackers can use spoofed packets to disguise their attacking
behavior, or find partners to deceive defenders. The
objective is to exhaust bandwidth or disrupt connection so
that service cannot be delivered [10].

4.6.2. AP Overloading

IEEE 802.11-based wireless access points can only handle
a limited amount of traffic before their memory fills up and
their processors become overloaded. This type of DoS attack
overloads both the wireless medium and the actual wireless
infrastructure. Attackers can exploit a weakness in the way
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access points queue incoming client requests beginning with
the Client Association Identifier (AID) tables. Once this
memory fills up, most APs will no longer accept incoming
association requests and may lead to some APs to crash.
These types of DoS attacks can typically be accomplished
by using either Association Flooding or Authentication
Flooding. When APs are set up to use “open” as the default
authentication type, it allows any client whether trusted
or untrusted to connect to the AP. This is one of those
fundamental IEEE 802.11 security flaws deemed necessary
to keep wireless-connectivity headaches to a minimum.

5. Research Methodology

The Network Topology implementation of the Wireless
Local Area Networks (WLAN) was done by designing the
network that included the Server, Access Point (AP),
IP-Cloud, Gateway Router (Ethernet4_slip_gtwy), forty-five
(45) Wireless Workstations, Applications, Profiles, Task
and IP Attribute Config object as shown in Figure 5.1
WLAN Topology. The 100base-T cable was used to connect
the devices from Access Point (AP) to the Gateway router
and from Gateway router to the IP cloud PPP_DS3 was used.
Similarly, from IP Cloud to PPP Server, PPP_DS3 cable was
used. It is important to note that the 100Base-T link
represents an Ethernet connection operating at 100Mbps (i.e.
10 times faster than standard Ethernet). The Basic Service
Set Identifier (BSSID) was set to 1 for all the nodes and
Access Point (AP). The BSSID is the Media Access Control
(MAC) physical address of the Access Point or wireless
router which was used to connect to the Wi-Fi and that the
term is used in wireless network. The Basic Service Set (BSS)
is the cornerstone topology of any IEEE 802.11 network.

5.1. Simulation Set-up

R2 Server

Wi-Fi Nodes Attacker nodes

Figure 5.1. Configuration of the Wi-Fi broadband Network

The simulation was set in such a way that a number of

Wi-Fi nodes were connected to the Wi-Fi broadband
network via the access point AP. The access point was then
connected to the switch from which also was connected a
number of wire LAN computers. The switch was then linked
to the IP cloud and the server via the routers R1 and R2.
Figure 5.1 shows the configuration of the network used in
simulation.

The pulsed jamming attack was also configured in the
wireless LAN environment with the base frequency of the
pulse jammer set at 2401MHz and the bandwidth set at
22MHz. With these frequencies the wireless channels 1 and
5 were affected. For the HTTP flooding attack the target was
to flood the server with a huge number of GET and POST
requests in order to bring it down by making it unresponsive
and thus become inaccessible for use to the other nodes.

Other simulation parameters were set as shown in table 1:

Table 1. Simulated parameter set up

Number of Wi-Fi nodes 45

Number of LAN computers 50

Data simulated Data base, ftp, video

Malicious node Maximum 4
Wi-Fi data rate 54Mbps
Access point buffer size 256000 bits
Transmit power 0.005 W
Ping packet size 65527 bytes

6. Results and Discussions

Figure 6.1 shows the data dropped in bits per second at
the access point with one Wi-Fi malicious nodes and one
broadband connected malicious nodes. The effect of the
malicious Wi-Fi node was to broadcast huge numbers of
malicious messages that eventually will overload the access
point thereby limiting or completely denying legitimate
access to the AP. Furthermore, access to server resources
was also limited. In the figure we see substantial amount
of data being dropped at the access point before attack but
that this effect becomes more when malicious nodes are
introduced.

= = Without Do$ attack

with DoS aatack

30000000

25000000 [

20000000

- e e en e wm e W e ws e em m e s W

15000000

10000000

Data dropped in bps
?

5000000

0 T T T T T 1
0 50 100 150 200 250 300

Simulation time (s)

Figure 6.1. Data dropped in bps at the access point
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And because attackers can exploit a weakness in the way
access points queue incoming client, we see in figure 6.2 an
increase in packets queued at the access point which results
in some of these packets being dropped as discussed in figure
6.1. The queued packets are more, about 120 on average, in a
network under DoS attack than one without these attacks
which averages 115 packets. Such queues tends to frustrate
users during upload and download activities.
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Figure 6.2. Queued packets at the access point

The Wi-Fi-broadband network also experiences an
increased performance in terms of end-to-end delay when
attacked by malicious nodes. This is illustrated by results
illustrated in figure 6.3.
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Figure 6.3. Traffic end-to-end delay measured between end nodes

From these results we note an average end to end delay of
0.6s for a network under attack compared to an average of
0.4s for a network without DoS attack. This arises on account
that the traffic movement from the end nodes to the server is
greatly affected and slowed by these DoS attacks.

Figure 6.4, finally shows the effect of increasing number
of malicious nodes on server response time. The server
response time tends to increase linearly with increase in
number of malicious nodes. The response time increase from
0.49s without malicious nodes or DoS attack to 0.56s as
malicious nodes increase to 4. This increase is occasioned by
the increase in malicious messages sent to the server which
then delays time needed by users to access resources.
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Figure 6.5 shows the effect on throughput at the access
point when the wireless network is under different DoS
attacks. From the results obtained, jamming attacks and
the flooding attacks contribute to the highest reduction in
throughput with the ICMP ping flooding attack having the
least reduction in throughput.
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Figure 6.4. Server response time in second

The jamming and HTTP flooding attacks tend to drop a lot
of traffic thereby minimizing throughput.
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Figure 6.5. Effect on access point throughput under different DoS attacks

7. Conclusions

Wireless Networks are mostly susceptible to Denial of
Service attacks like jamming and flooding. Given the nature
of today’s public sector where business rely heavily on
application uptime and availability of resources and services,
we cannot afford to compromise the availability and security
of such networks. And when considering the application of
IEEE 802.11 technology in safety-critical environments
which typically have stringent availability requirements like
Public Sector Organizations, adequate strategies must be put
in place to mitigate the significant threat of Denial of Service
in current IEEE 802.11 because attacks on these networks
can be disruptive and costly and can potentially paralyze
organizational operations and in worst cases, even cause
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irreparable damages. Therefore, protecting public sector data
and its networks from DoS attacks is, now more than ever, a
need and not just a concern.

In this paper, we have described some of the common DoS
attacks at every layer of the OSI Model. We have also
demonstrated and discussed the effects of DoS attack on
Wi-Fi broadband networks. DoS attacks can increase the
number of dropped data packets at the AP in a network,
increase packet queue size, increase end to end delay and
increase server response time. Further, we have noted that
Jamming and Flooding attacks contribute to the highest
reduction in throughput and can wreak havoc on usability
and can even threaten data integrity, confidentiality and
availability. Comparatively, jamming attacks and HTTP
flooding attacks affect throughput more than ICMP Ping
flooding attacks and thus can be considered high risk attacks.
Lastly, attacks launched by multiple attackers also known as
DDosS attacks that send large traffics to the network is able to
bring the entire network or services down as well as affecting
the server response times.
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