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Abstract Intelligent things are autonomous smart objects capable of decision making. They are operating within the
Internet of things (loT), a rapidly changing environment consisting of a huge number of connected heterogeneous devices.
Such an environment necessitates self-adaptive ability that is driven by require ments satisfaction. Adaptation is performed on
the level of services and is fully autonomous. In addition, requirements should also drive the connections among intelligent
things and other (intelligent and non-intelligent) devices in the network. The main aim of this position paper is to propose a
seamless adaptation and association process of intelligent things, based on premise that human intervention is minimized if

not excluded entirely.
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1. Introduction

Froma system-level perspective, Internet of Things (IoT)
can be considered a highly dynamic and radically
distributed networked system, composed of a very large
number of smart objects producing and consuming
information[1]. According to an Intel’s report[2], at the
beginning of 2012, there were 15 billion connected devices
(more than double the number of humans on the planet), out
of which 4 billion devices were intelligent with 32bit
processing power, and 1 billion were embedded intelligent
systems. In its white paper[3], Cisco estimated 50 billion
devices connected to the Internet by 2020.

The main challenges associated with the loT paradigm
are: dealing with rapidly changing environment,
heterogeneity of devices forming the network and the lack
of human capacity in managing those devices. These
challenges cause increasing uncertainty at design-time
about the operational context of devices in their run-time.
One approach to addressing these challenges is based on the
notion of self-adaptability. We adopt the following
definition of self-adaptation: “self-adaptation presupposes
that a system is able to sense its environment, detect
changes and react accordingly”[4]. In this contex, it is
important to emphasize that these devices must be able to
act autonomously, and thus, self-adaptation must be
autonomously done.

In our work we focus on intelligent things[5], i.e., smart
objects with capabilities of communicating with each other,
making certain decisions based on the local information,
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and taking autonomous and coordinated actions. They are
considered as systems whose adaptation should be driven
by satisfaction of requirements, hence they should be
requirements-aware[4]. Adaptation should be performed on
the level of services[6] that intelligent things provide. In
European agenda[7], services are presented as having the
key role in making the concept of 10T to come to life as
imagined. Finally, association of intelligent things with
other devices connected on loT should be based on
requirements of these devices (as will be explained later in
the paper).

The main aim of this paper is to propose a seamless
adaptation and association process that can be realized
without any human intervention. To this end, the rest of the
paper is structured as follows: in Section 2, we present our
view of the adaptation process that goes from the core of a
intelligent thing to the cluster of devices; Section 3 presents
a case study illustrating the proposed adaptation process,
whereas Section 4 concludes the paper.

2. Intelligent things: A Requirements
Engineering Perspective

In an loT-like network, where the emphasis is on sharing
resources, it is difficult to draw a clear boundary that would
separate a single intelligent thing from other things. This is
because a functionality offered by a particular intelligent
thing may not be preloaded, but pulled from network, where
it is provided by some other device. Accordingly, such
functionality can be seen both as part of an intelligent thing
and an external service. In order to avoid this dilemma, our
approach differentiates three layers of a thing within a
network: 1) static, or unchangeable; 2) dynamic, or
changeable, and 3) surroundings on the network where
relationships with other devices are present. We refer to the
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static layer as Core, to dynamic as Crust, and to the
surroundings as Cluster.

Core. Requirements are the key artifact at this level. To
start performing adaptation, a intelligent thing must first
introspect on the requirements satisfaction. As requirements
are the foundation on which the intelligent thing is based,
and are not affected by the adaptation process, we can define
them as the “core” of the intelligent thing (something that
rarely or never change during its working life). This
requirements-based perspective is useful in the context of
lIoT because it assumes that intelligent things are logically
bound only to their goals, and not to the means by with which
those goals are to be realised.

An important issue at this layer is decision making about
goals satisfaction. It is reasonable to suspect that not all
requirements can be entirely satisfied at the same time, but
only some of them and to certain extent. Criteria for
determining the importance of individual requirements in
any given situation may vary depending on the intelligent
thing; however, this topic is out of scope of the paper.

Crust. The focus at this level is on services. This is the
layer where adaptation is actually performed. It is placed
between the Core and the environment (i.e., Cluster) and is
influenced by both. Crust is the operational part of the
intelligent thing, formed by services through which the
intelligent thing acts. An intelligent thing should have
complete functions of SOA, that is, as service provider, as
service broker, and as a service client in a cloud computing
environment, so services can be available forotherdevices to
use or download[5].

When a intelligent thing discovers that adaptation is
necessary, it will first try to manage the adaptation with the
resources (i.e., services) it has loaded. If this does not
provide the required level of adaptation, it will try to find a
solution on the network. This is in contrast to the approach
proposed in [8] because human intervention is excluded. As
the intelligent thing has requirements and environment that
are fairly unique, adaptation must be considered as
individual task, i.e. each intelligent thing is responsible for
its own adaptation. It should be noted that even the search for
solutions is a service, and thus can be subject to change.

Cluster. At this level, the main artifact is association.
Inspired by[9], we suggest that in the context of 10T, there
are three types of associations involving intelligent things.
We refer to the first one as “grouping around the leader”. It
consists of one intelligent thing with a goal to accomplish
(the leader), and other devices that are reactive, meaning that
they can collect and process data and offer their services in
response to the request they receive from the leader. These
reactive devices are not aware of goals nor of the group itself;
they are employed based on their require ments.

The second type of association is gathering of two or more
intelligent things in an ensemble aimed at achieving a
common goal. In this case, there is no leader but all
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intelligent things participate as peers forming a group of
equals. The things share information on their progress and
coordinate their actions. Each self-transformation is declared
so other intelligent things can judge if they have to transform.
Their decision is based on their own requirements
satisfaction. It is possible that, in relation to environment in
which they operate, intelligent things with a common goal
and the same preloaded services can transform differently,
but if the conditions are approximate they can “learn” from
each other how to best adapt.

The third type of association is a hybrid of the first two
types. Intelligent things forming a group of equals are using
other devices as reactive.

The type of an association is not that easy to determine in
real environments, because an intelligent thing can be at the
same time the leader of a group of devices and a reactive
device to some other intelligent thing. For example, consider
traffic jamdetection device; it sends data if traffic is in jamor
not, like a reactive device, but in order to determine if there is
a jam it must collect data from other devices with which it
forms a leader led cluster where it is the leader.

The decision if a connection to another device, intelligent
or reactive, should be made is obtained by considering the
requirements ofboth the given intelligent thing and the target
devices. This is based on the fact that requirements often
provide more information than services’ meta-datadueto the
more general and broad context in which they operate: goals,
constraints and other requirements.

From the perspective of an intelligent thing, the required
service is originating fromthe providing device, even though
that device could be only retrieving the service from some
other device in the network. Thus, an intelligent thing can
reach services it neither owns nor are installed on reactive
devices it works with, but can be obtaining by some of the
reactive devices through their connections. We refer to this
effect as “circles on the water” and it can theoretically
include all devices within the loT.

Graphical representation of a Cluster and its components
is presented in Figure 1. Intelligent things are shown with
two circles, one inside the other, where the inner circle is
representing the Core and external one is representing the
Crust. They are connected to each other with a dotted line
which represents a group of equal. Colors of their core are
different because their requirements are different, and the
same principle applies to colors of their crust. One can note
that two intelligent things have the same color of the crust
(i.e., the same requirements) but not the same color of the
core (i.e., they use different services to realize the
requirements), and vice versa. Solid line ellipses are
representing grouping around the leader where reactive
things are on the ellipse and the leader, an intelligent thing, is
in the center. Reactive things can be either non-intelligent or
intelligent.
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3. An Example Scenario

For a better understanding of the proposed layered and
requirements-driven perspective of intelligent things, we will
sketch asimple hypothetical example of mining, depicted on
Figure 2.

Consider a group of autonomous mining robots (Robot 1,
Robot 2 and Robot3 in Figure 2) that are intelligent things
with the same primary goal - to find ore. Therefore, they
forma group of equals (Cluster C on Figure 2). While doing
the digging they share services and information on their
progress and soil structure.

Finding ore is a requirement that it is part of the robots’
core. However, their other requirements differ and relate to,
for instance, the amount of power needed, the propulsion
system (electrical or petrol), the way of moving (wheels or
tracks), drilling method, etc. Different core composition does
not affect the grouping of robots as long as they share a goal
around which they can gather.

Robots are connected to 10T (in Figure 2, asubset of 10T is

presented as a cloud, framed with a double line) through a
communication service offered by one of the robots (e.g.,
Robot 1). In this way services of devices that are not
physically near could be made available to the members of
this group of equals.

Act of each robot is performed by services located in its
crust or in cluster. For instance, a service for moving is
located in the crust of each robot. On the other hand, service
for determining the direction of digging based on soil scan
traces could be performed on a reactive thing (Calculation
device in Figure 2). Some services like drilling method
service should have been downloaded and installed, in order
to be used, onacrustof particular robot (whose requirements
are not satisfied and who has to adapt).

A group around the leader (Cluster A on Figure 2) is
formed by a (reactive) device that calculates the digging
direction (Calculation Device) and a mining robot (Robot 1)
who is the leader and who sends the data. Likewise, another
group around the leader (Cluster B on Figure 2) is formed by:
1) special scanners (reactive devices presented as Scanner 1,
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Scanner 2 and Scanner 3) placed on the surface; they are
emitting positions of the ore and of the robots doing the
underground mining; and 2) a mining robot (Robot 3) who is
the leader and who can capture and process the readings of
the surface scanners. If a new scanner is introduced (Scanner
3), and it emits information structured differently than the
existing scanners (Scanner 1 and Scanner2), then the
decoding program used by the mining agent (Robot 3)
becomes obsolete and its readings are of no use any more. It
has to adapt by downloading service that can decode new
scanner readings.

This  paper discussed how requirements-driven
self-adaptation and association can be applied by intelligent
things connected to 10T, in order to effectively manage their
goals. The architecture of a single intelligent thing and a
network of devices are studied on the conceptual level. In
particular, we focus on three major layers of intelligent
things: core and crust of asingle intelligent thing, and cluster
of devices. In our approach, requirements are the foundation
for the proper functioning of intelligent things, and services
are the means by which that functioning is achieved.

We plan to design asoftware simulation that will include a
large number of reactive devices and intelligent things.
Specifically, we intend to investigate the connections
between things within a cluster, and the different roles that
an intelligent thing might have. Furthermore, focus will be
on accomplishing the “circles on the water” effect and
studying how to effectively handle large number of
interconnections.
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