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Abstract This paper determines the e-government weak points to enhance the computer network security and to protect
the computer network. A questionnaire of two parts was designed for assessment of e-government; the first part was for
demographic information and the second part was consists of 30 statements, these statements distributed into five dimensions,
the 5-points Likert scale was used to measure the degree of agreement. The data collected from 356 IT developers. The results
conclude that there are some procedures from e-government’s managers to secure users’ data, there is an evaluation to the
information technology used in the e-government network, there is an evaluation to the security level of e-government
network, and there are monitoring and improvement to the vulnerability issues in the e-government networks. More attention
recommended to overcoming of any possible weak points within the network.
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1. Introduction

E-government has concentrate on the security factor in
order to keep the databases of users’ from any unauthorized
people or users who misuse these personal information or
databases. Because of the importance of the security in the
e-government, there are several solutions to avoid any
vulnerable issues. That can lead the unauthorized person to
access the personal information of the users or the personal
information of the government itself (Moen et al., 2007,
Karokola and Yngstrom (2009). However, Saha et al. (2010)
defined vulnerability issues as the capability of the system to
change the impacts of the events. This means that
vulnerability relates to the ability of the system to expose the
risks and then change their consequences. Policy makers in
the e-governments pay a lot of attention on providing the
required security to their files and folders in order to avoid
any vulnerability or threats on the data or information in the
e-government networks, which then plays a major role in the
trust that are provided from the citizens towards
e-governmental applications (Syamsuddin and Hwang,
2010).

The significance of security in the e-governments
applications relates to the vision of e-governments to provide
citizens with applications of high level of security. Therefore,
e-governments have provided several techniques to keep
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security at a highest level (Elssied et al., 2011). Personal
information accessing in the e-governmental applications
sometimes requires the fingerprint, iris, or voice recognition.
The humans can form some vulnerable issues to the
e-governmental system either intentionally or by mistakes.
Therefore, e-governments mangers must train the computer
network security employees before recruiting them in real
jobs (United Nations Department of Economics and Social
Affairs, 2007; Zhao et al., 2008). E-governmental protected
clients’ personal information, updating the system regularly
to limit the malicious entity, like hackers or attackers, viruses,
and unauthorized employees from reaching the sensitive data
(Upadhyaya et al, 2012).

Security assessment of e-government computer network is
the most important object that all the IT employees
responsible for developing e-government applications with
the highest level of security. The security must be the first
priority for each application before publishing it to users’,
because the security will increase the users’ trust in using
applications and reducing the fraud, especially in the
applications have money transfer and have the users’
information. From these two points the importance of this
paper was raised to assess security level from the perspective
view of the IT developers who responsible for developing
Kuwaiti e-government computer network and its
applications to enhance computer network security. The
structure of the paper is as follows, we will try to link the
objective with the hypotheses that was designed to answer
the questions of this paper, and then presenting the results
analysis from IT developers’ perspective followed by
conclusion.
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2. Motivations for This Study

The development in ICT tools has identified the concept
of e-government as the government applications that are
used for different transactions through Internet (Wong et al.,
2011). Alfawaz et al (2008) argued that e-government
concentrated on the security factor in order to keep the
databases of users’ from any unauthorized people or users
who misuse these personal information or databases.

Vulnerability and weak points of e-government networks
are very important. Thus, it is certainly worthwhile to
evaluating the wvulnerability and weak points of
e-government from the perspective of view of IT developers.

3. Research Objective

The major objectives of this research are concerned with
answering the following questions:

@ s there measurement to the web effectiveness?

@ [s there measurement to the services security?

@ [s there evaluation to the information technology use?

® Is there evaluating to the information technology
security?

@ [s there improvement for the vulnerability issue?

® Is there effect of demographic information on
e-government weak points?

4. Literature of E-Government Security

E-governments are established for the benefits of citizens;
they can access their needed governmental services anytime
and anywhere and perform their transactions easily and
rapidly. But these services facing the problems of security
issue in the applications of e-governments, Therefore,
E-governments must provide a security system in order to
avoid any unauthorized people from accessing the
E-governments applications (Elssied et al, 2011).
E-governments take different procedures to avoid various
vulnerabilities; For example, e-governments provide user
name and password in order to log in a certain file or folder.
Also, E-governments provide antivirus programs to protect
the computers while downloading files or folders as well as
they provide encryption and decryption tools to protect the
computers from any vulnerability issues (United Nations
Department of Economics and Social Affairs, 2007).

Security issues are considered as the main framework to
ensure the successfulness of any e-governmental; if there is
any security vulnerability, the whole system will be at risk.
So, these e-governments are seeking more and more to
protect and isolate their systems from any sudden danger.
E-government must take into consideration the personal
information have to be kept secure and private (Schwester,
2009; Upadhyaya et al. 2012).

E-government in Kuwait has offered for their citizens
flexible applications where they have the ability to do their
different transactions 24 hours/365 days (Kostopoulos,

2003). These applications needs security to avoid any
problem faces the users (Boujarwah, 2006). AL-Shehry et al
(2006), indicated in their study that the security is an
important factor in the e-government applications, because it
can provide the required trust to users, and this will
increasing the effectiveness and efficiency of interacting the
users with e-government's developers. Colesca (2009),
argued that major problem facing the Kuwaiti e-government
is the security problem which allows unauthorized people to
access personal data.

Syamsuddin and Hwang (2010), advised to use different
programs and software to solve technical problems facing
e-government web applications users. Both of Scarfone and
Mell (2010), indicating that the vulnerability issues can be
created from the software designer himself, which means
that the software designer can cheat the trust of the managers
of e-governments by announcing these codes to unauthorized
people.

Muthanna (2009), in his study for Bahrain e-government
demonstrated that the Bahrain government data network
managers should gain a full understanding of any potential
risks by noticing the output of information security risk
management process; where this process can assess and scan
the external and internal environment of Bahrain government
data network. AL-Qaisoum (2009) in his study for
measuring Saudi Arabia e-government readiness, he found
that the main obstacles of the e-government are the network
security, legal, and IT skills in the field of computer network
security.

Therefore the importance of this paper rise from the
necessary of assessing the weak points of the computer
network from the perspective of the IT developers, the
questionnaire and the hypotheses of this paper were build
with the help of the researches such as; Kurose and Ross
(2005), Schneier (2005), Panda et al (2010).

5. Research Significance

E-government is one of very important applications
implemented on the Internet. The users in all countries gain
the usefulness of the e-government application, but on the
other side the important point appear here, is how to safe
users data from any attack, therefore the significant of this
paper comes from the following;

® Provide an appropriate level of security to the personal
information and data to the users by avoiding the
vulnerability issues that might be happened through
accessing unauthorized people to the databases.

® Avoid vulnerability issues that the systems of
e-government are clear from any intrusion so that users
can do their transactions through e-governmental
applications without having any problems as well as
having no fear resulted from the feeling of giving the
unauthorized people an access to the system which let
them steal users’ personal information and data.

® Increase the users’ engagements with the
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e-governmental applications because, it provides Table (1) shows the supported literature used in designing
enough security level to keep the users’ data from any  the factors of the research model. The research model that

misuse.

6. Research Model and Methodology
Instrument Design and
easurements)

guides this study is depicted in Figure 1; the model examines
the effect of Web Effectiveness (WE), Services Security (SS),
Information Technology Use (ITU), Information Technology
Security  (ITS), Vulnerability —Reduction (VR) on
e-government weak points.

Table 1. Literature related determine e-government weak points

Factors determine e-government Weak Points

Supported literature

Web Effectiveness (WE)

Kurose and Ross (2005); White (2008)

Services Security (SS)

Kurose and Ross (2005); Schneier (2005); Panda et al (2010)

Information Technology Use (ITU)

Kurose and Ross, (2005)

Information Technology Security (ITS)

Hwang et al., (2004)

Vulnerability Reduction (VR)

Blau, (2006)

Independent variables

HI

H2

Information
Technology

Use (ITU)

Information
Technology
Security

(ITS)

H4

Vulnerability
Reduction

(VR))

Demographic
information (age,

Hé6

Dependent variable

Enhancing Computer
Network Security

E-government
weak points

qualification, and
experiences)

Figure 1. The research model
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The hypotheses of this paper are;

HI: There is significant effect of Web Effectiveness (WE)
on e-government weak points.

There is significant effect of Services Security (SS)

on e-government weak points.

There is significant effect of Information Technology

Use (ITU) on e-government weak points.

There is significant effect of Information Technology

Security (ITS) on e-government weak points.

There is significant effect of Vulnerability Reduction

(VR) on e-government weak points.

There is significant effect of demographic

information (age, qualification, and experiences) on

e-government weak points.

H2:
H3:
H4:
H5:

H6:

In this paper the quantitative research approach was used.
Williams (2007) argued that the quantitative approach does
not only work with the theories, but it also works with the
questions that are put to describe certain phenomenon. The
quantitative approach works with the hypotheses that
describe certain phenomenon as the way of analyzing data.
Therefore, the quantitative approach collects the information
from the participants’ members by using the tools that are
working with statistical information. These results in the
quantitative approach are considered as explanatory and
predictive results because they are demonstrated in a
numerical form.

Data collection refers to the process of gathering
information for a certain purpose by using certain tool as
Hox and Boeije (2005) argued. Collecting data can be
conducted by two different ways related to the primary and
secondary data collection. The primary data collection refers
to the process through which required data are gathered from
previous literatures related to the same field of research in
order to add new information to the existing store of
knowledge, while the secondary data collection refers to
using certain tool to gather information from the participants’
members. In addition to that, the participants’ members can
provide the answers towards the questions to solve the
problem of this study.

According to Malhotra (2006), questionnaire can be
defined as a group of questions that are used to gather
information from the participants’ member. These answers
reflect the way of describing certain phenomenon in which
the participants’ members are able to answer.

7. Data Analysis

Descriptive Statistics

The designed questionnaire was divided into five
dimensions of 30 statements. The number of respondents is
356 from the total population 580 IT developer employees.

The reliability test was carried out using Cronbach’s alpha,
which measured the internal consistency of a construct. The

recommended minimum acceptable limit of reliability (alpha)

for this measure is 0.60 (Hair et al., 1998). Table (2) shows
the Cronbach’s alpha values to the dimension of the

questionnaire.

The results indicate that the total reliability of the
questionnaire was (0.933), which is an acceptable value
indicating the tool consistency is at acceptable level.
However, based on Hair et al, (1998), all the values of
Cronbach’s alpha for all the dimensions were accepted.

Table 2. Cronbachs’ alpha of the questionnaire

No Dimension NO' of | Cronbach’s
items alpha
1 |Web Effectiveness (WE) 7 0.638
2 |Services Security (SS) 5 0.776
3 |Information Technology Use (ITU) 7 0.834
4 |Information Technology Security (ITS) 5 0.768
5 | Vulnerability Reduction (VR) 6 0.826
All Total 30 0.933

The first section of the questionnaire intends to collect
some information about the respondents’ background (see
Table 3). The respondents distribution regarding age 18-25
years were 44(17.18%), with age 26-35 years were
112(43.76%), with age 36-45 years were 40(15.63%), and
who were above 45 years were 60(23.43%). The respondents
distribution regarding qualification is as follows; 66(25.78%)
had high school and technical diploma, 131(51.18%) had
university degree, 59(23.04%) followed higher education
MSc and PhD degrees. The respondents’ distribution
regarding years of experience the respondents with less than
one year of experience was 8(3.13%), with 1-5 years were
94(36.72%), with 6-15 years were 74(28.90%), and with
more than 15 years were 80(31.25%).

Table 3. Respondents demographic information

Demographic
Information Type or group Frequency | Percent
18-25 years 44 17.18
26-35 years 112 43.76
Age (years)
36-45 years 40 15.63
Above 45 years 60 2343
ngh. sch09l and 66 25,7
technical diploma
Qualification University degree 131 51.18
MSc and PhD degrees 59 23.04
Less than one year 8 3.13
1-5 years 94 36.72
Experience
6-15 years 74 28.90
More than 15 years 80 31.25

The descriptive statistics (means and standard deviations)
were measured to describe the attitudes towards the
statements in Table (4). From the table the following
appears:

i. The mean of the 1* dimension measured the web
effectiveness of e-government network is 3.571. It
takes order 4.
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Table 4. Mean and standard deviation of the questionnaire statements
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No| Dimension Statements Mean SD | Order
S1: The development’s process takes into consideration the ease of use 4.057 | 0.639 2
S 2: There is a continuous feedback from users that ask for modifying the e-government service 3514 | 0781 6
providing system ' '
Web S3: Capacity of e-government system is compatible within the multi-use feature 3.542 | 0.780 5
Ll Eff e(c;/\;ness S4: The layout of e-government’s website is user friendly 4.171 | 0.663 1
S5: The network interrupted is frequently occurred resulted from security attacks 2.400 | 0.811 7
S6: The defence systems is regularly updated to detect new threats 3.742 | 0.885 3
S7: Web designers try to develop a website that is competitive to other countries 3.571 | 1.170 4
1* dimension mean 3.571 | 4687 4
S8: When any hacker tries to break through the network, a pre-defined risk mitigation plan starts to
. R 3.657 | 0.764 4
deal with this situation
S9: All the components of any critical network (e.g.: firewalls, servers, routers, and hubs) are located 4142 | 0974 |
5 Services in restricted or secured area ' '
Security (SS) | 810: The available security level is achieving the desired needs and challenges 3.800 | 1.079 2
S11: A simulation plan is being set according to the identified vulnerabilities to mitigate risk 3314 | 0.993 5
S12: Lacking of security results in losing users’ of the website 3.714 | 0.957 3
2" dimension mean 3.725 | .696 2
S13: The e-government uses the latest IT to develop the capability in addressing the society needs 3.685 | 0.932 5
S14: The e-government network is up-to-date and is flexible to install any periodically update that
. 3.885 | 0.932 2
holds through utilizing the state-of-the art programs and technology
Information S15: Network components of e-government are frequently scanned for attacks detection 3.800 | 0.797 3
3 Tle]chlz;);c;jg)y S16: The e-government uses the IT effectively in order to keep users data secure 3.771 | 0.877 4
se
S17: The e-government tries to increase the number of applications online 3.971 | 0.785 1
S18: The e-government uses IT utilization to achieve and enhance its goals 3.628 | 0.731 6
S19: The e-government uses the IT to publish policies and programs that are related to the citizens 3.628 | 0.807 7
3 dimension mean 3.767 | 595 1
S20: The e-government work and security evaluated by surveys 3.057 | 1.027 5
S21: The e-government users have the ability to easily and safely utilize the services at any place
and time 3.800 | 0.833 2
Information
4| Technology | S22: The e-government offers the required services in a simple and secure way for users 3.857 | 0.733 1
Security (ITS) . .
S23: The e-government ensures the safety of all the government IT infrastructures construction 3.657 | 0.838 4
S24: System security needs are applicable to the e-gov such as truthfulness, secure expense
. . . 3.714 | 0.859 3
mechanism and security mechanism support
4" dimension mean 3.617 | 0622 | 3
S25: Testing and assessing the new technologies that are used in the E-government 3.828 | 0.821 1
S26: The e-government measures and describes the financial, political, and social returns of the 3457 | 0816 3
government technology programs ' '
Vulnerability S27: The. e-government solves the difficulties of computing the return on investment for the 3400 | 0.694 6
5 Reduction community sector
(VR) S28: The e-government improves the services of its interior operations as well as its exterior services
. .. 3.457 | 1.066 4
that are provided for citizens
S29: The e-government measures the effects of information and communication technology on users | 3.428 | 0.948 5
S30: The e-government improves the way of the security to transfer services of the users 3.571 | 0.850 2
5™ dimension mean 3.523 | 0.639 5
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Table 5. One sample T-test of hypotheses

Test Value =3
Hypothesis 95% Confidence Interval of the Difference

no T df Sig. (2-tailed) | Mean Difference

Lower Upper
HI 7.213 255 .000 57143 4104 7324
H2 6.166 255 .000 72571 4865 .9649
H3 7.627 255 .000 76735 5629 9718
H4 5.871 255 .000 61714 4035 .8308
H5 4.847 255 .000 152381 3042 7434

ii. The mean of the 2™ dimension measured the services communication flow between citizens and  their
security of e-government network is 3.725. It takes  e-governments.
order 2.

iii. The mean of the 3™ dimension measured the Table 6. One way ANOVA test for age effect
evaluation of IT use in e-government network is Dimension | Sumof | e Mean - Sig
3.767. It takes order 1. Squares Square

iv. The mean of the 4" dimension measured the WE 0.701 3 0234 | 1071 | 0376
evaluation of the Information Technology Security of SS 2.194 3 0.731 1.586 0.213
the e-government network is 3.617. It takes order 3. ITU 0.814 3 0271 0.749 0531

V. "lI;h;: 5t bclilrnenslieorz27 measured fthehevaluation of the TS 0.709 3 0236 0.589 0.627

ulnerabili eduction, of the e-government
network is ?.;523. It takes order 5. ¢ VR 0732 > 0244 074 0636

It was found that there are positive attitudes toward all
questions because their means are above the midpoint (3) of
the 5-points Likert scale.

One Sample T-Test and One Way -ANOVA

To test hypotheses, two statistical tests were carried One
Sample T-Test and One Way-ANOVA. To test hypotheses
(HI, H2, H3, H4, and H5) related to the five dimensions in
the questionnaire. One sample T-test was used to test these
hypotheses. Table (5) shows that for HI (T=7.213), H2
(T=6.166), H3 (T=7.627), H4 (T=5.871), and H5 (T=4.847),
the P-values to all hypotheses are 0.000, which is less than
0=0.05. In this case, all the hypotheses are significant at the
0=0.05 level. It is quite clear there are significant effects of
(WE, SS, ITU, ITS, and VR) on e-government weak points.

These results argued with Nillhahan et al (2009) and Saint
Corporation (2009) that the administrators must detect, find,
treat, and manage any problem rapidly and effectively to
prevent malicious entities access the e-government computer
network. The e-government must identify the security issues
in protecting the citizens’ personal information from any
threats. The results argued with Colesca (2009) results, that
the important problem that faces the Kuwaiti e-government
is the security problem, which allows unauthorized people to
access other personal data. These results also corresponding
with results of Syamsuddin and Hwang (2010) that
e-government tend to use different programs and software to
solve the technical problems that face them such as using
web application security, intrusion detection systems,
firewall, and penetration system that use open sources of
technologies, because security plays a major role in
enhancing each of the transparency, effectiveness, and
efficiency of e-governmental applications which then affects

*df: degree of freedom
**F: Factor
***Sig.: Significance

To test hypothesis H6 One-Way ANOVA test was used to
test if there are any differences on assessment of
e-government weak points according to (age, qualification,
and experiences).

To test the effect of age on e-government weak points, one
way ANOVA was used, and its results are shown in Table
(6).

The P-values to all the dimensions are greater than 0=0.05.
In this case, age have no significant effect at the 0=0.05 level
on the e-government dimensions weak points.

To test the effect of qualification on e-government weak
points, the one way ANOVA was used, and its results are
shown in Table (7).

Table 7. One way ANOVA test for qualification effect

viglai}IC SS:f;r‘;i of Sl\c/llz:rne F” Sig.™
WE 0.759 2 0.379 1.809 0.180
SS 1.314 2 0.657 1.385 0.265
ITU 1.789 2 0.895 2.792 0.076
ITS 1.241 2 0.620 1.667 0.205
VR 1.181 2 0.590 1.486 0.242

*df: degree of freedom
**F: Factor
***Sig.: Significance

The P-values to all the dimensions are greater than a=0.05.
In this case, qualification has no significant effect at the
a=0.05 level on the e-government dimensions weak points.



International Journal of Information Science 2014, 4(1): 13-20 19

Table 8. One way ANOVA test for experiences effect

Viﬁ?;ge Ss(lqlLllT;rZZ of Sl\(/]lz::e F Sig.™
WE 0.460 3 0.115 0.492 0.742
SS 0.547 3 0.137 0.258 0.903
ITU 0.455 3 0.114 0.295 0.879
ITS 0.457 3 0.114 0.270 0.895
VR 1.132 3 0.283 0.665 0.621

*df: degree of freedom
**F: Factor
***Sig.: Significance

To test the effect of experiences on e-government weak
points, one way ANOVA was used, and its results are shown
in Table (8).

The P-values to all the dimensions are greater than 0=0.05.
In this case, experiences have no significant effect at the
0=0.05 level on the e-government dimensions weak points.

The results of the five dimensions of the questionnaire was
agree with results of AL-Qaisoum (2009) and Muthanna
(2009), that the security and assessing the weak points is
very important for any applications, and can be monitored by
the number of users using these applications.

8. Discussion and Conclusions

E-governments realized the concept and significance of
security and weak points in their applications. Thus, the
security and weak points issue in e-governments are
controlling the trust of the users, who do their different
transactions through Internet. This paper aims to assess the
computer network system weak points at the Kuwaiti
e-government computer network system. For this aim a
questionnaire for IT- developers’ was designed. The results
showed the IT-developers agree on the significant effect of
Web Effectiveness (WE), Services Security (SS), Information
Technology Use (ITU), Information Technology Security
(ITS), and Vulnerability Reduction (VR) on e-government
weak points to enhance computer network security. Their
demographic information; age, qualification and experience
have no significant effect on their responds for the five
dimensions of the questionnaire, and this indicate the
importance of these factors on assessing weak points
regardless to their background. This concludes that these
factors are important and influence the performance of
e-government network.

The main contribution of this study is the security must be
the first priority of any application or service introduced to
users’. In order to eliminate the weak points that may occur
in the network, and it will be a risk in using any application,
therefore IT developers in any e-government must be
continuously monitored the number of users’ and compare
these numbers statistically with the previous number of users’
because the number of users’ for each application or service
reflect the degree of users satisfaction, which is depended on
the users’ confidence for the computer network security.
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