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Abstract  Legacy system migration to the cloud brings both great challenges and benefits, so there exist various academic 

research and industrial applications on legacy system migration to the cloud. By analyzing the research achievements and 

application status, the division of existing migration methods into three strategies according to the cloud service models 

integrally was done. Different processes need to be considered for different migration strategies and different tasks were 

involved accordingly. The similarities and differences between the migration strategies are discussed, and the challenges and 

future work about legacy system migration to the cloud were proposed. The aim of this paper is to provide an overall 

presentation for legacy system migration to the cloud and identify important challenges and future research directions. 
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1. Introduction 

Healthcare company managed patients’ data and got the 

medical claims from different hospitals, pharmacy etc. and 

the company process the same claims using different portals 

and application and provide the satisfactory service to the 

customer. Cloud computing in healthcare firm was a network 

of servers that were placed over the Internet which helps   

in storing, processing, and managing the patients and claims 

data instead of processing data over local servers or computers.  

For cloud computing technology, cloud migration strategy 

came in picture which helps organization to understand    

the impact. Healthcare firm was boosting their business with 

cloud computing by migrating their applications on cloud. 

Technically, cloud migration was a process of moving data, 

applications, business processes and environments from 

on-premises IT infrastructure to the cloud infrastructure. To 

make the cloud migration journey successful and stress-free 

for the organization, there were certain strategies that enable 

data and applications to be accessed on demand from 

anywhere and anytime which saves the computing cost and 

hence increases innovation. 

2. Background Review 

While working with NewYork state government, healthcare 

department. The state government maintains all the clinical 

data of the patient and consumers of newyork state. They 

also help people in in getting Medicaid, Mediclaim, CHIP etc. 

card. People can check for their eligibility. The company was 
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also involved in keeping and maintaining the immunization 

record. Health Insurance Company was the name of one of 

their products, of which I was the product owner. Health 

Insurance Company was a web and mobile based application 

that maintains all the clinical data of the patients. It’s an EHR 

system (Acumen), which can handle thousands of patients 

and customers. The system manages patient information, 

securely interchange information with LIS system, PIS and 

manage drugs, billing etc. They sought an affordable, 

easy-to-manage, and easy-to-deploy solution that would 

scale to fit their customers’ changing needs while keeping 

patient data secure and available, keeping security and 

availability as priorities. All data was in on premises database 

and the server were also in the organization premises. 

Everything was managed from their on-premises data center. 

When there was increase in technology and digital 

transformation awareness, more people start using the web 

based and mobile application. There was some limitation 

with the server that it couldn’t handle loads more than 100 

million. Users exceeded to 80 million and this get broke the 

system. This leads to the downtime of the datacenter. This 

caused loss of the consumer and some crucial clinical data. 

This stopped the whole data transfer of the system. This 

happened during pandemic also and thus the on-premises 

data was not that much mature to handle the load. 

The use of on premises data was now considered to be  

the least priority over the cloud as cloud was more scalable, 

cost effective, ameliorate and highly flexible [1]. The only 

problem that organizations were facing on migration to  

cloud technologies was the strategy to migrate. In 2009, 

Companies like IBM, Nationwide tried to migrate their data 

and applications on cloud but failed as they were not able  

to understand complex cloud computing structure which 

comprises public, private and hybrid infrastructures. As   

per CDW 2013 State of the Cloud, 46% of executives faced 
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security challenges. For IDC 3% of executives consider 

cloud strategies to be optimized [2]. 

Capgemini also faced the issue with their needs while 

working on a premises database, and they thought of hosting 

the application to the cloud. Capgemini’ recently on Nov 18, 

2020, introduced the Cloud Now methodology and EZTrans 

solutions that helped them to rollover the application to get 

onto Oracle Cloud fast. But the strategy won’t work for    

all the applications [3]. Another note on Oct 26, 2020, by 

Donald Farmer, a strategic adviser to software vendors and 

enterprises on data and analytics. Digital transformation 

without the cloud was not impossible but it’s very limited in 

scope. Really, if you want to get the best advantage from 

your digital transformation, cloud has to be an important 

element of that [4]. 

AWS migration found the opportunity to come up with 

transformation plan to implement your cloud strategy. AWS 

analyzed the current state, built a plan, and iterate the work 

into manageable activities for efficient migration. [5] The 

come up with the plan in which organization look their own 

environment through the different Perspectives Business, 

People, Governance, Platform, Security, and Operations [6]. 

 

Figure 1.  Phases of cloud migration [7] 

3. Cloud Migration Startegy 

Cloud migration methodology includes all the steps and 

methods to achieve business and technical goals of a healthcare 

organization. Figure 2 shows cloud migration methodology.  

 

Figure 2.  Cloud Migration Methodology 

While planning migration the on-premises data in the 

healthcare industry, there was generally four methods came 

in the picture. Defining the migration which tells the needs 

and the roadmap of the whole migration. This step actually 

drives the other three methods. This step explained the 

benefits of moving clinical data to cloud facility. Scalability 

and ease to use takes places plays while choosing a storage 

method. Another phase was design, where major focus    

on the data as it was their strategic asset. So, healthcare 

organizations focus on moving data first and then applications 

to the cloud. Here they find out the readiness, architecture 

and plan of the migration. Finding the best R among the  

6Rs methods of cloud computing i.e., Re-host, Re-platform, 

Refactor, Repurchase, Retire and Retail. Thus, phase was 

also focused on the cost and economic analysis, Needs and 

benefits and the risk analysis and mitigation. 

In cloud migration, the 6Rs represent six strategies that 

organizations can choose from, each with its pros and cons: 

1.  Rehost (Lift and Shift) - Moving applications to the cloud 

without changes. 

  Pros: Quick, low-risk, and cost-effective. 

  Cons: Limited cloud benefits; may not improve 

performance. 

2.  Refactor (Rearchitect) - Altering the application design 

to suit cloud environments. 

  Pros: Full use of cloud capabilities; improved scalability 

and performance. 

  Cons: Resource-intensive; higher initial costs. 

3.  Revise (Replatform) - Modifying the application to leverage 

cloud features without a full refactor. 

  Pros: Better performance than rehosting; moderate 

use of cloud features. 

  Cons: More complex than rehosting; possible moderate 

costs. 

4.  Rebuild - Rebuilding the application from scratch using 

cloud-native technologies. 

  Pros: Maximum cloud benefits; modernized 

applications. 

  Cons: High cost; potential loss of legacy code. 
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5.  Replace - Switching to off-the-shelf cloud software or 

services. 

  Pros: Quick to implement; known costs and capabilities. 

  Cons: Less customization; possible feature limitations. 

6.  Retain - Keeping applications on-premises or in a private 

cloud. 

  Pros: No migration needed; maintains the status quo. 

  Cons: Misses out on cloud advantages; potential for 

future obsolescence. 

The choice among these depends on an organization's 

specific needs, resources, and long-term strategy. 

4. Risk Analysis and Mitigation 

Discuss how the healthcare systems' existing infrastructure 

can accommodate cloud technology, assess potential 

migration risks like data breaches or compliance issues,  

and conduct a cost-benefit analysis to weigh the financial 

implications against the expected improvements in service 

delivery and operational efficiency. Discuss how the 

healthcare systems' existing infrastructure can accommodate 

cloud technology, assess potential migration risks like data 

breaches or compliance issues, and conduct a cost-benefit 

analysis to weigh the financial implications against the 

expected improvements in service delivery and operational 

efficiency.  

4.1. Risk Analysis and Assessment 

Every action or solution came with a risk. Author connected 

with the team and come up with Risk Management Plan as 

mentioned below. 

Table 1 

RAID 

Category 
Description Impact Priority 

Risk 
End-user did not have complete autonomy 

when running cloud applications 

Crashing of the database. 

User gave feedback as well. 
High 

Assumption 
A cloud migration can often disrupt  

an organization's governance strategy 

Different governance methods created for 

on-premises may disrupt the data on cloud 

and it put on service providers. 

Moderate 

Risk 
Administrator accidentally 

deleting a configuration 
Cause disruption to the infrastructure Low 

Risk 

Company, when using AWS was leaving  

a server open accidentally to the Internet 

without any authentication 

Loss of data High 

Risk DB was not according to the AWS May loose some data High 

Assumption 

Legacy applications with sensitive    

data like credit card information not        

good for the public cloud. 

After having high security plan, still the 

data may lose, and was not negligible 
High 

Dependency Good internet Cloud was totally on internet Moderate 

Dependency All application to work perfectly on cloud They were connected to each other Moderate 

 

Author researched more on each risk and created the risk 

assessment matrix, which tells how likely unlikely the risk 

may occur and what was the severity level of it. Risk was 

categorized in the matrix, mentioned in the table as Likely, 

possible, unlikely, consequences was measured as negligible, 

moderate, and severe. 

4.2. Risk Assessment Matrix 

Author researched more and figure out the mitigation for 

the above-mentioned risks. After the finding it was clear that 

all the risk has the solution to it and was not a blocker for 

cloud migration. 

Table 2 

RAID 

Category 
Description Likelihood Consequences 

Risk 
End-user did not have complete autonomy 

when running cloud applications. 
Possible Severe 

Risk 
Administrator accidentally deleting  

a configuration 
Possible Moderate 

Risk 

Company, when using AWS was leaving  

a server open accidentally to the Internet 

without any authentication 

Unlikely Severe 

Risk DB was not according to the AWS. Unlikely Severe 
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4.3. Risk Mitigation 

Author researched more and figure out the mitigation for the above-mentioned risks. After the finding it was clear that all 

the risk has the solution to it and was not a blocker for cloud migration. 

Table 3 

RAID 

Category 
Description Mitigation 

Risk 
End-user did not have complete. 

autonomy when running cloud applications. 

Creating and provide proper training videos  

before launching after launch. 

Risk 
Administrator accidentally deleting  

a configuration 

There would be two more checks before final deleting. 

Secondly the system had that configuration saved in 

the system that anyone can retrieve it back. 

Risk 

Company, when using AWS was leaving    

a server open accidentally to the Internet 

without any authentication 

Development team added one check  

in the system with the ideal time. 

Risk DB was not according to the AWS. 

For that we must put that in Salesforce.com  

Which were using currently for some data. So,  

having that  for all did not be big cost for us. 

5. Cost and Economic Analysis 

Author connected with marketing and financial team to figure out the cost of the services selected i.e., AWS Lambda and 

AWS Database Migration Service. Here was the cost structure. illustrated in below example. 

 

 

Figure 3 
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Above figure explains the cost. Cloud Cost included 

Resource, Operation cost, Aws server cost, Integration cost 

and business transformation cost, Cost for maintaining the 

application against AWS standard, The cost of application 

changes - Migration planning/consulting costs, Application 

maintenance costs, Regulation and compliance, License 

transferability and upcoming license renewals, Application 

requirements such as any SLAs, disaster recovery, security, 

and access requirements. 

** On premises cost includes Renting/paying for building 

space and insurance, Utilities for electricity, cooling, UPS, 

adding multiple server racks, Upgrades: adding memory  

and RAM to each individual server, replacing outdated 

CPUs with more powerful ones, software updates, etc. 

Maintenance, Refresh after year five. 

6. Business Value  

Another major component which was an important 

deciding factor for cloud migration. 

Generally, people leave this pointer while considering the 

migration. This factor told us what the business value that 

you earned by moving to the cloud. Here was some business 

value researched by author in this project. 

  Business agility – The major cost saved was the 

deployment cost. Deployment of Health Insurance 

Company on on-premises database cost around 15% of 

the TCO. While in cloud it updates automatically using 

technique CI/CD. 

  Workforce Productivity – As everything moved to the 

cloud so there be no extra resource cost. Company 

saves approximately 15% of cost. All resources moved 

to research and development team for innovation and 

business expansion. 

  Operational resilience – Cloud migration decreases the 

downtime and that actually saved 8% of the cost and 

increased the benefits by 5% because of high data security. 

  Performance – Performance of Health Insurance Company 

has increased in following areas 

o  User experience by decrease in Page load time, 

response time, session duration. 

o  Application performance by less error rates and more 

throughput and availability. 

o  Infrastructure performance with better CPU usage %, 

disk performance and memory usage. 

o  Business metrics, with less bounce rates and dwell 

time, conversion rates and engagement rates. 

7. Result for Healthcare Migration 

After analyzing and researching author came up with the 

results that give the profit to the whole company and as well 

as to the project. This project gave the better exposure to the end 

users as well. The results for the whole migration stated as 

  Migrate – Yes, it’s good decision to migrate Health 

Insurance Company on the cloud and host all three 

applications. 

  Cloud environment / the deployment model – As all the 

three applications were linked to each other and we 

need the large and flexible storage, the model chosen 

was Public model. 

  Strategy – As Health Insurance Company was an EHR, 

and most of the data has been managed over salesforce 

so it was easy to deploy over AWS. 

  AWS Service - Lambda and AWS data migration, these 

services have all the benefits and features that was 

needed. 

  Pricing – Pay per use. 

So, through the whole research was able to answer the 

questions that author has state at the first. 

  How many applications has been moved to cloud and 

how much cost has been saved by healthcare after 

migration? 

Answer – For one application company saved = 

$262,836.85 - $219,764.63 = $43,072.22. 

Total migrated application was 23 including databases, the 

saved cost was approx. = $43,072.22*23 = $990,661.12 in 5 

years. 

  How much cloud migration leads to growth in customer 

acquisition and satisfaction? 

Answer – As there were, 770 customers more after the 5th 

year and 600 customers retained. 

Here was the graph that shows the exact comparison. 

8. Conclusions 

Legacy system migration to the cloud is a complex yet 

essential journey marked by both challenges and benefits. 

Through an analysis of academic research and industrial 

applications, this paper categorizes migration methods into 

three strategies aligned with cloud service models. The nuanced 

exploration of these strategies reveals their similarities, 

differences, and implications for diverse organizational needs. 

As organizations embark on this transformative path, they 

must address security concerns, compatibility issues, and 

integration challenges. Looking forward, addressing these 

challenges presents opportunities for future research, fostering 

innovative solutions to optimize the migration process.  

This paper contributes to a comprehensive understanding  

of legacy system migration, guiding stakeholders in making 

informed decisions for a successful transition to the cloud. 

 

REFERENCES  

[1] Apostu, Anca, Florina Puican, Geanina Ularu, George Suciu, 
and Gyorgy Todoran. "Study on advantages and disadvantages of 
Cloud Computing–the advantages of Telemetry Applications 
in the Cloud." Recent advances in applied computer science 
and digital services 2103 (2013). 



6 Falguni Mehrotra:  Cloud Migration Strategy for Project Management 

 

 

[2] Mohapatra, Sanjay, Laxmikant Lokhande, Sanjay Mohapatra, 
and Laxmikant Lokhande. "Cloud Computing Strategy." Cloud 
Computing and ROI: A New Framework for IT Strategy (2014): 
67-104.  

[3] Olofson, Carl W. "Ensuring a fast, reliable, and secure 
database through automation: Oracle autonomous database." 
White paper, IDC Corporate USA, Sponsored by: Oracle Corp 
(2018). 

[4] Siebel, Thomas M. Digital transformation: survive and thrive 
in an era of mass extinction. RosettaBooks, 2019. 

[5] Saraswat, Manish, and R. C. Tripathi. "Cloud computing: 
Comparison and analysis of cloud service providers-AWs, 
Microsoft and Google." In 2020 9th international conference 
system modeling and advancement in research trends (SMART), 
pp. 281-285. IEEE, 2020. 

[6] Marston, Sean, Zhi Li, Subhajyoti Bandyopadhyay, Juheng 
Zhang, and Anand Ghalsasi. "Cloud computing—The business 
perspective." Decision support systems 51, no. 1 (2011): 176-189. 

[7] Gholami, Mahdi Fahmideh, Farhad Daneshgar, Graham Low, 
and Ghassan Beydoun. "Cloud migration process—A survey, 
evaluation framework, and open challenges." Journal of 
Systems and Software 120 (2016): 31-69. 

[8] Robert Cepero, [Oct 22, 2019] Link - https://bleuwire.com/ 
cloud-data-migration-strategies- healthcare-industry/. 

[9] Lucy Bloodworth, [June 1, 2020] Link https://cloudblogs. 
microsoft.com/industry-blog/engb/health/2020/01/06/healthc
are-cloud-migration/. 

[10] Xtelligent healthcare media, Link - https://hitinfrastructure. 
com/news/5-essential-steps-for-healthcare-cloud-data-migrat
ion.  

 

 
Copyright ©  2024 The Author(s). Published by Scientific & Academic Publishing 

This work is licensed under the Creative Commons Attribution International License (CC BY). http://creativecommons.org/licenses/by/4.0/ 

 

 

 

 
 

https://bleuwire.com/cloud-data-migration-strategies-
https://bleuwire.com/cloud-data-migration-strategies-

