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Abstract  Supervisory Control and Data Acquisition (SCADA) networks are used across the globe to manage commercial 

and industrial control systems connected to energy, water, and telecommunications infrastructures. The connectivity provides 

immense benefits such as reliability, scalability, and remote connectivity, but at the same time exposes an otherwise isolated 

and secure system, to global cybersecurity threats. This inevitable transformation to highly connected systems thus 

necessitates effective security safeguards to be in place as any compromise or downtime of SCADA systems can have severe 

economic, safety, and security ramifications. To enhance the reliability and resilience of power grid networks there is a 

paradigm shift from legacy networks to smart grid networks. The Zambian power grid operator and mining companies     

in tandem with global players are transitioning from legacy-based protocols to Internet Protocol-based (IP-based) 

communications. Therefore, estimating possible cyberattack impacts and identifying system vulnerabilities are a concern in 

SCADA management and operations. However, it is quite difficult to plan, execute and review vulnerability analysis in 

critical infrastructure systems as well as in industrial control systems (such as SCADA systems) due to the complexity, and 

heterogeneity of these systems. A consistent domain-specific conceptual model is required to consequently establish a 

generic framework for cybersecurity analysis to examine and investigate security threats on smart grid systems. This paper 

proposes the use of Petri nets to model a framework for cyberattack response for smart grid infrastructure. 
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1. Introduction 

Industrial control systems (ICS) are a major segment 

within the operational technology sector. It comprises 

systems that are used to monitor and control industrial 

processes. SCADA are industrial systems that use control 

devices, network protocols, and graphical user interfaces  

for gathering and analyzing real-time data. SCADA  

systems are utilized to monitor and command a plant or 

other critical infrastructures such as hydropower plants, 

telecommunications, water and waste control, oil and gas 

refining, and energy in general. Currently, cloud computing 

and the Internet of Things (IoT) offer a paradigm shift 

rapidly increasing innovation, flexible resources, and help 

in lowering operating costs. ICS is transitioning to cloud 

computing and IoT to improve supervisory and control 

processes by sharing real-time information among machines, 

manufacturing chains, suppliers, and customers. SCADA 

systems feature unique cyber and physical interaction and 
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were originally built as air-gapped or isolated systems, 

connecting them to the internet potentially creates a security 

problem (Awad et al., AlGhazo, Davis, et al., and Handa  

et al.) [1]-[4]. 

A huge wave of global cyber security events on electric 

grids has been observed since the Stuxnet was first  

reported. Black Energy, compromised the industrial control 

systems (ICSs) of numerous national critical infrastructures 

in the U.S in 2011. Shamoon, a self-replicating computer 

malware-infected three-quarters of Windows-based 

corporate PCs at Saudi Aramco, one of the world’s largest 

oil companies [5]. An analogous attack on Saudi Aramco 

was initiated in August 2017. In February 2013, JEA was 

hit by a distributed denial-of-service (DDoS) attack, which 

led to a crash of online and telephone payment systems for 

a few days [6]. 

The rapid growth in the use of internet-based 

technologies has resulted in various organizations being 

subjected to cyberattacks [7]. The classical security 

measures, such as a firewall, have proved to be inadequate, 

as hackers deliberately avoid firewall protection as 

demonstrated in [8] by Coffey K. et al. It is, therefore, of 

paramount importance to find effective solutions that can 

dynamically and adaptively defend the network systems [9]. 
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The case studies are based on the Zambian grid system. 

Simulations are performed to evaluate the scenario 

vulnerabilities. 

A. Case study and Implementations 

We will consider a single firewall and password as      

an implemented intrusions prevention mechanism. For 

single-area, we look at the integrity of measurement data 

delivered over a local area communication network 

(Substation). For multi-area state estimation, we look at the 

integrity of data exchanged between the control centers of 

NCC and KGL (Power station) in face of a targeted trojan 

that compromises an endpoint of the secure communication 

tunnel. 

B. Simulation Results 

The attacks launched from different locations will result in 

different levels of vulnerability. Two cases are considered 

for evaluation: 

i.  Passive attack 

ii. Active attack 

The paper has been designed in the following way: the (II) 

second section gives a literature review of the techniques 

used for cyberattack intrusion and detection, the (III) third 

section introduces the concept of Petri nets, the (IV) fourth 

section deals with performance modeling, the (V) the fifth 

section gives the simulation details and results and finally 

with conclusions in the (VI) sixth section. 

2. Related Work 

In the literature, several studies have discussed 

cyber-physical security and the dependability of power 

systems. In [10] they simulated one real-world use case   

and two planned extensions of a factory environment    

using a Modular Petri Net Approach. Their model depicted 

information-based dependencies within smart factory 

networks and allowed for the simulation and analysis     

of threat propagation. A Susceptible-Exposed-Infectious- 

Recovered (SEIR) model and a new model Susceptible- 

Exposed-Infectious-Recovered-Delayed Quarantined 

(Susceptible/Recovered) (SEIDQR(S/I)) along with hybrid 

quarantine strategy was proposed in [11] and analyzed using 

Stochastic Petri Nets and Continuous Time Markov Chain. 

The authors in [12,13,14] proposed the use of Petri nets in 

industrial control systems and smart grid as opposed to 

attacking trees because Petri nets offer more flexibility and 

expressiveness than traditional attack trees to represent the 

actions of simultaneous attackers. Mahmoudi and Payam  

[15] posits that the primary step to analyze the types of 

cyber-attacks is the ability to define the attacks in an 

adjustable way in a parametric model so that one can 

explicitly test different forms of attacks and subsequently 

offer methods to deal with them. In their study, a multi-stage 

attack was extracted and modeled with a timed Petri net and 

colored Petri net (CPN), and then the results were compared 

with those of similar articles. 

Attacking IEC-60870-5-104 SCADA Systems [17], in this 

paper, attention was on the security issues of the IEC 

60870-5-104 (IEC-104) protocol, which is widely utilized in 

the European energy sector. In particular, a SCADA threat 

model based on a Coloured Petri Net (CPN) was provided 

and four different types of cyberattacks against IEC-104 

were emulated. Lastly, AlienVault's risk assessment model 

was used to evaluate the risk level that each of these cyber 

attacks introduces to the proposed system. [18] The most 

common cyber threats targeting end-users and terminals are 

caused by malicious software, called malware. The malware 

detection process can be performed either by matching  

their digital signatures or analyzing their behavioral models. 

As the obfuscation techniques make the malware almost 

undetectable, the classic signature-based anti-virus tools 

must be supported with behavioral analysis. The proposed 

approach to modeling malware behavior is based on colored 

Petri nets [18,20]. Our research approach will be similar   

to [19], who proposed the derivation of steady-state 

probabilities of the power communication infrastructure 

based on today's cybersecurity technologies. The elaboration 

of steady-state probabilities is established on (i) modified 

models developed such as password models, (ii) new models 

on digital relays representing the authentication mechanism, 

and (iii) models for honeypots/honeynet within a substation 

network. A generalized stochastic Petri net (GSPN) is 

utilized to formulate the detailed statuses and transitions   

of components embedded in a cyber-net. Comprehensive 

steady-state probabilities are quantitatively and qualitatively 

performed. 

In contrast to [18,19,20], authors in [16] proposed the use 

of a program model based on FIPN to control DES and the 

method for generation of this model using the graphical 

representation of the net. FIPN offers a better visualization  

in comparison to discrete PNs and it allows for the quick 

creation of program code through the application of a 

simulator called FIPN-SML. [21] evaluated the risk of 

cyberattacks for hazardous liquid loading operations,    

[23] illustrated how cause-effect relationships can be 

conveniently expressed for both analysis and extension to 

large-scale smart grid systems using graph-based dynamical 

system model simulated in MATLAB/Simulink using    

the fourth-order Runge-Kutta method. The authors in [23] 

furthermore reevaluated the earlier framework in [24],  

where they illustrated through a case study of the Western 

Electricity Coordinating Council 3-machine, a 9-bus system 

using MATLAB and PSCAD simulations to validate the 

approach.  

However, through the literature review, we can see that 

every framework tried to address a few challenges of     

the different important constituents of the smart grid 

infrastructure framework. We shall use GSPNs [61,62,63,64] 

to model for the proposed cyber framework. Since the state 

space grows exponentially as the number of components 

increases, we adopt a technique to reduce the state space and 

show that the technique is feasible in analyzing the 

steady-state availability for the proposed framework.  
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3. System Model 

The SCADA or Industrial Control Systems (ICS) network 

comprises a database server, a human-machine interface 

(HMI), an engineering workstation, a SCADA Master, a 

DMS & EMS, a remote terminal unit (RTUs), and intelligent 

electronic devices (IED) [27]. The ICS topology is shown in 

Fig. 1.  

3.1. SCADA Attacks 

The vulnerability of a smart grid network is the weak spot 

at which an attacker may enter the network and attack the 

system. The smart grid connects with multiple domains 

using different protocols, making it vulnerable to numerous 

cyberattacks. In this section, we explore the conditions that 

might increase the vulnerability of the grid to cyber intrusion. 

However, first, we discuss the types of cyberattacks. There 

are mainly two kinds of attacks: (1) passive attacks and (2) 

active attacks. Passive attacks are those in which no harm to 

the data is done, but the attacker only monitors the data, 

whereas the active attacks are more dangerous compared to 

active attacks, as the attacker modifies the data or stops the 

receiver from receiving the data [28]. 

The National Institute of Standards and Technology 

(NIST) describes major causes that make the smart grid 

vulnerable to cyberattacks are as follows: 

1.  Increased installation of intelligent electronic devices 

(IEDs): As the number of devices in the network rises, 

the number of attack sites for attackers increases    

as well. Even if the security of a single point is 

compromised, the entire network system would be 

impacted. 

2.  Installation of third-party components: Third-party 

components that are not advised by experts increase 

the network’s vulnerability to cyberattacks. These 

devices may be infected with trojans, which can then 

infect other devices on the network. 

3. Inadequate personnel training: Proper training is 

necessary to operate any technology. When staff is not 

sufficiently taught, they might easily fall victim to 

phishing attempts. 

4.  Using Internet protocols: Not all protocols are secure 

when it comes to data transmission. Certain protocols 

transfer data in an unencrypted format. As a result, 

they are easy candidates for data extraction via 

man-in-the-middle attacks. 

5.  Maintenance: While the primary goal of maintenance 

is to keep things functioning properly, it can become  

a vector for cyberattacks at times. While doing 

maintenance, operators often disable the security 

system to conduct testing. In 2015, electric power 

companies in eastern Europe reported one similar 

occurrence [34]. 

 

Figure 1.  Sample SCADA network for a case study [27] 
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There are five main goals of cybersecurity in smart grids 

that are described below. Table 1 provides the summary of 

the attack category and security goal they compromise. 

1.  Authentication: The verification of the user. The 

system verifies whether the credentials provided by 

the user are correct or not. Various authentication 

techniques in the smart grid network are presented in 

[35]. 

2.  Authorization: The user is authenticated when he 

provides the correct credentials. Now, the user 

becomes authorized to use the services and to transmit 

and receive data packets. In an unencrypted 

authentication process, credentials inserted by the 

users are exposed to the attacker, and later, the 

attacker uses the credentials and pretends to be an 

authorized user. 

3.  Confidentiality: This ensures that only authorized 

users have the access to the data. There is an 

abundance of sensitive data circulating throughout  

the smart grid network. This information comprises 

client energy consumption statistics, a customer 

identification number, and a list of appliances in use 

by consumers. An attacker can use this information  

to investigate the customer’s energy use patterns. 

Additionally, if unauthorized users have access to the 

data, an ICMP (Internet Control Message Protocol) 

flood attack can be launched and the reading can be 

tampered with or altered [22]. As a result, utilities may 

face severe financial difficulties or customers may get 

excessively high bills. 

4.  Integrity: This protects the recipient against data 

tampering by ensuring that the data is not changed   

or corrupted during transmission. Parity check, 

checksum error, and several other similar techniques 

are utilized at the receiving end to verify that the data 

have not been modified. False data injection attack 

(FDIA) is one of the most frequently used forms of 

attack. An injection attack adulterates the genuine data 

with fake data. 

5.  Availability: Availability ensures that whenever the 

user requires resources or/and data, they are always 

available. Various factors can affect the availability 

such as fault at the data center, but in terms of 

cybersecurity, it is affected by cyberattacks such as 

denial of service (DoS) attacks. During a DoS attack, 

the resources are hijacked by the attackers and user 

requests are not served due to a lack of resources. 

3.2. Defence Mechanisms 

SCADA systems typically have specially designed 

firewall rules and password policies to achieve a high level 

of computer security [59]. A firewall is a technology of cyber 

security defense that regulates the packets flowing between 

two networks [59], [19]. As there may be different security 

trust levels between networks, a set of firewall rules is 

configured to filter out unnecessary traffic. These rules are 

written with the following criteria for acceptance or rejection 

[59]: 

1) Type of protocols 

2) Incoming and outgoing traffic 

3) Specific port service or a port service range 

4) Specific IP address or an IP address range 

These audit fields are recorded in a firewall and are used 

offline by a system administrator to analyze malicious 

behaviors [59] [60]. Due to the high volume of daily network 

traffic, it is not practical for a system administrator to 

monitor the network with the available datasets. Thus, an 

add-on commercial firewall analyzer is required to detect 

anomalies in these datasets [60]. 

Therefore, malicious packets flowing through a firewall 

must be identified together with the traffic denied by the 

firewall, such data can determine the probability of cyber 

attack occurrences either being granted access or being 

attempted. These datasets can be analyzed from the firewall 

logs in two ways: 

1)  The number of records rejected compared to the total 

number of firewall traffic records, and 

2)  The number of malicious records bypassing compared 

with total records for each rule. 

4. Performance Modeling 

4.1. Petri Nets and GSPNs 

The SPN [62] model is composed of three components: 

places (circles), transitions (rectangular bar), and arcs 

(arrows). The places represent the states or resources of the 

system. The transitions represent the events that enable the 

system’s state transfer. The arcs illustrate the relationship 

between the places and transitions. Compared with other 

schemes like prototype design, the SPN is more efficient in 

conserving resources such as time and energy. Accordingly, 

we decide to adopt the SPN in the system modeling and 

analysis. 

Firstly, we need to construct the performance evaluation 

model of the target system. That depends on the system 

under analysis. Therefore, we directly give a sample model 

as shown in Figure 2. 

Secondly, we can construct the Markov Chain (MC) that is 

isomorphic to the SPN model. At first, we can easily get the 

reachable graph of the SPN model (as shown in Figure 3). 

Then, we assume the transition firing rate average is      

= {1, 2, 3, 4, 5}. Lastly, we get the MC by replacing 

the transition ti with the corresponding i. The reachable 

markings set and the MC of the simple SPN model above are 

shown in Table 2 and Figure 3. 
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Table 1.  Summary of the attack category and security goal 

Attack Category Security Goal Compromised Description Reference 

Flooding attack Availability 
Deterring users from utilizing the 

resources 
[38,39] 

Denial of service Availability Stop serving of users’ request [40-43] 

Jamming Availability Jamming the network [44-45] 

Buffer overflow, Availability, Confidentiality Overwriting the memory of the buffer [46] 

False Data Injection Integrity Tampering the real data [47-51] 

Social Engineering Attack Integrity, Confidentiality 
Attacking humans instead of 

machines or networks 
[51-53] 

Man-in-the-middle Confidentiality 
Extracting packet information 

between sender and receiver 
[54] 

Packet Sniffing Confidentiality Analyzing the packet [56] 

Session hijacking attack Integrity, Confidentiality 
Obstructing the user from resources 

for a particular amount of time 
[56] 

Data manipulation Integrity Data tampering [57] 

Replay Attack Integrity Send data, again and again. [58,59] 

 

 

Figure 2.  A sample of the Stochastic Petri Nets (SPN) model 

Table 2.  Reachable markings’ set of the sample 

 P1 P2 P3 P4 P5 

M0 1 0 0 0 0 

M1 0 1 1 0 0 

M2 0 1 0 0 1 

M3 0 0 1 1 0 

M4 0 0 0 1 1 

 

Figure 3.  The reachability graph of the sample SPN 

Thirdly, we can work on the system performance 

evaluation with the steady-state probability based on the 

MC. Some formulas help the theoretical inference. They are 

as follows. 

We assume that there are n states in the MC. The 

transition matrix can be defined as: Q = [qi,j], i ≤ i, j ≤ n; 

where: 

𝑞𝑖, 𝑗 =  

𝑡ℎ𝑒 𝑟𝑎𝑡𝑒 𝑜𝑛 𝑡ℎ𝑒 𝑎𝑟𝑐 𝑓𝑟𝑜𝑚 𝑀𝑖 𝑡𝑜 𝑀𝑗 𝑤ℎ𝑒𝑛 𝑖 ≠ 𝑗
0, 𝑛𝑜 𝑎𝑟𝑐 𝑓𝑟𝑜𝑚 𝑀𝑖 𝑡𝑜 𝑀𝑗 𝑤ℎ𝑒𝑛 𝑖 ≠ 𝑗

− 𝑘, 𝑖 = 𝑗𝑘

  

(1) 

Then, we assume the steady-state probability is a row 

vector P = {p1, p2, p3, _ _ _, pn}. 

According to the Markov process, we can get the system 

of linear equations as follows:  
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𝑃𝑄 = 0

 𝑃𝑖 = 1, 1 ≤ 𝑖 ≤ 𝑛𝑖

              (2) 

We can get the steady probability of each state by 

resolving the system of linear equations above. 

Ulteriorly, we can get further parameters, such as: 

(1) Residence time in each state M: 

𝜏 𝑀 = (−𝑟𝑖,𝑗 )−1 = ( 𝑗)−1
𝑡𝑗 ∈𝐻         (3) 

Where H is the transitions’ set that can be enforceable at 

M. 

(2) Token density function: 

 𝑃 𝑀 𝑃 = 𝑖 =  𝑃[𝑀𝑗𝑗 ]           (4) 

Where, 𝑀𝑗∈ 𝑀 𝑝 = 𝑖 ,𝑀𝑗  𝑝 = 𝑖 

(3) Average number of tokens on a place: 

ū𝑖 =  𝑥𝑃 𝑀 𝑝𝑖  𝑗 = 𝑗           (5) 

The average number of tokens of a place set Pi is the sum 

of each place’s average number of tokens. 

It can be expressed as: 

𝑁 =  ū𝑖𝑃𝑖∈𝑃𝑖                 (6) 

Where the place is Pi Pj. 

(4) Utilization rate of the transition: 

𝑈(𝑡) =  𝑃𝑀𝑀∈𝐸               (7) 

There, E represents the set of all reachable markings that 

make t enforceable. 

(5) Token velocity of the transition: 

 𝑅 𝑡, 𝑠 = 𝑊 𝑡, 𝑠 𝑥𝑈 𝑡 𝑥          (8) 

There,  stands for the average transition firing rate of t. 

Based on all the performance parameters mentioned above, 

we can do further research on the system response time and 

so on. 

4.2. The SPN Model of Scenario I: Firewall Model 

We construct the SPN model for Defense Scenario I, 

using a single server and depicting a substation interface 

with another remote SCADA substation network shown in 

Figure 1. We denote  = {0, 1, 2, 3, 4, 5, 6, 7, 8, 

9, 10} as the average transition triggering rate and P = 

{P0, P1, P2, P3, P4, P5, P6, P7} as the steady-state 

probability. We can get the set of reachable markings as  

M = {M0, M1, M2, M3, M4, M5, M6, M7} and the 

isomorphic model together with the Markov Chain (MC) 

and the process of SPN. The isomorphic model is shown in 

Figure 5. 

Table 3.  Places and Transitions for the GSPN Model 

Places Description Rates 

Po Intrusion attempts begin    P_Begin  

P1 Intruder cracks rule 1     P_Rule1a  

P2 Intruder fails rule 1       P_Rule1a  

P3 Intruder cracks rule 2     P_Rule1a  

P4 Intruder fails rule 2       P_Rule1a  

P5 Intruder cracks rule 3     P_Rule1a  

P6 Intruder fails rule 3       P_Rule1a  

P7 The system is breached P_SysBreach  

Transition Description Rate 

T0 Crack rule number 1     T_crack1a a (0.01) 

T1 Fail Firewall rule number 1 T_fail1b b (0.99) 

T2 
Crack Firewall rule number 2 

T_crack2a 
c (0.01) 

T3 Fail Firewall rule number 2 T_fail2b d (0.99) 

T4 Crack rule number 3     T_crack3a e (0.01) 

T5 Fail Firewall rule number 3 T_fail3b f (0.99) 

T6 Firewall execution rate1    T_rate1 g (10-6) 

T7 Firewall execution rate2    T_rate2 h (10-6) 

T8 Firewall execution rate3    T_rate3 i (10-6) 

T9 Firewall execution rate4    T_rate4 j (10-6) 

T10 Firewall recovery rate    T_Recover k (0.5E-6) 

 

 

Figure 4.  The SPN Model of Scenario I: Firewall model 
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Table 4.  Reachable markings’ set of the Firewall Model 

 P_Begin P_Rule1a P_Rule1b P_Rule2a P_Ru1e2b P_Rule3a P_Rule3b 

M0 1 0 0 0 0 0 0 

M1 0 0 1 0 0 0 0 

M2 0 1 0 0 0 0 0 

M3 0 0 0 0 1 0 0 

M4 0 0 0 1 0 0 0 

M5 0 0 0 0 0 0 0 

M6 0 0 0 0 0 0 1 

 

Figure 5.  Reachability graph for firewall model 

Starting from the initial marking shown (S0) in Fig. 5, a 

possible evolution of the GSPN state may be evaluated. As 

shown in Figure 4, and table 2 the places P0 to P7 represent 

the system states, and the transitions T0 to T10 represent the 

events that enable the transfer of the system state. Initially, 

the system is in a normal state. When the transition 

T_crack1a is enabled, the system transfers to the state 

P_Rule1a indicating that an intrusion attempt is in progress 

and rule number 1 is being circumvented. T_fail1b to 

T_fail3b indicates failed attempts to breach firewall results. 

A successful attack is achieved if any or all the transitions 

T_rate1, T_rate2, or T_rate3 are enabled. A system recovery 

is achieved through enabling transition Trecover, thereby 

enabling the initial marking P0 (in our case S0, since that’s 

the default nomenclature in PIPE). According to the 

definition of the transition matrix and other performance 

metrics in [equation 1], we can estimate the SPN model as 

follows. The transition matrix Q is obtained by solving the 

Markov Chain equivalent of the reachability graph in figure 

5. Q is thus, an 8 x 8 matrix presented in equation 9. 

Furthermore, we solve equation 2; by multiplying Q X vector 

 (0, 1, 2, 3, 4, 5, 6, 7) to get the steady-state 

probability.  

  𝑄 = 

 
 
 
 
 
 
 
 

0 𝑏 𝑎 0 0 0 0 0
0 0 0 𝑑 𝑐 0 0 0
0 0 0 0 0 𝑔 0 0
0 0 0 0 0 0 𝑓 𝑒
0 0 0 0 0 ℎ 0 0
𝑘 0 0 0 0 0 0 0
𝑗 0 0 0 0 0 0 0
0 0 0 0 0 𝑖 0 0  

 
 
 
 
 
 
 

   (9) 

Substitution the values for all rates (i.e. a to k) from 

table 3, and normalize the sum of each row to one. 

Applying equation 2 described in section 4.1; gives the 

steady-state probability P as: 

P=  ( 0, 1, 2, 3, 4, 5, 6, 7) x 

 𝑄 = 

 
 
 
 
 
 
 
 
0 0.99 0.01 0 0 0 0 0
0 0 0 0.99 0.01 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 0.99 0.01
0 0 0 0 0 1 0 0
1 0 0 0 0 0 0 0
1 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0  

 
 
 
 
 
 
 

(10) 

Steady-state probabilities as follows: 0 = 0, 1= 0, 2= 
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0.0049, 3 = 0, 4 = 0.0048, 5 = 0.95109, 6 = 0.0475, 7 

= 0.00048. 

4.3. The SPN Model of Scenario II: Password Model 

a.  The place, P0 denotes the initiation of the password 

cracking of local SCADA systems. 

b.  The place, P1 denotes the successful login. 

c.  The place, P2 denotes the failed login to the local 

SCADA. 

d.  The place, P3 denotes the knowledge discovered from 

the SCADA. 

e.  The place, P4 denotes the executed sequence of 

disruptive switching attacks from the SCADA. 

f.  The place, P5 denotes the failure to sequentially 

execute switches due to interlocking blocks. 

Variables, T0, T1, T3, and T4 denote the transition 

probabilities of the successful login to the SCADA, of failure 

to login to the SCADA, of failing to execute, and of 

successful execution of the sequential switching in the 

targeted substation, respectively. 

Variables, T2, T5, T6, and T7 denote the transition rates of 

learning to discover the cyber-physical relation, the response 

to attackers indicating the failed login, response to attackers 

about successful switching attacks, and response to attackers 

indicating the failure of the sequential switching due to 

interlock rules, respectively. 

 

Figure 6.  The SPN Model of Scenario II: Password Model [68] 

 

Figure 7.  Reachability graph of Password Model 
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Table 5.  Transitions descriptions and rates for Model II 

Transition Description Rates 

T0 Failure to crack password a (0.01) 

T1 Successful cracking of password b (0.99) 

T2 Successful login to SCADA c (0.0000001) 

T3 Failure to execute an active attack d (0.9987) 

T4 
Success in executing sequential 

attack 
e (0.0013) 

T5 Response to failed login f (0.00001) 

T6 Response after successful attack g (0.0000005) 

T7 
Response to failed executing of 

sequential attack 
h (0.001) 

Table 6.  Reachability markings’ set of the Firewall Model 

 P0 P1 P2 P3 P4 P5 

M0 1 0 0 0 0 0 

M1 0 0 1 0 0 0 

M2 0 1 0 0 0 0 

M3 0 0 0 1 0 0 

M4 0 0 0 0 1 0 

M5 0 0 0 0 0 1 

Using a similar argument as in Section 4.2, the 

steady-state probability, are derived as follows: 0 = 

0.00001, 1 = 0.00966, 2 = 0.95592, 3 = 0.00001, 4 = 

0.02485, 5 = 0.00955. 

4.4. The SPN Model of Scenario III: Combined Firewall 

and Password Models within a Substation 

The third scenario is modeled by combining the  

firewall and password models in sections 4.2 and 4.3. The 

description for transitions and places remains as defined in 

the preceding sections. 

As from the previous arguments in 4.2 and 4.3, the 

reachability set and graph are obtained in figure 9 and table 

7. Further, the steady-state probability is calculated. 

Using similar argument as in Section 4.2, the steady-state 

probability and the rates in tables 3 and 5, are derived as 

follows: 

0 = 0, 1 = 0, 2 = 0.0022, 3 = 0, 4 = 0.00218, 5 = 

0.00001, 6 = 0.21379, 7 = 0.00216, 8 = 0.64737, 9 = 

0.13078, 10 = 0.00001, 11 = 0.00065, 12 = 0.00084. 

 

 

 

Figure 8.  Scenario III: Combined Firewall and Password models 
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Table 7.  Reachability Set for Scenario III 

 P0 P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 

M0 1 0 0 0 0 0 0 0 0 0 0 0 0 

M1 0 0 1 0 0 0 0 0 0 0 0 0 0 

M2 0 1 0 0 0 0 0 0 0 0 0 0 0 

M3 0 0 0 0 1 0 0 0 0 0 0 0 0 

M4 0 0 0 1 0 0 0 0 0 0 0 0 0 

M5 0 0 0 0 0 0 0 1 0 0 0 0 0 

M6 0 0 0 0 0 0 1 0 0 0 0 0 0 

M7 0 0 0 0 0 1 0 0 0 0 0 0 0 

M8 0 0 0 0 0 0 0 0 1 0 0 0 0 

M9 0 0 0 0 0 0 0 0 0 1 0 0 0 

M10 0 0 0 0 0 0 0 0 0 0 1 0 0 

M11 0 0 0 0 0 0 0 0 0 0 0 1 0 

M12 0 0 0 0 0 0 0 0 0 0 0 0 1 

 

Figure 9.  Reachability graph of Scenario III 

5. Numerical Results and Analyses 

We used PIPE (Platform-Independent Petri Net Editor) 

[61] and Great Stochastic Petri nets [62] to model and 

analyze the GSPN attack model of the SCADA network. 

Both tools are open-source tools that support creating and 

analyzing Petri Nets. They have an easy-to-use graphical 

user interface that allows a user to create standard Petri Net 

and Stochastic Petri Net models. It also allows a user to 

animate the model with the random firing of transitions or 

interactive user manipulations. The analysis environment in 

these tools includes different modules such as steady-state 

analysis, steady space analysis, and GSPN analysis [62]. 

First, we implemented the DoS model in PIPE as shown 

in Figures 4, 6, and 8. Next, we assigned a weight to each of 

the transitions as shown in Table 3 and 4.  

The designed GSPN model of the DoS attack was 

simulated fifty times using a different number of initial 

random firings: 100, 300, 500, 700, 1000, and 1200. The 

variation of the token distribution with the same number of 

initial random firings is recorded.  

5.1. Simulation Results 

The transition triggering rates of the Défense Scenario’s I, 

II, and III SPN models are shown in Table 8 below. 

Firstly, we obtain the transition triggering rate (shown  

in Table 8). Then, we conduct the simulations, we can get   

the reachable markings’ set as shown in figures 5, 7, and 9 

of the three scenarios respectively. results of which are 

illustrated in Table 8, Table 9, and Figure 14. 

We obtain the steady-state probability for further 

performance evaluation as illustrated in Table 9 below. 
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Table 8.  Summary Transition Rates 

Model a b c d e f g h i j k l m n o p q r 

I 0.01 0.99 0.01 0.99 0.01 0.99 1E-5 1E-5 1E-5 1E-5 0.5E-7 - - - - - -  

II 0.01 0.99 1E-5 0.9987 0.0013 1E-6 0.5E-7 0.02 - - - - - - - - -  

III 0.01 0.99 0.01 0.99 0.01 0.99 1E-6 1E-6 1E-6 1E-6 0.01 0.99 0.5E-7 1E-6 0.00130 0.9987 1E-5 0.01 

Table 9.  Steady-state probabilities for all scenarios 

Model 0 1 2 3 4 5 6 7 8 9 10 11 12 

I 0 0 0.0049 0 0.0048 0.95109 0.0475 0.00048 - - - - - 

II 0.00001 0.0097 0.95592 0.00001 0.02485 0.00955 - - - - - - - 

III 0 0 0.0004 0 0.00043 0.00001 0.04176 0.00042 0.78902 0.1594 0.00001 0.00788 0.00103 

 

5.2. Performance Comparison 

With the data, we get from the above simulations and the 

equations of the three scenarios in Section 4, we can figure 

out the system breach probability (Psysbreach), failure rate 

to crack the password, and several parameters. Scenario    

I target state is Psystem breach which is achieved by 

circumventing any or all of the three firewall rules. The 

number of successful attempts to open a port relative to the 

total attempts to open the port is based on operating system 

event logs, while response times are based on specification 

of server performance and security events logs of servers.  

In our case, a 10 percent for success rate and a 90 percent 

fail rate were applied. Cybersecurity audits or vulnerability 

assessments are not frequently conducted in Industrial 

Control Systems (ICS/SCADA) as compared to the IT 

infrastructures due to availability issues. 

By analyzing the data in Table 9, we can see that with the 

probability of breaching the system in the scenario I was 

0.48% and after adding the password mechanism, the 

security probability of the system and the defense level are 

both increasing gradually. The probability of the system 

being intruded when secured by the password was assumed 

at 1% and this resulted in a steady-state probability of 

system attack of 2.485%. Indicating that a password is not 

an ideal defense mechanism to secure a SCADA system. 

6. Future Scope and Conclusions 

In this paper, we focused on the performance analysis of 

the SCADA firewall and password as implemented 

intrusion detection and prevention mechanisms in the case 

setting. Firstly, we proposed three system defense scenarios 

and constructed performance evaluation models based on 

stochastic Petri nets. Then, we theoretically analyzed    

the proposed three SPN models. After that, we conducted 

extensive simulations on the PIPE [61] platform, the results 

of which illustrate the effectiveness in security 

enhancement of the SCADA Simulation (SCADASim) 

under the proposed SPN models. 

This paper provides a novel framework to evaluate the 

performance of the SCADA systems in Smartgrid and 

critical infrastructure in Zambia. In some information fields 

with higher requirements of confidentiality, such as the 

army combat command system, government office network, 

large enterprise servers, etc., we can decide whether to 

choose a honeypot to strengthen the defense and protection 

of the system according to the actual needs and then 

estimate the system safety probability, defense success 

probability, etc. The work can guide further cybersecurity 

deployment and improve the comprehensive protective 

performance of the system. In future work, we will model 

the SCADA from a power station to the control to 

determine the impact of cyber attacks launched from the 

public network. Furthermore, we shall use combinatorial 

techniques, i.e., GSPN and Bayesian networks, to model the 

security and dependability issues of control systems in ICS. 
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