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Abstract  Data and Information Security has become very important in today’s modern world, as a result of these 

various methods are adopted to bypass it. With the advent of the internet, security has became a major concern and the 

history of security allows a better understanding of the emergence of security technology. The internet structure itself 

allowed for many security threats to occur. The mechanism of the internet, when modified can reduce the possible attacks 

that can be sent across the network. By knowing the attack methods, allows for the appropriate security to emerge. Many 

modern spare secure themselves from the internet by means of Elliptic Curve Cryptography, Text Encryption and 

Decryption process and Card Shuffling Process. It provides higher level of security with lesser key size compared to other 

Cryptographic techniques. A new technique has been proposed in this paper where the classic technique of mapping the 

characters to affine points in the elliptic curve has been removed. The corresponding ASCII values of the plain text are 

paired up. The paired values serve as input for the Elliptic curve cryptography. This new technique has been avoided for the 

costly operation of mapping and the need to share the common lookup table between the sender and the receiver. The 

algorithm is designed in such a way that it can be used to encrypt or decrypt any type of script with defined ASCII values.  
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1. Introduction 

Data and Information security is one of the most important 

issues in the modern civilization. In this modern world most 

of the data are transferred and stored by using internet. So it 

is important to secure our data from unauthorized access. 

Computer scientists are developing different types of 

mechanism to secure data. As old mechanisms are destroyed 

by different types of unauthorized attacks, computer 

scientists are developing new and modern types of security 

mechanism to protect data. Data are encrypted thus 

unauthorized user can’t get actual data and decrypted to use 

by authorized user. Cryptology is the study of secure 

communications, which encompasses both cryptography and 

cryptanalysis [1]. A strong data encryption and decryption 

technique is required to provide confidentiality of sensitive 

data from security attacks. The idea of information security 

leads to the evolution of Cryptography. In other words, 

Cryptography is the science of keeping information secure. 

It involves encryption and decryption of messages. There 

have been many known cryptographic algorithms. The crux 

of any cryptographic algorithm is the “seed” or the “key” 

used for encrypting/decrypting the information. Many of the  
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cryptographic algorithms are available publicly, though 

some organizations believe in having the algorithm a secret. 

The general method is in using a publicly known algorithm 

while maintaining the key secret. We have studied 

application of Elliptic Curves over card shuffling logic for 

traditional key exchange and encryption of text. We have 

implemented both and proposed a scheme for encryption of 

images. It was partially accomplished for a small size 

image. 

2. Implementation of Elliptic Curve 
Cryptography on Text and Image 

Describe a brief background of encryption/decryption and 

key exchange are using in ECC thesis paper 

“Implementation of Elliptic Curve Cryptography (ECC) on 

Text and Image” [7]. Used C++ to implement text encryption 

and mapping table to map the ASCII value of Elliptic curve 

coordinate. Reverse mapping is used while decryption. 

 

Global Public Elements 

Eq(a,b) elliptic curve with parameters a, b & q in the 

equation 

Y2 mod q=(X3+aX+b) mod q 

Q Base point on elliptic curve 

User A Key Generation 

Select private key kA, kA< n 
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Calculate public P, P=kA × Q 

User B Key Generation 

Select private key kB, kB<n 

Calculate public M, M=kB × Q 

Generation of Secret Key by user A 

P1=K=kA × M 

Generation of Secret Key by user B 

P2=K=kB × P 

The two calculations produce the same result because 

kA × M = k A × (k B × Q) = k B × (k A × Q) = k B × P 

To break this scheme, an attacker would be needed to be 

able to compute k given G & kG, which is found to be 

tough. 

For example, scalar multiple k is 5; G ≡ (2,2) then let 

5G= D≡(153,108) for a=0, b=-4, q=211. Given the values 

of G and D, it is difficult to find out the scalar multiple k=5. 

2.1. Elliptic Curve Encryption and Decryption 

1. Consider a message ‘Pm’ sent from A to B. ‘A’ 

chooses a random positive integer ‘k’, a private key ‘n’ and 

generates the public key P = n × G and produces the 

ciphertext ‘Cm’ consisting of pair of points Cm={kG, Pm + 

kPB} 

where G is the base point selected on the Elliptic Curve, 

PB= nB × G is the public key of B with private key ‘nB’  

2. To decrypt the ciphertext, B multiplies the 1st point in 

the pair by B’s secret & subtracts the result from the 2nd 

point Pm + kPB - nB(kG) = Pm + k(nB G) – nB(kG)=Pm 

2.2. Software Implementation 

We have implemented the key exchange and the text 

encryption procedure using C++. 

a. Defining basic functions that are to be used in all 

programs:- 

Various codes under this section are: 

1. Code to find the multiplicative inverse of an integer for 

a given prime number:- 

For this code, we have used the extended Euclid 

Algorithm whereby the intermediate terms are less than the 

prime numbers. This prevents the intermediate terms from 

exceeding the corresponding prime number. 

For example: Consider the prime number 23  

Now 6-1mod 23=4,  

Since, (6×4) mod 23=1 

2. Code to generate the points on an Elliptic curve:- 

As there is constant need for a database of the elliptic 

curve points, a code to scan all Y co-ordinates that satisfy 

the elliptic curve equation for the given X co-ordinate has 

been included. 

Equation of the elliptic curve: y2 mod p=(x3+ax+b) mod p 

Where, p is a prime number. 

Algorithm: Inputs: p, a, b 

a. Enter the input data. 

b. x=[0: p-1] 

c. For each value of x, check which values of y from 0 to 

(p-1) satisfies the equation.  

d. Display the required point. 

For example: p=211, a=0, b=-4 

Given Table (1): Elliptic curve points 

Table (1).  Elliptic curve points 

X Y 

167 30 

167 181 

179 12 

191 15 

 

3. Code to find the public key:- 

Input:  XG=X co-ordinate of G 

YG=Y co-ordinate of G                            

nA be the private key. (A scalar multiple) 

Let PA be the public key. PA= nA×G 

We carry out recursive addition of point G for nA times to 

get the point PA. 

For example: G= (2, 2), nA=5, (153,108) = 5(2, 2). So, 

PA= (153,108) is the public key for private key 5. 

4. Code for encoding and decoding:- 

a. Mapping-1 is used to convert an integer into a 

corresponding elliptic curve points from our database. 

b. Mapping-2 is used to convert an elliptic curve point 

into its corresponding integer from our database. 

c. Reverse Mapping-1 does the same function as 

Mapping-2. 

d. Reverse Mapping-2 does same function as Mapping-1. 

These codes perform scanning operations shown below 

on Table (2). 

For example: 

Table (2).  Codes Scanning Operations 

Point No. X Y 

15 16 100 

16 16 101 

17 17 30 

18 17 181 

19 19 37 

20 19 174 

21 20 20 

22 20 191 

23 21 87 

24 21 124 

 

b. Program for secret key exchange:- 

The algorithm for secret key exchange is the same as in 

Section IV. The recursive addition used while finding the 

order is used to find the intermediate scalar multiple by 

restricting the addition at the required scalar multiplication. 

c. Program for text encryption:- 

The text encryption procedure has used the in-built 

feature of C++ to assign the ASCII value of a character to 

an integer variable when the latter is equated to the former. 



 Computer Science and Engineering 2017, 7(2): 29-44 31 

 

 

2.2.1. Text Encryption Procedure 

Requirement: The order of the curve (i.e. the number of 

points on the curve) should be greater than 126. 

Constraint: There should be no complete blank line in 

the text. 

1. Read a character from the plain text i.e. ‘a’. 

2. Gets its ASCII value into an integer variable (say 

I=97). 

3. Select the point {say E(17,30)} on the Elliptic curve 

corresponding to the integer I=97 as per our database. 

(Mapping-1). 

4. Now this point is encrypted as per Section V. 

5. Let the encrypted point be E ≡́ (21,124). 

6. Now this point E  ́ is mapped once again to the 

database to obtain new integer. (Mapping-2). 

7. The new integer corresponding to E  ́is I (́say 43). 

8. This new integer I’ is converted to data consisting of 

two parameters 

 a. principle ASCII character ($) which act as an index 

 b. Page no. (say N=1) to which the corresponding index 

belongs to. 

9. These two parameters are sent into two different files 

which are transmitted. 

2.2.2. Text Decryption Procedure 

1. The encrypted character ($) and the corresponding 

page no. (N) are read from the received files. 

2. These two parameters are used to calculate back the 

integer I .́ 

3. Then reverse mapping-2 is carried out to convert the 

integer I  ́to a point E  ́from the database. 

4. The point E  ́ is decrypted as per Section V to get a 

point E. 

5. Now reverse mapping-1 is carried out on point E to get 

the integer I from our database. 

6. The ASCII character with ASCII value I is the plain 

text character which was originally encrypted. 

2.2.3. Features of Encryption Procedure 

Generally, the encrypted curve points are transmitted on 

line. But in English language, certain letters have certain 

fixed probability of usage. So for a particular letter, if a 

certain elliptic curve point is transmitted always, the 

attacker can decrypt the elliptic curve point by checking its 

frequency of usage. In short, this technique has a flaw of 

simple substitution ciphering technique. 

This problem is solved by using many-to-one mapping 

for characters and the original characters are differentiated 

by using their corresponding page numbers. So, different 

characters may be encrypted to the same character. 

Solution for conversion from non-printable characters to 

printable character after encryption is as follows: 

It has been observed that the ASCII characters from 0 to 

31 are non-printable. So if the encrypted character is found 

to be within this range, there is additional calculation which 

is carried out. 

In such a case, a tilde (~) is transmitted and the ASCII 

value of the encrypted character is incremented by 32 for 

transmission as a printable character. 

On the decryption side, a reverse calculation is done 

when a tilde (~) is detected. 

Result of text encryption p-decryption program: 

Plain text 

This is document number 2 for encryption. 

Encrypted text 

G09I09I0>Eop#I^~60^p#~>IR0k0]ER0I^oR~7+~69E^D

EEE~+G 

Decrypted text 

This is document number 2 for encryption. 

2.2.4. Image Encryption Procedure 

The image encryption procedure is based on encrypting 

the intensity and thus converting it into a new intensity. 

This new intensity is decrypted at the receiver side to obtain 

the original intensity. 

Steps are: 

1. Read the intensity I from the image intensity matrix. 

2. Convert the intensity into an elliptic curve point E 

using Mapping-1. 

3. Encrypt the Elliptic curve point to a new point(E'). 

4. Using Mapping-2, the new point is converted to a 

corresponding integer M. 

5. This integer M is used to calculate the new encrypted 

intensity I  ́and page number P. 

2.2.5. Image Decryption Procedure 

1. The encrypted intensity I’ and the page number (P) are 

read from the received files. 

2. These 2 parameters are used to calculate the integer M. 

3. Using reverse mapping-2, the integer M is converted to 

encrypted elliptic curve point E’. 

4. The point E’ is decrypted to get the original point E. 

5. By reverse mapping-1, the original intensity I is 

obtained. 

2.2.6. Features of Image Encryption Procedure 

1. The maximum image size is 32×32 due to restriction 

on the number of elements in the global array. 

2. Any image of size greater than 32×32 needs to be 

cropped and sent as multiple files. 

3. Any image or part of it smaller than 32×32 needs to be 

brought to 32×32 size by padding zeros in the required 

locations. 

The procedure was implemented on Matlab images and 

the images were successfully encrypted and decrypted with 

zero error.  
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3. Algorithm for Text Encryption and 
Decryption over Elliptic Curve using 
Card Shuffling Logic 

Many researchers implemented text encryption and 

decryption over elliptic curve using ASCII values or various 

types of mapping on common look up table. In this research 

work we want to introduce a playing card shuffling logic for 

text encryption and decryption. Card shuffling logic is used 

to make a dynamic and secure mapping table. We shuffle our 

playing cards using three randomly selected points over 

generated elliptic curve and use ElGamal Cryptosystem to 

encrypt and decrypt these points. 

All the procedure of the proposed algorithm is given 

below. Figure (1a) shows our proposed mechanism. 

3.1. Key Generation for Text Encryption and Decryption 

The key generation is same as ElGamal Cryptosystem 

using Elliptic Curve.  

Receiver chooses Ep(a,b) with an elliptic curve over GF(p), 

e1 is a point on elliptic curve, e1=(x1, y1).   e2=d×e1, where d 

is the private key.  

Receiver announces public keys Ep(a,b), e1 and e2.  

3.2. Encryption Process 

Sender receives public keys Ep(a,b), e1 and e2 from 

receiver. Sender chooses three points over elliptic curve P1, 

P2 and P3. Sender uses those points to shuffle 52 cards.  

 

 

 

Figure (1a).  Proposed Mechanism 

 

Figure (1b).  Encryption process of proposed method 
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3.2.1. Card Shuffling Process 

Consider 4×13 matrix for cards,  

Here 2H= 2 of Hearts, 3H= 3 of Hearts…… 9H=9 of Hearts, #H=10 of Hearts (10H has three characters but in our process 

need 2 character to present each card; so, we replace 10 by special character #) JH= Jack of Hearts, QH=Queen of Hearts, 

KH=King of Hearts and AH=Ace of Hearts. 

2C= 2 of Clubs, 3C= 3 of Clubs…… 9C=9 of Clubs, #C=10 of Clubs (10C has three characters but in our process need 2 

character to present each card; so, we replace 10 by special character #) JC= Jack of Clubs, QC=Queen of Clubs, KC=King of 

Clubs and AC=Ace of Clubs. 

2D= 2 of Dice, 3D= 3 of Dice…… 9D=9 of Dice #D=10 of Dice (10D has three characters but in our process need 2 

character to present each card; so, we replace 10 by special character #) JD= Jack of Dice, QD=Queen of Dice, KD=King of 

Dice and AD=Ace of Dice. 

2S= 2 of Spade, 3S= 3 of Spade…… 9S=9 of Spade #S=10 of Spade (10S has three characters but in our process need 2 

character to present each card; so, we replace 10 by special character #) JS= Jack of Spade, QS=Queen of Spade, KS=King of 

Spade and AS=Ace of Spade. 

Position of Matrix (1)  

 

Matrix (1).  Card Shuffling Process 

2H 2C 2D 2S 

3H 3C 3D 3S 

4H 4C 4D 4S 

5H 5C 5D 5S 

6H 6C 6D 6S 

7H 7C 7D 7S 

8H 8C 8D 8S 

9H 9C 9D 9S 

#H #C #d #S 

JH JC JD JS 

QH QC QD QS 

KH KC KD KS 

AH AC AD AS 

 

 

For point P1(x,y) : each card x steps right and y step down 

If card current position is (i,j) in the matrix. We can find new position (i1,j1) by applying P1(x,y) for m×n matrix 

 i1 = (i+y) mod n                                         (1) 

j1 = (j+x) mod m                                        (2) 

In this case matrix size is 4×13 

If P1(x,y) =(2,3) from Matrix(1) 3H current position is (1,0) 

So, x=2, y=3, i=1 and j=0. Now 3H new position is 

 i1 = (1+3) mod 13 = 4 

 j1 = (0+2) mod 4 = 2 

3H new position (4,2). That means 3H moves 2 steps right and 3 steps down 

From Matrix (1) AS position is (12,3) 

So, x=2, y=3, i=12 and j=3. Now AS new position is 

 i1 = (12+3) mod 13 = 2 

 j1 = (3+2) mod 4 = 1 

AS new position (2,1). In this case when there is no scope to go right (at the last position of row) it will continue with 

current row first position. This is also similar with the column when there is no scope to go down (at the last position of 

column) it will continue with current column first position. 

Two operations P1(x,y) are shown below on Table (3). 

 

 

Matrix (2).  Position of Card Shuffling Process 

(0,0) (0,1) (0,2) (0,3) 

(1,0) (1,1) (1,2) (1,3) 

(2,0) (2,1) (2,2) (2,3) 

(3,0) (3,1) (3,2) (3,3) 

(4,0) (4,1) (4,2) (4,3) 

(5,0) (5,1) (5,2) (5,3) 

(6,0) (6,1) (6,2) (6,3) 

(7,0) (7,1) (7,2) (7,3) 

(8,0) (8,1) (8,2) (8,3) 

(9,0) (9,1) (9,2) (9,3) 

(10,0) (10,1) (10,2) (10,3) 

(11,0) (11,1) (11,2) (11,3) 

(12,0) (12,1) (12,2) (12,3) 
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Table (3).  Appling two operations of P1(x,y) 

 

 

Applying P1 for all the cards we get.  

 

(0,0) => (3,2)    (0,1) => (3,3)    (0,2) => (3,0)    (0,3) => (3,1) 

(1,0) => (4,2)    (1,1) => (4,3)    (1,2) => (4,0)    (1,3) => (4,1) 

(2,0) => (5,2)    (2,1) => (5,3)    (2,2) => (5,0)    (2,3) => (5,1) 

(3,0) => (6,2)    (3,1) => (6,3)    (3,2) => (6,0)    (3,3) => (6,1) 

(4,0) => (7,2)    (4,1) => (7,3)    (4,2) => (7,0)    (4,3) => (7,1) 

(5,0) => (8,2)    (5,1) => (8,3)    (5,2) => (8,0)    (5,3) => (8,1) 

(6,0) => (9,2)    (6,1) => (9,3)    (6,2) => (9,0)    (6,3) => (9,1) 

(7,0) => (10,2)  (7,1) => (10,3)  (7,2) => (10,0)  (7,3) => (10,1) 

(8,0) => (11,2)  (8,1) => (11,3)  (8,2) => (11,0)  (8,3) => (11,1) 

(9,0) => (12,2)  (9,1) => (12,3)  (9,2) => (12,0)  (9,3) => (12,1) 

(10,0) => (0,2)  (10,1) => (0,3)  (10,2) => (0,0)  (10,3) => (0,1) 

(11,0) => (1,2)  (11,1) => (1,3)  (11,2) => (1,0)  (11,3) => (1,1) 

(12,0) => (2,2)  (12,1) => (2,3)  (12,2) => (2,0)  (12,3) => (2,1) 

 

For point P2(x,y) : each card x steps left and y step up 

If card current position is (i,j) in the matrix. We can find new position (i2,j2) by applying P2(x,y) for m×n matrix. 

i2 = (i-y) mod n                                        (3) 

j2 = (j-x) mod m                                        (4) 

In this case matrix size 4×13 

Matrix (3).  After Appling P1(x,y) operations 

QD QS QH QC 

KD KS KH KC 

AD AS AH AC 

2D 2S 2H 2C 

3D 3S 3H 3C 

4D 4S 4H 4C 

5D 5S 5H 5C 

6D 6S 6H 6C 

7D 7S 7H 7C 

8D 8S 8H 8C 

9D 9S 9H 9C 

#D #S #H #C 

JD JS JH JC 
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If P2(x,y) =(3,5) from Matrix (3) after doing P1(x,y) operation, 3H current position is (4,2) 

So, x=3, y=5, i=4 and j=2. Now 3H 2nd new position is 

 i2 = (4-5) mod 13 = 12 

 j2 = (2-3) mod 4 = 3 

3H 2nd new position (12,3). That means 3H moves 3 steps left and 3 steps up 

In this case when there is no scope to go left (at the first position of row) it will continue with current row last position. This 

is also similar with the column when there is no scope to go up (at the first position of column) it will continue with current 

column last position. 

After applying P1(x,y) operation from Matrix (3) AS current position is (2,1) 

So, x=3, y=5, i=2 and j=1. Now AS new position is 

 i1 = (2-5) mod 13 = 10 

 j1 = (1-3) mod 4 = 2 

AS 2nd new position (10,2).  

Two operations of P2(x,y ) are shown below. 

Table (4).  Two operations of P2(x,y ) 

 

 

Applying P2 for all the cards we get, 

 

(0,0) => (8,1)    (0,1) => (8,2)    (0,2) => (8,3)    (0,3) => (8,0)  

(1,0) => (9,1)    (1,1) => (9,2)    (1,2) => (9,3)    (1,3) => (9,0)  

(2,0) => (10,1)  (2,1) => (10,2)  (2,2) => (10,3)  (2,3) => (10,0)  

(3,0) => (11,1)  (3,1) => (11,2)  (3,2) => (11,3)  (3,3) => (11,0)  

(4,0) => (12,1)  (4,1) => (12,2)  (4,2) => (12,3)  (4,3) => (12,0)  

(5,0) => (0,1)    (5,1) => (0,2)    (5,2) => (0,3)    (5,3) => (0,0)  

(6,0) => (1,1)    (6,1) => (1,2)    (6,2) => (1,3)    (6,3) => (1,0)  

(7,0) => (2,1)    (7,1) => (2,2)    (7,2) => (2,3)    (7,3) => (2,0)  

(8,0) => (3,1)    (8,1) => (3,2)    (8,2) => (3,3)    (8,3) => (3,0)  

(9,0) => (4,1)    (9,1) => (4,2)    (9,2) => (4,3)    (9,3) => (4,0)  

(10,0) => (5,1)  (10,1) => (5,2)  (10,2) => (5,3)  (10,3) => (5,0)  

(11,0) => (6,1)  (11,1) => (6,2)  (11,2)=> (6,3)       (11,3)=>(6,0)  

(12,0) => (7,1)  (12,1) => (7,2)  (12,2)=> (7,3)       (12,3)=> (7,0) 

 

After changing all the position we get the matrix (4). 
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Matrix (4).  Position after operation of P2(x,y ) 

4C 4D 4S 4H 

5C 5D 5S 5H 

6C 6D 6S 6H 

7C 7D 7S 7H 

8C 8D 8S 8H 

9C 9D 9S 9H 

#C #D #S #H 

JC JD JS JH 

QC QD QS QH 

KC KD KS KH 

AC AD AS AH 

2C 2D 2S 2H 

3C 3D 3S 3H 

 

For P3(x,y) each card shift x steps, each card shift y steps shown by Table (5). 

 

x steps shift contains with those cards which are in the boundary of the matrix. And y steps shift with 2nd and 3rd column 

except first and last row of the matrix. 

Number of members of x shift is xm = 2(n + 2) [for m×n matrix]          (5) 

Number of members in y shift is ym = 2(n - 2) [for m×n matrix]           (6) 

Number of member of x shift is 2(13+2) or 30 and number of member in y shift is 2(13-2) or 22. 

Now modifying our selected elliptic curve point is P3(x mod xm, y mod ym) 

Table (5).  P3(x,y) card shifting 

 

 

Shifting x steps (Clockwise): Here we representing each card position by (i,j) and all the points which belongs to x shift 

are added to an array, size of the array is number of member for the x shifts and k is the array position. We have to determine 

new position kn for each card after x shifts. 

Suppose our randomly selected third point over elliptic curve is (2,1) 

Now, P3(2 mod 30, 1 mod 26) or P3(2,1) 

Now, x = 2 

Shifting 2 steps 
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k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 

i 0 0 0 0 1 2 3 4 5 6 7 8 9 10 11 12 12 12 12 11 10 9 8 7 6 5 4 3 2 1 

j 0 1 2 3 3 3 3 3 3 3 3 3 3 3 3 3 2 1 0 0 0 0 0 0 0 0 0 0 0 0 

 

 

 
Now, move card k=29 to new position kn=1 

          move card k=28 to new position kn=0 

          ... … … 

          … … … 

          … … … 

          move card k=0 to new position kn=2 

New position kn=(k+x) mod xm [here xm is number of member for x shift]    (7) 

Shifting y steps (Clockwise): Here we representing each card position by (i,j) and all the points which belongs to y shift 

are added to an array, size of the array is number of member for the y shifts and k is the array position. We have to determine 

new position kn for each card after y shifts. 

Suppose randomly selected third point from elliptic curve is (2,1) 

Now, P3(2 mod 30, 1 mod 26) or P3(2,1) 

Now, y = 1 

Shifting 1 step 

 

k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 

i 1 1 2 3 4 5 6 7 8 9 10 11 11 10 9 8 7 6 5 4 3 2 

j 1 2 2 2 2 2 2 2 2 2 2 2 1 1 1 1 1 1 1 1 1 1 

 

 

kn 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 

i 2 1 1 2 3 4 5 6 7 8 9 10 11 11 10 9 8 7 6 5 4 3 

j 1 1 2 2 2 2 2 2 2 2 2 2 2 1 1 1 1 1 1 1 1 1 

 

Now, move card k=0  to new position kn=1 

          move card k=1 to new position (0, 0) kn=2 

          ... … … 

          ... … … 

          ... … … 

          move card k=21 to new position kn=0 

New position kn=(k+y) mod ym [here ym is the number of members for y shift]            (8) 

After shifting x=2 steps, we get in Matrix (5); 

After shifting y=1 steps, we get in Matrix (6); 

3.3. Decryption Process 

Receiver has public keys Ep(a,b), e1, e2 and private key d, and receives from sender final cipher text 

CCD9C75SC2CJD5D69CD8SJ63, C0, C1, C2 and C3. Receiver retrieves P1, P2 and P3 from C0, C1, C2 and C3 using following 

formula. 

P1=C1-d×C0 ; P2=C2-d×C0; P3=C3-d×C0 

 

kn 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 

i 2 1 0 0 0 0 1 2 3 4 5 6 7 8 9 10 11 12 12 12 12 11 10 9 8 7 6 5 4 3 

j 0 0 0 1 2 3 3 3 3 3 3 3 3 3 3 3 3 3 2 1 0 0 0 0 0 0 0 0 0 0 
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Matrix (5).  Clockwise shifting X 

6C 5C 4C 4D 

7C 5D 5S 4S 

8C 6D 6S 4H 

9C 7D 7S 5H 

#C 8D 8S 6H 

JC 9D 9S 7H 

QC #D #S 8H 

KC JD JS 9H 

AC QD QS 3H 

2C KD KS JH 

3C AD AS QH 

3D 2D 2S KH 

3S 3H 2H AH 

 

 

Figure (1c).  Decryption process of proposed method 

Now receiver arranges final cipher text by 4×(cipher_text_length/4) or 4×(24/4) or 4×6 

Position of Matrix (7) is shown on Matrix (8). 

Matrix (7).  Plain text by using cipher text character 

C C D 9 

C 7 5 S 

C 2 C J 

D 5 D 6 

9 C D 8 

S J 6 3 

 

After then from P3(x,y) receiver shifts same way maintained before x steps and y steps but in anti-clockwise (shown below) 

Table (6).  Shifting Anti-clockwise 

 

Matrix (6).  Clockwise shifting Y 

6C 5C 4C 4D 

7C 6D 5D 4S 

8C 7D 5S 4H 

9C 8D 6S 5H 

#C 9D 7S 6H 

JC #D 8S 7H 

QC JD 9S 8H 

KC QD #S 9H 

AC KD JS 3H 

2C AD QS JH 

3C 2D KS QH 

3D 2S AS KH 

3S 3H 2H AH 

 

Matrix (8).  Position of cipher text 

(0,0) (0,1) (0,2) (0,3) 

(1,0) (1,1) (1,2) (1,3) 

(2,0) (2,1) (2,2) (2,3) 

(3,0) (3,1) (3,2) (3,3) 

(4,0) (4,1) (4,2) (4,3) 

(5,0) (5,1) (5,2) (5,3) 
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x steps shift contains with those cards which are in the boundary of the matrix. And y steps shift with 2nd and 3rd column 

except first and last row of the matrix. 

Here matrix size 4×6. Number of members of x shift is 2(6+2) or 16 [from eqn 5] and number of members in y shift is 2(6 

- 2) or 2×4 or 8 [from eqn 6]  

[Note that: Number of row is cipher_text_length/4 or 24/4 or 6] 

Now our modified elliptic curve point is P3(x mod xm, y mod ym) 

Shifting x steps (Anticlockwise): Here we representing each card position by (i,j) and all the points which belongs to x 

shift are added to an array, size of the array is number of member for the x shifts and k is the array position. We have to 

determine new position kn for each card after x shifts. 

Suppose we select our third point from elliptic curve is (2,1) 

Now, P3(2 mod 16, 1 mod 8) or P3(2,1) 

Now, x = 2  

Shifting 2 steps anticlockwise 

 
k 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

i 0 1 2 3 4 5 5 5 5 4 3 2 1 0 0 0 

j 0 0 0 0 0 0 1 2 3 3 3 3 3 3 2 1 

 

 

 

kn 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

i 0 0 0 1 2 3 4 5 5 5 5 4 3 2 1 0 

j 2 1 0 0 0 0 0 0 1 2 3 3 3 3 3 3 

 

Now, move card k=0 to new position kn=14 

          move card k=1 to new position kn=15 

          ... … … 

          … … … 

          … … … 

          move card k=15 to new position kn=13 

New position kn=(k+x) mod xm [here xm is the number of members in x shift]        (9) 

Shifting y steps (Anticlockwise): Here we representing each card position by (i,j) and all the points which belongs to y 

shift are added to an array, size of the array is number of member for the y shifts and k is the array position. We have to 

determine new position kn for each card after y shifts. 

Suppose randomly selected third point from elliptic curve is (2,1) 

Now, P3(2 mod 16, 1 mod 12) or P3(2,1) 

Now, y = 1, Shifting 1 step anticlockwise 

 

K 0 1 2 3 4 5 6 7 

I 1 2 3 4 4 3 2 1 

J 1 1 1 1 2 2 2 2 

 

 

 

kn 0 1 2 3 4 5 6 7 

I 1 1 2 3 4 4 3 2 

J 2 1 1 1 1 2 2 2 

 

Now, move card k=7 to new position kn=6 

          move card k=6 to new position (0, 0) kn=6 

          ... … … 

          … … … 

          … … … 

          move card k=0 to new position kn=7 

New position kn=(k-y) mod ym [here ym is the number of members in y shift]        (10) 
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After shifting x=2 steps anti-clockwise in Matrix (9);  

After shifting y=1 steps anticlockwise in Matrix (10): 

 

Matrix (9).  X shifting anti-clockwise 

D 9 S J 

C 7 5 6 

C 2 C 8 

C 5 D 3 

C C D C 

D 9 S J 

 

 

Now for P2(x,y) shifting x steps right and y steps downwards.[reverse of encryption process] 

After shifting P2(3,5) in Matrix (11); 

 

Matrix (11).  After shifting of P2(3,5) 

5 C 6 C 

7 D 8 C 

2 D 3 C 

5 C 6 C 

9 S J D 

9 S J D 

 

 

Now for P1(x,y) shifting x steps left and y steps upwards.[reverse of encryption process] 

After shifting P1(2,3) in Matrix (12).   

Now arrange this matrix row by row for new cipher text: 6C5CJD9SJD9S6C5C8C7D3C2D 

 

Matrix (13).  Receiver cards 

2H 2C 2D 2S 

3H 3C 3D 3S 

4H 4C 4D 4S 

5H 5C 5D 5S 

6H 6C 6D 6S 

7H 7C 7D 7S 

8H 8C 8D 8S 

9H 9C 9D 9S 

#H #C #d #S 

JH JC JD JS 

QH QC QD QS 

KH KC KD KS 

AH AC AD AS 

 

 

Now to find out which text inside of each two cards lets shuffle receiver card using P1, P2 and P3 on Matrix (13). The 

process is same as encryption process. After doing all the process we get shuffled cards shown by on Matrix (14). 

Now place each character between two cards, the table is given below on Matrix (15). 

Now replace each pairs of cards (from new cipher text) by letter between them. 

New cipher text = 6C5CJD9SJD9S6C5C8C7D3C2D on Table (7). 

  

Matrix (10).  Y shifting anti-clockwise 

D 9 S J 

C 5 C 8 

C 7 D 8 

C 2 D 3 

C 5 C 6 

D 9 S J 

 

Matrix (12).  After shifting of P1(2,3) 

6 C 5 C 

J D 9 S 

J D 9 S 

6 C 5 C 

8 C 7 D 

3 C 2 D 

 

Matrix (14).  After process get cards 

6C 5C 4C 4D 

7C 6D 5D 4S 

8C 7D 5S 4H 

9C 8D 6S 5H 

#C 9D 7S 6H 

JC #D 8S 7H 

QC JD 9S 8H 

KC QD #S 9H 

AC KD JS 3H 

2C AD QS JH 

3C 2D KS QH 

3D 2S AS KH 

3S 3H 2H AH 
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Matrix (15).  Character between two cards  

6C A 5C N 4C 0 4D 

7C B 6D O 5D 1 4S 

8C C 7D P 5S 2 4H 

9C D 8D Q 6S 3 5H 

#C E 9D R 7S 4 6H 

JC F #D S 8S 5 7H 

QC G JD T 9S 6 8H 

KC H QD U #S 7 9H 

AC I KD V JS 8 3H 

2C J AD W QS 9 JH 

3C K 2D X KS  QH 

3D L 2S Y AS , KH 

3S M 3H Z 2H . AH 

Table (7).  Pairs of Cards 

Card 1 Card 2 Letter 

6C 5C A 

JD 9S T 

JD 9S T 

6C 5C A 

8C 7D C 

3C 2D K 

 

Now receiver gets plain text “ATTACK” 

End of decryption process shown on Table (8). 

Table (8).  End of decryption process 

2H A 2C N 2D 0 2S 

3H B 3C O 3D 1 3S 

4H C 4C P 4D 2 4S 

5H D 5C Q 5D 3 5S 

6H E 6C R 6D 4 6S 

7H F 7C S 7D 5 7S 

8H G 8C T 8D 6 8S 

9H H 9C U 9D 7 9S 

#H I #C V #d 8 #S 

JH J JC W JD 9 JS 

QH K QC X QD  QS 

KH L KC Y KD , KS 

AH M AC Z AD . AS 

XH x1 XC x2 XD x3 XS 

 

Introducing New Characters 

Here new cards XH, XC, XD and XS can be introduced for new characters x1, x2 and x3. The existing formula is same as 

before, no need to change the formula to introduce new characters. If we don’t need any character we can leave it as “null” or 

white space.  

Finally, as our proposed algorithm selects three random points for every message it provides differently shuffled cards in 

every single message. Thus we can say our mapping is dynamic. 
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4. Summary 

Encryption: 

Step 1: Sender receives public key EP(a,b), e1 and e2 from receiver. 

Step 2: Sender creates an elliptic curve using EP(a,b) and randomly selects three points (P1, P2 and P3) over elliptic curve. 

Step 3: Sender shuffles his playing cards (4×13 matrix) using P1, P2 and P3.  

Step 4: Sender puts each character between two cards which is shuffled in step 3. 

Step 5: Sender replaces each character by two cards from its left and right, and creates initial ciphertext. 

Step 6: Sender shuffles his initial ciphertext using P1, P2 and P3 and creates final ciphertext 

Step 7: Sender encrypts randomly selected point P1, P2 and P3 using idea of ElGamal Cryptosystem and gets C0, C1, C2 and 

C3. 

Step 8: Sender sends C0, C1, C2 and C3 and final ciphertext to the receiver 

Decryption: 

Step 1: Receiver decrypts C0, C1, C2 and C3 and gets P1, P2 and P3 using his private key d. 

Step 2: Receiver reversely shuffles final ciphertext using P1, P2 and P3 and gets initial ciphertext. 

Step 3: Receiver shuffles his playing cards using P1, P2 and P3,  

Step 4: Receiver puts each character between two cards which is shuffled in step 3. 

Step 5: Receiver replaces each two cards of initial ciphertext by character between them.    

Step 6: Completing replacement of all the cards from initial ciphertext receiver gets plaintext. 

Simulation Result Simulation is done by using Toshiba Satellite C600 with system configuration dual core processor 

@2.30 GHz and 2 GB Ram. Word length= 409, Text Length: 2325 

Table (2a).  Simulation result for encryption and decryption time 

Key size Word Counter Encryption Time (s) Decryption Time (s) 

128 bit 

 

 

 

 

409 

0:825 0:463 

163 bit 0:825 0:473 

192 bit 0:857 0:452 

256 bit 0:846 0:440 

384 bit 0:846 0:441 

512 bit 0:870 0:464 

 

 

Figure (2a).  Simulation Graph for Time (Encryption)  
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Figure (2b).  Simulation Graph for Time (Decryption)  

From table (2a), figure (2a) and (2b) we can see that bit size does not affect our algorithms encryption and decryption time.  

Comparison As our proposed of algorithm requires mapping, we compared our algorithm with those algorithm which 

requires mapping. Implementation of Elliptic Curve Cryptography on Text and Image [7] and Implementation of Text based 

Cryptosystem using Elliptic Curve Cryptography [6] simulation was performed using Lenovo ideapad Z510 laptop with 

system configuration of i7 processor @2.20GHz and 8GB Ram [6]. Our simulation is done by using Toshiba Satellite C600 

with system configuration dual core processor @2.30 GHz and 2 GB Ram. Word length=409, Text Length: 2325. We have 

done our comparison with only those methods where mapping is required.  

Table (3a).  Simulation result of referenced method 

Method Word length Encryption Time Decryption Time Mapping 

Implementation of Elliptic Curve Cryptography 

on Text and Image 
1 0.2 seconds 0.3 seconds Required 

Implementation of Text based Cryptosystem 

using Elliptic Curve Cryptography 
409 1.95 seconds 0.83 seconds Required 

Our Algorithm 409 0.857 seconds 0.452 seconds Required 

 

Though our simulation environment is better than referenced environment, our algorithm performs better then referenced 

methods. 

Simulation Result of Image Encryption/Decryption 

The implementation is performed on i7 CPU 2.20GHz lenovo laptop with 8 GB RAM using Mathematica version 10. 

The Elliptic curve used here is the 512 bit Standard Elliptic curve given by Elliptic Curve Cryptography. 

y2 = {x3 + ax + b} mod [p]                                   (11) 

where  

p = 894896220765023255165660281515915342216260964409835451134459718720005701041355243991 

7934304191956942765446530386427345937963894309923928536070534607816947; 

a = 629486055797306322766642130647637932407471577062274622713691044545030191428127609802799096 

8407983962691151853678563877834221834027439718238065725844264138; 

b = 324578900832896705927484958434207791653190900963750191832832366873617917658326349646352512 

8488282611559800773506973771797764811498834995234341530862286627; 

G = {6792059140424575174435640431269195087843153390102521881468023012732047482579853077545647 

446272866794936371522410774532686582484617946013928874296844351522, 

65922445552401128733247483814296103413127129403262663313274450666870105454152564610977074832

88650216992613090185042957716318301180159234788504307628509330}; 

n = 894896220765023255165660281515915342216260964409835451134459718720005701041341852837898173 

0643524959857451398370029280583094215613882043973354392115544169; 

Here n is the cyclic order of the Elliptic curve with G as generator 
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nB = 9619275968248211985332842594956369871234381391917297615810447731933374561248187549880587 

917558907265126128418967967816764706783230897486752408974005133; 

Here nB is the private key of the receiver. 

Pb = {1559093065740956882543031860817394665823645932480056469674323622245113437121180431390259 

517423101920956842663682254230910744529800086849324159846843101049,268762854425619391532292

6560025669768994420507951673523285519876757954361251234973954559362562398273818907771202583

044693743049889636577606972006551975671}; 

Pb is the public key of the receiver, which is formed using the private key of the receiver, given by point 

multiplication of nB and G. 

nA = 94268904488832477456261857430572424738096937640789516634942387772947070700232237988829761 

59207729119823605850588608460429412647567360897409117209856022401; 

nA is the private key of the sender 

Pa = {7751118711104829465045639942070807370783729048087156698967198607925487952015814980426998 

029149611268753471042619483774234930071545732168049152355189964849,587350240672765422207591

9814064826101690644152314440390026929837164952123791022623994337003059298201835881846050997

641303954599071246814465886192906194493}; 

Pa is the public key of the sender. 

The sender sends the cipher image along with the Digital Signature calculated with the pixels value of the cipher image. 

The public key of the receiver was used to encrypt the image and the private key of the sender was used to provide digital 

signature to the cipher image being sent.While decrypting the cipher image, the receiver uses his private key to decrypt the 

cipher image. Authenticity provides the proof that the message came for the intended sender and integrity validates that the 

message was not altered or changed during the transit. An altered cipher image will generate. 

 
 
5. Conclusions  

Data confidentiality is important to protect data from 

unauthorized access of confidential information. In this 

research work we have implemented a new way for text 

encryption and decryption using card shuffling logic which 

provides data confidentiality. For higher security with lesser 

key size, we use Elliptic curve in our research work. 

In our research work we have created initial cipher text 

by shuffling and mapping with playing cards. These cards 

are shuffled using three randomly selected points over 

elliptic curve. We have implemented double encryption 

process by shuffling the initial ciphertext using those 

randomly selected points and generate final ciphertext for 

more security.  

From the performance table, comparison table and 

security analysis section we can observe that our proposed 

algorithm has a lot of positive aspect. As Elliptic Curve 

Cryptography provides equal security like other 

cryptographic system but with less key size, it is very 

suitable for devices which have power, storage and 

processing limitation. So, our algorithm can be 

implemented in that device where less processing power 

and energy requires. 
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