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Abstract  Information protection is now a crucial problem and good solution to this problem is cryptography and 
steganography. The content of message is kept secret in cryptography, where as in Steganography; a message is embedded in 
a cover image. In our proposed work a system is developed in which LSB Steganography and Cryptography using chaotic 
neural network is combined together to provide high security to the message during communication in an unsecure channel. 
In LSB Steganography taking advantage of the way the human eye perceives images, the technique involves of replacing the 
N least significant bits of each pixel of a container image with the data of a hidden message. Cryptography based on chaotic 
neural network is used because of its noise like behaviour which is quite significant for cryptanalyst to know about the hidden 
information as it is hard to predict. Thus the information is being kept secret. In this work we have considered the advantages 
of both the concepts and developed a model in which initially a message is embedded in a gray scale image using LSB 
steganography and then the stegoimage is encrypted using chaotic neural network to provide high security to the message. 
The whole process is implemented using MATLAB. The simulation results show the robustness of the technique. 
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1. Introduction 
Cryptography and steganography are two popular 

techniques for secret communication. The content of 
message is kept secret in cryptography, where as in 
steganography message is embedded in to the cover image. 
In this paper a system is developed in which cryptography 
and steganography are used as integrated part along with 
newly developed enhanced security model. In our proposed 
model initially a message is embedded in a gray scale image 
using LSB steganography, and then the stegoimage is 
encrypted using chaotic neural network to provide high 
security to the message. 

Two other technologies closely related to steganography 
are watermarking and fingerprinting. Watermarking is a 
protecting technique which protects (claims) the owner’s 
property right for digital media (i.e. images, music, video 
and software) by some hidden watermarks. Therefore, the 
goal of steganography is to embed secret messages in the 
cover image while the goal of watermarking is the cover 
object itself. 

The rest of the paper is organized as follows: related works 
in section 2, types of steganography and its technique in 
Section 3, section 4 describes cryptography using chaotic 
neural network, Cryptographic Algorithm using Chaotic  
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Neural Network has been discussed in section 5, section 6 
illustrates Algorithm for LSB Steganography , Proposed 
problem description with algorithm is presented in section 7 
and the simulation result is analysed in section 8. The paper 
is observed by a conclusion in section 9. 

2. Related Works 
The most of today’s steganographic systems use images as 

cover object because people often transmit digital images 
over email and other communication media. Several 
methods exist to utilize the concept of Steganography as well 
as many algorithms have been proposed in this regard by 
many researchers. 

Least significant bit (LSB) insertion is a common and 
simple approach to embed information in a cover object. In 
LSB steganography, the LSB of a pixel is replaced with M 
bits[1, 2]. 

Hiding data in the features of images is also an important 
technique which uses the LSB Crypto Steganography using 
linear algebraic equation modification concept. In this 
method, to hide data in an image the least significant bits of 
each pixel is modified sequentially in the scan lines across 
the image in raw image format with the binary data. The 
portion, where the secret message is hidden is degraded 
while the rest remain untouched. An attacker can easily 
recover the hidden message by repeating the process[2, 3]. 

An interesting application of steganography and 
cryptography has been developed by Sutaone, et al.[4] where 
a steganography system is designed for encoding and 
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decoding a secret file embedded into an image file using 
random LSB insertion method. In their method, the secret 
data are spreaded out among the cover image in a seemingly 
random manner. The key used to generate pseudorandom 
numbers, which will identify where, and in what order the 
hidden message is laid out.  

The next interesting application of steganography has 
been developed by Miroslav Dobsicek, where the content is 
encrypted with one key and can be decrypted with several 
other keys. In this process, the relative entropy between 
encrypt and one specific decrypt key corresponds to the 
amount of information[5]. 

In 2007, Emam proposed an algorithmic approach to 
obtain data security using LSB insertion steganographic 
method[6]. In his approach, high security layers have been 
proposed to make it difficult to break through the encryption 
of the input data and confuse the steganalysis process too. 

There is also a good method proposed by Sahoo et.al.[7] in 
2008. Their proposed method works on more than one image 
using the concept of file hybridization. This particular 
method implements the cryptographic technique to embed 
two information files using steganography. And due to this 
reason they have used a stego key for the embedding process. 

Information hiding is an old but interesting technology 
[11]. Steganography is a branch of information hiding in 
which secret information is camouflaged within other 
information. A simple way of steganography is based on 
modifying the least significant bit layer of images, known as 
the LSB technique[12]. The LSB technique directly embeds 
the secret data within the pixels of the cover image. In some 
cases (Fridrich et al.[13]) LSB of pixels visited in random or 
in certain areas of image and sometimes increment or 
decrement the pixel value. Habes[14] proposed a new 
method (4 least Significant) for hiding secret image inside 
carrier image. In this method each of individual pixels in an 
image is made up of a string of bits. He has considered the 
4-least significant bit of 8-bit true colour image to hold 4-bit 
of the secret message /image by simply overwriting the data 
that was already there. 

In 2010 Ilker Dalkiran, et al. proposed a model in which 
different gray scale images are encrypted and decrypted 
using chaotic dynamics, produced from artificial neural 
network[15]. 

In 2009 Vikas Gujral, et al.[16] proposed a model where 
cryptography was achieved by a chaotic neural network 
having its weights given by a chaotic sequence. 

A good method proposed by Kamila, et al.[17] in 2011 a 
system was developed in which cryptography and 
steganography are used as integrated part to enhance 
information security significantly. 

Many authors have used cryptography, steganography and 
chaotic neural network in different ways for their research 
works[18, 19, 20, 21, 22] so far. 

3. Types of Steganography and Its 
Techniques 

Based on cover medium there are three types of 
steganography such as i) Image Steganography ii) Audio / 
video Steganography iii) Text Steganography. 

Image steganography is about exploiting the limited 
powers of the human visual system (HVS). Within reason, 
any plain text, cipher text, other images, or anything that can 
be embedded in a bit stream can be hidden in an image[6]. 
Image steganography has come quite far in recent years with 
the development of fast, powerful graphical computers. 
Images are used for steganography in following ways. The 
message in encrypted form or in the original form is 
embedded as the secret message to be sent into a graphic file. 
This results in the production of what is called a stego-image. 
Additional secret data may be needed in the hiding process 
e.g. a stegokey. The stego-image is then transmitted to the 
recipient. The recipient extracts the message from the carrier 
image. The message can only be extracted if there is a shared 
secret key between the sender and the recipient. 

Audio steganography is concerned with hiding 
information in a cover (host) audio signal in an imperceptible 
way. Hidden information from the stego, or data-embedded 
audio signal, is retrieved using a key similar to (or, in most 
cases, the same as) the one that was employed during the 
hiding phase. Audio and multimedia data embedding is a 
useful means for transmitting covert battlefield information 
via an innocuous cover audio signal. 

Text steganography is considered to be the most difficult 
kind of steganography due to lack of redundancy in text as 
compared to image or audio but still has smaller memory 
occupation and simpler communication. The method that 
could be used for text steganography is data compression. 
Data compression encodes information in one representation 
into another representation. The new representation of data is 
smaller in size. One of the possible schemes to achieve data 
compression is Huffman coding. Huffman coding assigns 
smaller length code words to more frequently occurring 
source symbols and longer length code words to less 
frequently occurring source symbols. 

Different steganography techniques are LSB, Masking, 
and Filtering and transform technique. In LSB least 
significant bit insertion is a common, simple approach to 
embedding information in a cover image[8]. The least 
significant bit (in other words, the 8th bit) of some or all of 
the bytes inside an image is changed to a bit of the secret 
message. When using a 24-bit image, a bit of each of the red, 
green and blue colour components can be used, since they 
are each represented by a byte. In other words, one can store 
3 bits in each pixel. An 800 × 600 pixel image, can thus store 
a total amount of 1,440,000 bits or 180,000 bytes of 
embedded data[9]. For example a grid for 3 pixels of a 24-bit 
image can be as follows: 

(00101101 00011100 11011100) 
(10100110 11000100 00001100) 
(11010010 10101101 01100011) 

When the number 200, of which binary representation is 
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11001000, is embedded into the least significant bits of this 
part of the image, the resulting grid is as follows: 

(00101101 00011101 11011100) 
(10100110 11000101 00001100) 
(11010010 10101100 01100011) 

Although the number was embedded into the first 8 bytes 
of the grid, only the 3 underlined bits needed to be changed 
according to the embedded message. On average, only half 
of the bits in an image will need to be modified to hide a 
secret message using the maximum cover size. Since there 
are 256 possible intensities of each primary colour, changing 
the LSB of a pixel results in small changes in the intensity of 
the colours. The human eye cannot perceive these changes, 
thus the message is successfully hidden. With a well-chosen 
image, one can even hide the message in the least as well as 
second to least significant bit and still not see the difference 
[10]. 

A slight variation of this technique allows for embedding 
the message in two or more of the least significant bits per 
byte. This increases the hidden information capacity of the 
cover object, but the cover-object is degraded more, and 
therefore it is more detectable. Other variations on this 
technique include ensuring that statistical changes in the 
image do not occur. Some intelligent software also checks 
for areas that are made up of one solid colour. Changes in 
these pixels are then avoided because slight changes would 
cause noticeable variations in the area. 

Other techniques of steganography include spread 
spectrum steganography, statistical steganography, 
distortion, and cover generation steganography etc. 

4. Cryptography Using Chaotic Neural 
Network 

Chaos is statistically indistinguishable from randomness, 
and yet it is deterministic and not random at all. Chaotic 
system will produce the same results if given the same inputs, 
it is unpredictable in the sense that you cannot predict in 
what way the system's behaviour will change for any change 
in the input to that system. A random system will produce 
different results when given the same inputs.  
Chaotic system 

Chaotic systems are sensitive to initial conditions, system 
parameters and topological transitivity and these properties 
are also remarkable for cryptanalysts. Noise like behaviour 
of chaotic systems is the main reason of using these systems 
in cryptology. However some properties of chaotic systems 
such as synchronization, fewness of parameters etc. cause 
serious problems for cryptology. 
Chaotic neural network 

Chaotic neural networks offer greatly increase memory 
capacity. Each memory is encoded by an Unstable Periodic 
Orbit (UPO) on the chaotic attractor. A chaotic attractor is a 
set of states in a system's state space with very special 

property that the set is an attracting set. So the system 
starting with its initial condition in the appropriate basics, 
eventually ends up in the set. The most important, once the 
system is on the attractor nearby states diverge from each 
other exponentially fast, however small amounts of noise are 
amplified. 

In a chaotic neural network for digital signal encryption 
and decryption, initially a binary sequence is generated from 
a chaotic system, the biases and weights of neurons are set. 
The network's features are high security and no distortion.  
The basic ideas behind it can be classified into three major 
types such as:  

• Position permutation - The position permutation 
algorithms scramble the positions of original data.  
• Value transformation - The value transformation 

algorithms transform the data value of the original signal.  
• The combining form - Finally, the combining form 

performs both operations.  
The encryption scheme belongs to the category of value 

transformation. Based on a binary sequence generated from 
the 1-D logistic map, the biases and weights of neurons are 
set in each iteration.[18] 

5. Cryptographic Algorithm Using 
Chaotic Neural Network 

Suppose any message of length M needs to be encrypted 
using chaotic neural network then the algorithm is as 
follows. 
Step 1: 

Set the value of the parameter M.  
Step 2:  

Determine the parameter, μ and the initial point x(0) of the 
1-D logistic map. 
Step 3: 

Evolve the chaotic sequence x(l), x(2), ... , x(M) by x(n+l) 
= μ x(n)(l-x(n)), and create  

b(0), b(l), ..., b(8M-1) from x(l), x(2), ..., x(M) by the 
generating scheme that 0.b(8m-8)b(8m-7) ….. 
b(8m-2)b(8m-l) … is the binary representation of x(m) for m 
= 1, 2,. . . ., M.  
Step 4:  

FOR n: 0 TO (M - 1) DO 
Let g(n) = ∑ di  ×  2i7

i=0 ;          (5.1) 
For i= 0 TO 7 DO 

wji = �
   1     if j = i and b(8 × n + i) = 0,
−1      if j = i and b(8 × n + i) = 1,

0                                         if j ≠ i,
�  (5.2) 

J∈ (0,1,2,3,4,5,6,7) 

           θi = �
− 1

2
    if b(8 × n + i) = 0,

1
2

      if b(8 × n + i) = 1,
�      (5.3) 
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END 
For i= 0 TO 7 DO 

di
′ = f(∑ wji 

7
i=0  ×  di +  θi),       (5.4) 

where f(x) is 1 if x >=0 and 0 otherwise. 
END 

g′ (n) = ∑ di
′7

i=0   2i.          (5.5) 

END 
Step 5: 

The encrypted signal g’ is obtained and the algorithm is 
terminated. 

The decryption procedure is the same as the above one 
except that the input signal to the decryption CNN should be 
g’(n) and its output signal should be g”(n). 

6. Algorithm for LSB Steganography  
Least Significant Bit (LSB) technique is used for message 

hiding which replaces the least significant bits of pixel 
selected to hide the information. 
Step 1:  

Input the message to be embedded in binary form along 
with the cover image. 
Step 2:  

Convert each pixel of the cover image into 8 bit binary 
form. 
Step 3: 

Store each bit of the message in the least significant bit of 
the pixel of the binary cover image until all the bits of the 
message are stored. 
Step 4: 

The binary stego image is converted to stego image with 
decimal intensity values for each pixel.  
Step 5: 

Histogram of original and stego image are generated and 
compared. 

7. Proposed Problem Description with 
Algorithm 

In the proposed work at the sender end the plain text is 
embedded in a gray scale cover image by LSB 
Steganography technique[1]. Subsequently the produced 
stego image is encrypted using chaotic neural network. Then 
the encrypted image is transmitted to the recipient. The 
recipient decrypts the encrypted image using same chaotic 
neural network to extract the stego image. From the stego 
image the original plain text message is extracted. 

8. Simulation Result and Analysis 
In this section, some experiments are carried out to prove 

the efficiency of the proposed scheme. The proposed method 
has been simulated using the MATLAB 7 program on 
Windows 7 platform. The proposed high secured system for 
cryptography is tested by taking different messages with 
different gray scale cover images.  

In our proposed work at the sender end a plain text 
message / string is converted to its corresponding integer 
value, for a to z we are taking values as 1 to 26. Then each 
integer value is converted to its corresponding binary 
equivalent. Similarly the cover image is converted to binary 
equivalent. Here we can take both colour or gray scale image 
as cover image but if we are taking colour image it has to be 
converted to gray scale image. 

According to LSB steganography 8th bit of 1st pixel of gray 
image contains 1st bit of text message, 8th bit of 2nd pixel of 
gray image contains 2nd bit of text message and so on till all 
the bits of text message is embedded in the gray scale image. 

So here we can keep maximum of 256 characters in a 256 
x 256 gray scale image which will not affect the cover image. 
Though we can keep more text message but it will degrade 
the gray scale image quality which is not preferable. 

Now the stego-image is converted to its integer equivalent 
after that the image is given as input to Chaotic Neural 
Network to get corresponding encrypted image. 

At the receiver end just the reverse process takes place to 
get the original plaintext from the encrypted image. 

 

Figure 1.  Encryption at sender end 

 
Figure 2.  Decryption at receiver end 
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SENDER SIDE                                RECEIVER SIDE 

  
Figure 3.  Stego-Cryptosystem using chaotic neural network 

 

Figure 4.  Input to the Stego-Crypto System during Encryption 

 

Figure 5.  Histogram of original image and stego image 

Decrypt the stego image using 
Chaotic Neural network

Retrieve the least significant 
bits from the decrypted image. 

Convert 8 consecutive bits to its 
corresponding character

Store each character in astring 
format to get the orginal 

message.

Input the cover image and the  
character  sequence to be 

embeded.

Convert  each character of the 
character sequence into 8 bit 

binary form  

Create the stego image  using 
Least Significant bit method

Encrypt the stego image using 
Chaotic   Neural Network
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Figure 6.  Output from the Stego-Crypto System during Encryption 

 

Figure 7.  Stego Image generated during Decryption 

 

Figure 8.  Output from the Stego-Crypto System during Decryption 
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Figure 9.  Histogram of both stego image and encrypted image using Chaotic Neural Network 

 

Figure 10.  Encrypted stego image of Lena and it’s histogram using Artificial Neural Network 

8.1. Simulation Result 1 

At sender end a plain text message ‘God is Great’ is 
embedded in a 256 x 256 gray scale ‘Leena Image’ using 
LSB steganography then the stego image is encrypted taking 
x=0.75 and mu=3.9 as the chaotic dynamics to obtain the 
encrypted image using  Chaotic neural network and output 
is shown. 

This histogram result shows that there is no distinct 
difference between original image and stego image; hence it 
proves its efficiency. 

At the receiver end the stegoimage is retrieved from the 
encrypted image using CNN decryption technique and from 
that original message is retrieved using LSB Steganography 
technique. 

Figure 9 exhibits the stego image and encrypted image of 
Lena with their histogram using chaotic neural network. 

However figure 10 shows the encrypted stego image and it’s 
histogram using artificial neural network. In case of chaotic 
neural network, histogram represents uniform distribution of 
pixels over the gray levels as chaotic neural network 
preserves the dynamic range of gray levels in the output 
image. That shows the difficulty for cryptanalysts to guess 
the exact information being carried out by the image during 
transmission. However, decryption is possible in same way 
with known parameter as shown in figure 8. But decryption 
is not possible in case ANN because the mapping of pixels 
over gray level is not uniform which decreases the dynamic 
range of gray levels in the output image. And also the 
information are lost due to the reason that pixels are wrongly 
mapped to higher gray levels as shown in fig10. Even 
maximum pixels loss their entity in the encrypted image 
using ANN. 

8.2. Simulation Result 2 
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At sender end a plain text message ‘hi everybody’ is 
embedded in a 204 x 204, colour image ‘camera Image’ is 
taken, which is converted to gray scale image then stego 

image then the stego image is encrypted using CNN taking 
same x and µ as chotic dynamics from which encrypted 
image is obtained and output is shown. 

 

Figure 11.  Input to the Stego-Crypto System during Encryption 

 

Figure 12.  Output from the Stego-Crypto System during Encryption 

At the receiver end the stegoimage is retrieved from the encrypted image using CNN decryption technique and from that 
original message is retrieved using LSB Steganography, technique. And the output is shown as bellow: 

 

Figure 13.  Stego Image generated during Decryption 
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Figure 14.  Output from the Stego-Crypto System during Decryption 

9. Conclusions 
In this paper we have presented a new system by 

combining the LSB Steganography and ANN based Chaotic 
Cryptography to make the message highly secure. Here 
both gray scale and colour image can be taken into 
consideration as cover image. Different simulation results 
show that for chaotic dynamics the value of x and µ should 
be taken 0.75 and 3.9 respectively. Rather than 0.75 and 3.9 
if we consider any other values it will reveal the embedded 
image partially, this may help later on to cryptoanalyst to 
guess about secret information flow. That violates our 
objective. In order to provide high security for message 
encryption, the above values of chaotic dynamics should be 
kept constant and secret. The similarity of both original and 
stego image shows that the cryptoanalyst gains no 
knowledge about secret information to break. In other 
words the cryptoanalyst does not have any confusion about 
the flow of secret information. Hence it is not prone to 
attack. After comparing with the histograms of encrypted 
stego image using chaotic and artificial neural network, it is 
observed that decryption is possible in case chaotic network 
only due the uniform distribution of pixels over the gray 
levels. Thus the combination of both steganography and 
cryptography with chaotic neural network is a powerful tool 
which enables people to communicate without possible 
eavesdroppers even knowing there is a form of 
communication. 
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