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Abstract  This paper introduces the particle-filtering (PF) based framework for fault diagnosis in non-linear systems and 
noise and disturbances being Gaussian. In this paper, we use the sequential Monte Carlo filtering approach where the com-
plete posterior distributions of the estimates are represented through samples or particles as opposed to the mean and co-
variance of an approximated Gaussian distribution. We compare the fault detection performance with that using the ex-
tended Kalman filtering and investigate the isolation performance on a nonlinear system. 
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1. Introduction 
Problem of fault detection and isolation (FDI) in dynamic 

systems has received considerable attention for many years 
due to icreasingly complex systems and reliability[2]. Dif-
ferent types of approaches appearing in literature, as can be 
seen from a large number of survey papers[1-6]. The prob-
lem of fault detection can be roughly divided into two major 
categories: First, we need to estimate the unknown and un 
measurable state variable of model and generate residuals on 
the basis of the available observations and a model of the 
system. Secondly, we need to decide on the occurrence of a 
fault based on the residuals generated[2]. For the stochastic 
systems, much of development in fault detection schemes 
has relied on the system being linear and disturbances being 
Gaussian. In such cases, the Kalman filter (KF) is known to 
be optimal and employed for state estimation. The innova-
tions errors from the KF are used as the residuals, based on 
which statistical hypothesis tests are carried out for fault 
detection (see e.g. willsky,[4] and Darouach et al.,[5]). 
However, in comparison with linear systems, the literature 
addressing fault detection (FD) for nonlinear stochastic 
systems is not simple, the main reason being that the esti-
mation of the state vector of a nonlinear stochastic system is 
not easy. Suboptimal solutions use some form of approxi-
mation for non linear systems will additive Gaussian noise 
and disturbance by employing lineraisation techniques[9]. In 
this case, Kalman filter is usually replaced by the extended 
Kalman filter (EKF) as a residual generator. However, EKF  
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is only an approximation method for non linear filtering; 
there are no general results to guarantee that such approxi-
mation will work in most case. When the nonlinearity system 
is strong and non-Gaussian distributions, the performance of 
EKF will descend or even become divergent[9,10,13]. For 
that the fault detection for nonlinear stochastic systems is 
known as a difficult problem and very few results are 
available[8,15]. General solution of the state estimation 
problem is described by the Bayesian recursive relations. 
The closed form solution of the Bayesian recursive relations 
is available for a few special cases (Gaussian or non- Gaus-
sian). During the1990s, the particle filter (PF) which domi-
nated in recursive nonlinear state estimation, has attracted 
much attention and has been widely applied in many fields 
(see e.g (Gordon and al.[7], Bolviken and al.[8], Doucet and 
al.[10], Benhmida and al.[9]). The PF solves the Bayesian 
recursive relations using Sequential Monte Carlo (SMC) 
methods. These methods allow for a complete representation 
of the posteriori probability density function of the states, so 
that any statistical estimates, such as the Minimum Mean 
Squared Error estimate (MMSE) and the Maximum a Pos-
teriori Probabilities (MAP) can by easily computed. In year 
2000 Kadirkamanathan and al.[2] introduced Sequential 
Monte Carlo methods into field of fault detection and isola-
tion(FDI). Different types of approaches appearing in lit-
erature of FDI problem[1,3] for solving general nonlinear 
systems with known sets of possible faults. In this latter, the 
particle filter is combined with the innovation based fault 
detection techniques to develop a fault detection and isola-
tion scheme. The paper is organized as follows: section 2 
states the problem of interest. In section 3 we treat the Re-
cursive Bayesian approach. An Innovation-based fault de-
tection of the stochastic system and detected to update step of 
the Extended Kalman Filter in section4. The particle filter 
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based detection and isolation schemes are described in sec-
tions5, 6 and7. Finally, we illustrate in section 8 the simula-
tion results on a highly non linear system witch demonstrate 
the effectiveness of the particle Filter. 

2. Problem Formulation 
The problem of fault detection and isolation (FDI) consist 

of making the decision on the presence or absence of faults in 
the motored system. In this paper, the dynamics of the sys-
tem considered is assumed known and given by discrete time 
nonlinear stochastic system given by the state equation (1) 
and the measurement equation (2): 

1 ( , , )k k k k kx f x u w+ =             (1) 

1 1( , )k k k kh x v+ +=y             (2) 
where :kf

nx nu nw nxℜ ×ℜ ×ℜ → ℜ  is a possibly nonlinear func-
tion defining the state at time 1k + from the previous state at 
timek, k ∈and

ku is the known input. The function :kh
nx nv nℜ ×ℜ → ℜ y is a possibly nonlinear function defining the 

relation between state, parameter and the measurement at 
time k. 

kw and 
kv the uncorrelated white noise sequences of 

zero-mean and covariance matrices 0kQ ≥ and 0kR > , re-
spectively. The initial state is uncorrelated with the white 
noises processes

kw and
kv and

0x  is a Gaussian random vari-

able with [ ]0 0ˆx xε = and ( )( )0 0 0 0 0ˆ ˆ T xx x x x Pε  − − = 
 

where [ ].ε denotes the expectation operator. We denote by nx ,
nu , nw , ny and nv  respectively, the dimensions of the state, 
the input vectors, process noise vectors, the measurement 
and measurement noise vectors.  

Let ( ){ } , 1,...,  k i iD u i k= =y denote the available meas-
urement information at the time k : 

The type of faults of interest here are the failure type 
where the system parameter values to in new value reflected 
in a change in the state transition function ( ).kf  at time k 
and the measurement function ( ).kh

 
at time k such fault can 

be detected using the state observer approach. 

3. Recursive Bayesian Approach 
This section gives a brief informal introduction to the ba-

sic recursive Bayesian approach. Recursive Bayesian state 
estimation of discrete-time nonlinear stochastic systems has 
been the subject of a considerable research interest over the 
last three decades. Two good surveys on nonlinear recursive 
estimation are provided by (Sorenson, 1988[11]) and (Kul-
havsy, 1996[12]). Another good reference for nonlinear 
recursive and non recursive estimation is (Jazwinski, 
1970[13]). The idea of the Bayesian approach to state esti-
mation problems involve the construction of the probability 
density function of the current state 1+kx , based on the input 
output data D observed up to instant k+, more precisely, to 
estimate the conditional probability density function

1 1( | )+ +k kp x D . In general, no accurate tow estimator exists, 

the Minimum Mean Squared Error estimate (MMSE) and the 
Maximum a Posteriori Probabilities (MAP) estimate for 
nonlinear stochastic systems, even if the noises are assumed 
to be Gaussian or non-Gaussian as follows 

[ ] ( )1 1 1 1 1 11 1 | |MMSE
k k k k k knxk kx x D x p x D dxε + + + + + ++ + ℜ

= = ∫       (3) 

( )1 11 1
1

arg max |MAP
k kk k

xk
x p x D+ ++ +

+

 =             (4) 

From a Bayesian perspective, the propagation of the pos-
teriori 

1 1( | )k kp x D+ +
of

1kx +
 based on the observation sequence

1kD +
, can be basically achieved by performing three recur-

sive steps. It can be expressed as follows 
Step (1). Initialization: 

( ) ( )0 0 0p x D p x=              (5) 

Step (2). Chapman-Kolmogorov equation: 

( ) ( ) ( )1 1 1 1 1| | |+ + + + +ℜ
= ∫k k k k k k knxp x D p x x p x D dx  (6) 

Step (3). Bayes theorem update: 
According to the Bayes theorem the posterior probability 

density follows from the relation 

( ) ( ) ( )
( )

( ) ( ) ( )
( )

1 1 1
1 1

1

1 1 1 1 1

1

| |
|

|

| | |

|

+ + +
+ +

+

+ + + + +ℜ

+

=

= ∫

k k k k
k k

k k

k k nx k k k k k

k k

p x p D
p x D

p D

p x p x x p x D dx

p D

y y

y

y

y

(7) 

where the 1( | )+k kp Dy  the normalizing constant  
( ) ( ) ( )1 1 1 1 1| | |+ + + + +ℜ

= ∫k k k k k k knxp D p x p x D dxy y   (8) 

from the equations (6) and (8), we obtain the equation (7) 

( )
( ) ( ) ( )

( ) ( )
1 1 1 1 1

1 1
1 1 1 1

| | |
|

| |
k k k k k k knx

k k
k k k k knx

p x p x x p x D dx
p x D

p x p x D dx
+ + + + +ℜ

+ +
+ + + +ℜ

=
∫

∫
y

y
 (9) 

Step (4). k       k + 1, go to Step (2). 
In steps (2) and (3) 1( | )k kp x x+  is defined by the state func-

tion, Eq. 1 and
1 1( | )k kp x+ +y  is the conditional density of ob-

servation, given the state at time k+1, Eq. 2. Similarly the 
posterior probability density for smoothing ( | )k kp x xλ−  0λ >  
and filtering, ( | )k kp x xλ+ , 0λ = can be defined. 

However this paper is only concerned with prediction, and 
thus the only situation of interest is where 0λ > . The poste-
riori probability density given by the above steps is exact, but 
in general, it can be viewed as an infinite dimensional system, 
thus not implementable. There is however a severe problem 
in Baysian state estimation for nonlinear systems that makes 
is difficult to readily the equations (6) and (7) because they 
involve high dimensional integrations. The most important 
special case is when the system is linear, i.e, ( ).kf  and ( ).kh  
are linear and one assumes that the noise and the initial state 
are Gaussian,i.e., ( )0k kw ~ , Q ( )0k kv ~ , R . The solution is 
provided by the Kalman filter. More details and background 
for this filter can be found in[13]. We also describe how, 
when the analytic solution is intractable, Extended Kalman 
filter, and Particle filter approximate the optimal Bayesian 
solution. 
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4. Innovation-Based FDI Design 
One of the main difficulties in fault detection of the sto-

chastic system described by(1) and(2) is due to the presence 
of unknown and unmeasured state variables x. The idea is to 
generate estimates of the states and the predicted outputs. 

The residuals or innovation from the output prediction are 
used in a measure which changes significantly under a fail-
ure type fault. For nonlinear Gaussian system, the states are 
estimated using a extended Kalman filter[13], an approxi-
mate sub-optimal estimate probability density functions 
described in section3, obtained by linearisation, is recur-
sively given according to be Gaussian,i.e. 

( ) ( )k k k k k kˆp x D x , P≈          (10) 

( ) ( )1 1 1k k k k k kˆp x D x , P+ + +≈         (11) 

( ) ( )1 1 1 1 1 1k k k k k kˆp x D x , P+ + + + + +≈      (12) 

where the states and matrix covariance are estimated ac-
cording to the following equations: 

Prediction: 

( )1 k kk k k kˆ ˆx f x , u+ =           (13) 

1
T

k k kk k k kP P Q+ = Φ Φ +          (14) 

Correction: 

( )( )11 1 1 1k k kk k k k k kˆ ˆ ˆx x K h x++ + + += −y    (15) 

( ) 1

1 1 1
T T

k k k k kk k k kK P P R
−

+ + += Ψ Ψ Φ +     16) 

1 1 1 1k|k k kk k k k k kP P K P+ + + += Φ − Ψ      (17) 

Where ( )
{k kk k

k k
k

k
ˆx x ,u

f x ,u
x =

∂
Φ =

∂
 ( )

{1 1

1

1
k k k

k
k

k
ˆx x

h x
x + +

+

+
=

∂
Ψ =

∂
 

The residual or the innovation is then, 
k k kr ˆ= −y y                (18) 

where the predicted output based on the EKF state estimate is 
given by 

( )1k k k kˆh xˆ +=y              (19) 

It is well-known that, under fault free or normal operation, 
the innovations are zero mean Gaussian with covariance 

1
r T
k k k kk kQ P Q+= Ψ Ψ +             (20) 

Any faults or changes in system dynamics can therefore be 
detected by a change in the Weighted Squared Residual 
(WSR) measure 

1T r
k k k kl r Q r−= +                (21) 

This however can lead to false alarms occurring at a par-
ticular instant due to disturbances and noise and a more 
robust decision function for fault detection is the weighted 
sum squared residual (WSSR) (see e.g.[4]) defined as fol-
lows: 

1

1 1

k k
T r

k j j j j
j k W j k W

d l r Q r−

− + − += =
= = +∑ ∑         (22) 

where W is the length of the sliding window within which 
the residual measure is summed. The window length W 
should be chosen in accordance with the requirement for 
detection time and the fault alarm is set at time k when the 
condition[4] 

kd ε>                  (22) 
is satisfied, ε  being the threshold. When using extended 
kalman filter to estimate the states and hence kr

r
kQ . The 

measure Lk will thus consist of fluctuations which can in turn 
lead to higher false alarm rates and also to faults not being 
detected. 

5. Particle filtering (PF) 
We have so far presented two filtering methods that rely 

on Gaussian approximation. In this section, we shall present 
the particle filter (PF), based on a Monte-Carlo technique, 
which was first proposed by Gordon (Gordon et al., 1993). 
Thereafter, a number of alternative PF algorithms have been 
proposed. The PF uses sequential Monte-Carlo methods to 
approximate the optimal filtering by representing the prob-
ability density function (pdf) with a swarm of particles. 
Because the PF is able to handle any functional nonlinearity 
and system or measurement noise of any probability distri-
bution, it has attracted much attention in the nonlinear 
non-Gaussian state estimation field (Bolviken et al.,[8]; 
Doucet et al.,[10]). 

The objective is to recursively construct the posterior pdf
( )1 1k kp x D+ + of the state, given the measured output 1kD + and 

assuming conditional independence of the measurement 
sequence, given the states. The PF works in two stages:  

1) The prediction stage uses the state-transition model in 
(1) to predict the state pdf one step ahead. The pdf ob-

tained is called the prior. 
2) The update stage uses the latest measurement to correct 

the prior via the Bayes rule.  
Particle filters represent the pdf by N random samples (par-
ticles) 1

i
kx +  with their associated weights 1

i
kw + , normalized 

so that 11
1N i

ki
w += =∑ . At time instant k, the prior pdf ( )k kp x D is 

represented by N samples i
kx  and the corresponding weights

i
kw  . To approximate the posterior ( )1 1k kp x D+ + , new samples 

1
i
kx +  and weights 1

i
kw +

 are generated. 
Samples 1

i
kx +  are drawn from a (chosen) importance 

density function ( )1 1k k kq x x ,+ +y , and the weights are updated, 

using the current measurement 1+ky  

( ) ( )
( )
1 1 1

1
1 1

i i i
k k k ki i

k k i i
k k k

p x p x x
w w

q x x ,

+ + +

+

+ +

=

y

y
         (23) 

and normalized 
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1
1

11

i
i k
k N i

ki

ww
w
+

+
+=

=
∑






 

The posterior pdf is represented by the set of weight 
samples, conventionally denoted by: 

( ) ( )1 1 1 1 1
1

1 N
i i

k k k k k
i

p x D w x x
N+ + + + +

=
≈ −∑     (24) 

Here, we choose the importance density ( )1 1k k kq x x ,+ +y
equal to the state-transition pdf ( )1k kp x x+ . The weight update 
equation (23) then becomes: 

( )1 1 1
i i i
k k k kw w p x+ + += y            (25) 

A common problem of PF is the particle degeneracy: after 
several iterations, all but one particle will have negligible 
weights. Therefore, particles must be resampled. A standard 
measure of the degeneracy is the effective sample size: 

( )2
11

1
eff N i

ki

N
w +=

=
∑

 

Thus, the degeneracy phenomenon can be detected when 
Neff < Nthr where Nthr is the threshold value Nthr ∈  [1, N]. 
When such condition is encountered, the resampling algo-
rithm is just applied. For more details on particle filters, refer 
to[3,10,15]. 

6. Particle Filter for Fault Detection 
For the purpose of fault detection, the method proposed in 

this paper is to design several particle filters, each assuming 
a different subset of the possible faults formulated in system 
described by (1) and (2). The advantages of using the com-
plete probability density function of the system state in fault 
detection is bound to be superior to one which uses ap-
proximations, such as in the extended kalman filter (EKF). 
Our approach is precisely to replace the EKF based estima-
tion scheme by the particle filter, and the weighted squared 
residual (WSSR) measure by an appropriate innovations 
likelihood measure as the fault detection criteria[1,3]. The 
following algorithm describes the complete particle filter 
based fault detection scheme: 

Particle filter based fault detection Algorithm 
• Step 1: State prediction 

Samples { }1 1i
kx : i ,...,N+ =

 
are generated as particle filter 

prediction step. 
• Step 2: Output prediction 

The output prediction samples { }1 1i
k : i ,...,N+ =y

 
are 

generated using the measurement equation in (2), where, 

( )1 1
i i
k k kh x+ +=y  

• Step 3: Residual generation 
Sample mean of the predicted measurements is computed 

as, 1 1 1
i

k k kr + + += −y y  

• Step 4: Fault detection 
Compute the likelihood is given by, 

( )1 1 1
1

1 N
i

k k k
i

p r D w
N+ + +

=
= ∑  

The windowed likelihood is 

( ) ( )1 1
1

1
k

k k
j k W

k p r Dλ + +
− +=

+ = ∏  

Or equivalently the negative log likelihood is 

( ) ( )( )1 1
1

1
k

k k
j k W

k ln p r Dν + +
− +=

+ = −∑  

is computed and the condition ( )1kν ε+ > is tested for the 
presence of fault. 

7. Augmented States Model for Fault 
Isolation 

In the previous section is a fault detection scheme which 
cannot readily be extended to fault isolation. The idea is to 
view the parameters as additional states. Using the state 
augmentation technique, a new state vector can be defined:  

k
k

k

x
z

θ
 

=  
 

 

Here kθ is the unknown fault parameter vector to be esti-
mated. Because{ }kθ is not ergodic, kθ cannot be tracked in the 
PF algorithm. Therefore, in order to track the dynamics of 

kθ  an artificial dynamic noise vector is added to the model of 
the unknown parameter kθ : 

1k k kwθθ θ+ = +              (26) 
where kwθ

 is the parameter noise. Then the augmented sys-
tem and measurement functions are respectively defined as 

( )1
e

k k k k kz f z ,u w+ = +            (27) 

( )e
k k k kh z v= +y             (28) 

where ( )TT
k k kw w wθ =   
 . Because kwθ  is artificial, its statisti-

cal properties need to be determined. In this paper, we as-
sume that kwθ  is a zero-mean Gaussian white noise process 
that is introduced for parameter evolution to allow the ex-
ploration of the parameter space. Given the above system 
representation (27) and (28), the particle filter outlined in this 
setion5, can be used to obtain the sample-based joint prob-
ability function density of the state x and parameter vectorθ  
such an estimate based on particle filter algorithm is given 
by, 

1 11 1
1

N
MMSE i i

k kk k
j

ẑ w z+ ++ +
=

= ∑            (29) 

The estimate is essentially a weighted average of the par-
ticles representing the underlying distribution[6,8]. The 
parameter estimate kθ̂ can be compared to the nominal values
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0θ  as a means for fault detection and its deviation 0k k
ˆθ θ θ= −

. 

8. Numerical Example 
An example is presented in this section to illustrate the 

operation of the particle filter based fault detection and iso-
lation proposed in this paper. The considered system is de-
scribed by following the dynamical equations, 

( )
( )

1 1 2 2 2

1 2 1 2 1
2

1

6
25

2
31 0 8

,k ,k ,k k

k ,k ,k k ,k
k

,k

x x x u

f x ,x , , ,u x
u

. x

θ θ

θ θ

 + + 
 =  + 

+  

     (30) 

( )1 2 1 2k ,k ,k ,k ,kh x ,x x x= −           (31) 

The initial joint state vector, [ ]0 0 0 0 0 1 0 Tz , , . ,= , 4 40 0 100P I ×= × . 

The measurement and process noise signals are both set to be 
Gaussian with covariance matrices, 

0 1kR .=  
0 5 0 0 0
0 0 5 0 0
0 0 0 5 0
0 0 0 0 5

k

.
.

Q
.

.

 
 
 =
 
 
 

, 

The input and observation shown in Fig.1. The time index 
is incremented as k=0,…….,200. The nominal values of the 
parameters are 1 0 5.θ =  and 2 0 3.θ = . In the simulation, the 
length of the data window for WSSR calculation is N1=30 
and the number of particles in the particle filter is N = 600. 
The fault is simulated to occur at time k= 100 at which time 
the parameter 2θ jumps from a value of 2θ  to 20 5. θ while 1θ
remains unchanged. The Weighted Sum Squared Residual 
(WSSR) results for the EKF is shown in Figure 2 and the 
negative log likelihood for the particle filter in Figure 3. The 
EKF based approach fails to detect the occurrence of the 
fault around k =100 as evidenced by Figure 2 where there is 
no significant change in WSSR. The detection performance 
is unacceptable. On the other hand, the particle filter detects 
the fault at k =104 a threshold value of 2.ε = . The change in 
log likelihood is quite pronounced following the onset of the 
fault. The combined fault detection isolation (FDI) scheme 
proposed in section7was also applied to the above example. 

 

Figure 1.  The input uk and observationyk 

 
Figure 2.  (a) Parameter 1θ 2θ  estimates from the EKF and true values, (b) 
weight sum squared residual (WSSR) -EKF 

 
Figure 3.  (a) Parameter 1θ 2θ  estimates from the ParticleFilter and true 
values, (b )Negative log likelihood - Particle Filter 

Figure 5 shows that the change in the parameter 2θ is 
tracked following an initial transient and the estimate for the 
other parameter 1θ hovers around the nominal parameter. The 
PF successfully tracks the system parameter, while this is not 
seen for EKF (Figure3). Thus we can safely conclude that the 
fault in the system is due to the change in the parameter 2θ  

9. Conclusions 
This paper, considers the Particle filter based approach to 

fault detection and isolation scheme developed. This ap-
proach is applicable to general non-linear systems with 
Gaussian or non Gaussain disturbance noise. The fault de-
tection performance compared with that using the EKF. The 
results from simulation show that the detectability of the 
particle filtering approach is superior to the EKF based 
scheme, especially in the case where the system model is 
highly nonlinear. The fault isolation scheme is also shown to 
identify the parameter associated with the fault and the level 
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of the fault. 
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