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Abstract  Modern hydrographic, geophysical and maritime navigation systems assemble dozens of heterogeneous 

instruments that exchange data in incompatible formats over serial and Internet Protocol links, and the resulting acquisition 

chains must be verified before any offshore campaign. Verification is still performed mostly at sea, where it is expensive, 

weather-dependent, hard to reproduce, and unable to recreate critical conditions such as satellite loss or signal degradation. 

The objective of this paper is to design, implement and evaluate a bidirectional software-in-the-loop platform, 

LSUGeoSimulator, that emulates the output of survey and navigation instruments and, within the same interface, tests the 

output port of a real instrument. Written in object-oriented Java, the platform organizes 36 equipment categories, 133 

instruments and several hundred sentence formats in a three-level hierarchy, and routes every stream through a single 

connection abstraction supporting serial, Transmission Control Protocol and User Datagram Protocol links in both directions. 

A contextual error model injects noise whose bounds are read from one of three user-selectable sources: a real-time kinematic 

model, an International Hydrographic Organization S-44 order of survey, or a degraded model. An independent adversarial 

layer generates replay, checksum-desynchronization and spatio-temporal inconsistency streams, while a multi-language 

scripting engine, session persistence and inter-protocol forwarding provide automation. The platform was evaluated along 

five axes: exhaustiveness, realism, bidirectionality, concurrency and reproducibility. Generated sentences proved 

syntactically valid and temporally consistent, and their dispersion remained inside the uncertainty budget declared by the 

selected error model. Received streams were decoded, counted, logged and automatically compared with the expected 

sentence, so that a live pass-or-fail indication is produced without character-by-character inspection. Dozens of instruments 

ran concurrently under a bounded thread pool with unified throughput accounting. The platform therefore provides a 

reproducible test bench that transfers integration risk from the sea to the laboratory and reduces the cost and lead time of 

offshore commissioning.  
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1. Introduction 

Modern hydrographic, marine geophysical surveying and 

maritime navigation all result from the fusion of numerous 

sensors and systems: Global Navigation Satellite System 

(GNSS) receivers, gyrocompasses, bathymetric echo sounders, 

acoustic Doppler current profilers, inertial navigation 

systems and acoustic positioning systems with an ultra-short 

baseline (USBL) or a long baseline (LBL). Each of these 

instruments delivers data in a format that is frequently  
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proprietary, carried over serial interfaces such as RS-232  

and RS-422, over Ethernet using the Transmission Control 

Protocol (TCP) or the User Datagram Protocol (UDP), or 

over dedicated buses. The growing complexity of offshore 

missions, which now include seabed mapping, pipeline 

inspection, cable laying and remotely operated vehicle 

operations, together with the emergence of maritime 

autonomous surface ships, imposes strict interoperability 

requirements and a rigorous validation of every acquisition 

chain [1], [2]. 

This validation is traditionally carried out during sea 

campaigns whose daily cost is high and whose schedule is 

exposed to weather and logistical hazards. Any incompatibility 

discovered at that stage generates a substantial additional 
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cost, because the vessel, the crew and the equipment are 

already mobilized. Several critical conditions are, moreover, 

almost impossible to reproduce deliberately offshore: loss of 

satellite tracking, degradation of the differential correction 

link, intentional jamming or spoofing of a positioning signal. 

The hardware-in-the-loop (HIL) and software-in-the-loop 

(SIL) approaches proven in the aerospace and automotive 

industries transfer this risk to the laboratory by modeling  

the environment and the sensors [3]. Their adoption in the 

marine domain is growing, from dynamic positioning to 

autonomous surface and underwater vehicles [4], [5], [6]. 

1.1. Problem Statement 

Transferring marine acquisition-chain validation to the 

laboratory nevertheless presupposes a software layer able to 

reproduce the native streams of the instruments involved. 

The tools currently available for that purpose exhibit five 

recurring limitations. First, excessive specificity: most of 

them address a single manufacturer or a single instrument 

family, so that users cannot assemble a realistic multi-vendor 

bench from one tool. Second, lack of realism: sentences are 

generated in an ideal form, without noise, bias, or drift, so 

that a receiving application is never confronted with the 

dispersion it will meet at sea. Third, poor ergonomics: 

command-line operation excludes the survey operators and 

the integration engineers who are precisely the intended 

users. Fourth, limited network support: these tools struggle at 

a time when shipboard data buses are massively migrating to 

Internet Protocol communications. Fifth, weak extensibility: 

adding one format usually requires editing and recompiling 

the source code. 

A sixth limitation, more fundamental than the previous 

five, is that these tools operate in a single direction. They 

emit. Integration work, however, requires the symmetrical 

operation just as often: verifying that a real device actually 

delivers the expected message, on the expected port, at the 

expected baud rate and in the expected protocol. That 

verification is currently performed with generic terminal 

software that knows nothing about the sentence that ought to 

arrive, so the operator must compare the incoming characters 

with a datasheet manually. The central research problem 

addressed in this paper follows from these observations  

and can be stated as follows: how can a simulation platform 

be designed that is simultaneously exhaustive, realistic, 

ergonomic, multi-protocol, extensible and bidirectional, so 

that it can serve as a reproducible software-in-the-loop test 

bench for the integration of shipborne survey and navigation 

systems? 

1.2. Novelty and Contributions 

The novelty of this work lies in the combination of four 

elements that, to the best of the authors' knowledge, have  

not previously been brought together in a single platform. 

The first element is a reference software architecture for  

the simulation of heterogeneous survey sensors, organized 

around a three-level format hierarchy and a unified connection 

abstraction that serves emission and reception identically. 

The second is a bounded contextual error-injection model 

whose bounds are not hard-coded constants but are read    

at generation time from a user-selectable source, so that    

a generated stream becomes explicitly traceable either to a 

real-time kinematic (RTK) solution, to a declared order of 

survey of the International Hydrographic Organization (IHO) 

Standard S-44 [8], or to a degraded, uncorrected-positioning 

scenario. The third is a bidirectional operating principle that 

pairs instrument emulation with a reception mode testing the 

output port of a real instrument, and that exploits the format 

declared by the instance to compare every incoming sentence 

with the sentence that ought to arrive, giving an automatic 

and immediate conformance indication. The fourth is an 

adversarial perturbation layer, independent of the metrological 

error model, that reproduces replay, checksum desynchronization 

and spatio-temporal inconsistency, and thereby turns the 

platform into a controlled generator of spoofed streams for 

the evaluation of anomaly detectors. 

These four elements are complemented by an automation 

suite, comprising a multi-language scripting engine, session 

persistence and inter-protocol forwarding, which opens the 

way to reproducible testing and to continuous-integration 

pipelines. The remainder of the paper is organized as follows. 

Section 2 reviews the standards, the simulation tools and the 

related research that define the state of the art, and identifies 

the gap that the platform fills. Section 3 describes the 

architecture and the methodology, from the hierarchical data 

model and the connection abstraction to sentence generation, 

the error model, multi-protocol communication and forwarding, 

the reception mode and the automation services. Section 4 

presents the results and the evaluation. Section 5 discusses 

the findings, the novelty, the cybersecurity implications and 

the limitations. Section 6 concludes and outlines future work. 

2. Literature Review 

2.1. Standards and Shipborne Acquisition Chains 

The NMEA 0183 standard of the National Marine 

Electronics Association remains the common language of 

shipborne electronics. It defines delimited ASCII sentences, 

protected by an exclusive-or checksum and historically 

transmitted at 4800 baud over a differential serial link [7]. Its 

version 4.30, published in 2023, adds integrity mechanisms 

and extends the talker and sentence sets, but the native 

absence of encryption and of authentication is structural and 

has not been removed [7]. In practice, the standard coexists 

with a large body of proprietary formats: manufacturers of 

echo sounders, inertial units, acoustic positioning systems 

and side-scan sonars have each defined their own ASCII, 

comma-separated or binary encodings, and a single survey 

spread routinely carries 15 to 30 distinct formats simultaneously. 

This heterogeneity is the practical reason why acquisition- 

chain integration is a recurring source of delay. 

On the quality side, the requirements applicable to 

hydrographic surveys are codified by the IHO standard S-44 
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[8], which defines orders of survey and, for each of them, a 

total horizontal uncertainty and a total vertical uncertainty at 

the 95% confidence level. Those figures are the reference 

against which a survey system is accepted, and they therefore 

constitute the natural basis for any realistic error model:    

a simulator that claims realism must produce dispersions 

consistent with the order of survey being emulated, and not 

merely add arbitrary noise. 

2.2. Simulation of Sensor Streams 

Three families of tools are currently used to produce 

marine sensor streams. The first family consists of generic 

NMEA sentence generators, usually free, which cover a 

small number of GNSS sentences and emit them on a serial 

port at a fixed rate. They are easy to use but they are limited 

to a handful of formats, they produce ideal values, and they 

ignore network transports. The second family consists of the 

simulation modules embedded in commercial acquisition or 

navigation suites. These are powerful and faithful, but they 

are closed, tied to the vendor ecosystem, licensed at a cost 

comparable to the acquisition software itself, and generally 

unable to emulate a competitor's instrument. The third family 

consists of scripts written ad hoc by integration engineers, 

typically in Python. They are infinitely flexible, but they are 

not reusable, they are undocumented, they depend on their 

author, and they exclude the non-developer operator. 

A fourth and more recent family has emerged from marine 

robotics. HoloOcean, an open-source underwater simulator 

built on a game engine, provides multi-agent support, a  

range of underwater sensor implementations and a sonar 

model based on an octree representation of the environment 

[9]. Comparable frameworks target graphics-accelerated 

underwater perception. These simulators are excellent at 

reproducing the physics of the environment and the 

perception of a vehicle, but they deliver their output through 

their own programming interface rather than in the native 

sensor formats that a shipborne acquisition system expects. 

They therefore address a complementary problem: they 

simulate what the vehicle sees, whereas the platform 

presented here simulates what the instruments say. 

2.3. Hardware-in-the-Loop and Software-in-the-Loop 

Testing 

Hardware-in-the-loop testing has become a de facto 

standard for validating marine control systems, from 

dynamic positioning to collision avoidance. A representative 

implementation couples a programmable logic controller 

with two computers, one hosting the path planner and the 

other simulating the scenario and the ship model, in order to 

test a maritime autonomous collision avoidance system [3]. 

Recent benches emulate the environment of an autonomous 

sailboat in real ocean conditions [4], use an open-source 

underwater robotics simulator as the environment model of 

such a bench [5], or couple physics-based numerical models 

of fluid-structure interaction with a visual ocean system [6]. 

Surveys of autonomous collision avoidance at sea [29] and 

learning-based avoidance policies evaluated entirely in 

simulation [30] confirm that the verification of shipborne 

autonomy is now inseparable from the quality of the 

simulated inputs, and comparative studies of adaptive 

collision avoidance systems show that the conclusions drawn 

depend strongly on the behaviour attributed to the simulated 

target ships [33]. Test-scenario generation has itself become 

a research topic, with frameworks for the safety evaluation of 

automatic collision avoidance [10], adaptive generation of 

high-risk scenarios by reinforcement learning [11], and 

virtual-reality fusion testing validated on a real vessel [12]. 

A common feature of these studies is that they model the 

dynamics of the carrier and the geometry of the encounter, 

and then assume that a layer able to deliver the 

corresponding sensor streams in native format is available. 

Researchers rarely discuss that assumption, and off-the-shelf 

tools almost never satisfy it. The platform described in the 

present paper is precisely that missing layer, and it is 

therefore complementary to, rather than in competition with, 

the benches cited above. 

2.4. Digital Twins and Autonomous Ships 

The digital twin is establishing itself as a framework for 

the safe simulation of embedded algorithms [13], with reviews 

dedicated to the maritime domain [14] and applications 

combining virtual reality with numerical simulation for ship 

path planning [15]. Situational awareness on autonomous 

ships relies on the fusion of many sensors and on artificial- 

intelligence methods [2], and the corresponding algorithms 

must be trained and validated on large volumes of 

representative data. Trajectory prediction from Automatic 

Identification System (AIS) messages, for example, is now 

addressed with deep sequence models whose performance 

depends directly on the realism of the data used [16], [32], 

and unsupervised detectors of anomalous tracks are trained 

on the same kind of material [34]. A simulator able to reproduce 

the noisy streams of a complete sensor suite, including  

their formats, their rates and their defects, is therefore a 

prerequisite both for the construction of digital twins and for 

the supervised training of perception systems. 

2.5. Underwater Positioning and Its Error Budgets 

Positioning an underwater vehicle combines acoustic 

systems (USBL, SBL and LBL), inertial sensors and Doppler 

velocity logs, each with its own error budget and failure 

modes. A recent comprehensive review of positioning systems 

for unmanned underwater vehicles surveys these technologies 

and the way they are integrated to improve accuracy     

and operational efficiency [17]. Work on long-range LBL 

navigation shows that systematic effects such as acoustic ray 

bending, the Doppler effect and Earth curvature degrade 

accuracy significantly and must be compensated explicitly 

[18], while tightly coupled inertial and LBL architectures 

address the case in which few hydrophones are available [19]. 

Calibration of an inertial measurement unit by acoustic 

long-baseline observations has likewise been shown to 
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improve underwater navigation performance [20]. Real-time 

ray-based range prediction under ice has been shown to bring 

long-baseline re-navigation errors down to the metre level 

[35]. High-precision distance-difference localization has 

been formulated for long-baseline measurement [31], and  

the establishment of seafloor geodetic networks has been 

reviewed together with its key technologies [36]. The classical 

treatment of integrated navigation gives the corresponding 

analytical framework [28]. These studies document the 

orders of magnitude that an error model must reproduce if 

the streams it generates are to be credible for the receiving 

software. 

2.6. Maritime Cybersecurity and Stream Integrity 

Because NMEA 0183 carries neither authentication nor 

encryption, any device with access to the shipboard bus can 

inject sentences that the receiving equipment will accept. 

GNSS and AIS spoofing are documented threats, and 

dedicated risk models have been proposed to predict AIS 

spoofing attacks on board [21]. Broader analyses of maritime 

cyber-security threats and security models in cross-border 

shipping confirm that operational technology, and navigation 

systems in particular, remains a weak point [22]. On the 

defensive side, low-cost anomaly detection based on the 

monitoring of NMEA sentence integrity has been shown to 

detect maritime GNSS spoofing without replacing the 

existing receivers [23]. Such detectors, however, need to be 

trained and evaluated on datasets that contain both nominal 

and deliberately corrupted streams, and those datasets are 

difficult to obtain from real operations. The ability to 

generate controlled corrupted traffic is therefore a direct 

contribution to this line of research. 

2.7. Synthesis and Research Gap 

Table 1 summarizes the comparison between the four 

families of tools reviewed above and the platform proposed 

in this paper, across the six criteria derived from the problem 

statement of Section 1.1. The comparison shows that no 

existing family satisfies more than three of the six criteria, 

and that none of them is bidirectional.  

Table 1.  Comparison of the Main Families of Marine Sensor-Stream Simulation Tools against the Six Criteria of the Problem Statement 

Criterion 
Generic NMEA 

generators 

Vendor simulation 

modules 

Ad hoc 

scripts 

Marine robotics 

simulators 
LSUGeoSimulator 

Format exhaustiveness 
Low (a few 

GNSS sentences) 

High but 

single-vendor 

Depends on 

the author 

Not applicable 

(proprietary API) 

High and multi-vendor  

(133 instruments) 

Realism of the values 
Ideal values,  

no noise 

Realistic but 

undocumented 
Usually ideal 

Physically realistic 

perception 

Bounded noise traceable to RTK, 

S-44, or degraded conditions 

Ergonomics for a 

non-developer 

Good but very 

limited 
Good 

None (code 

required) 

Low (programming 

interface) 

Graphical multi-document 

interface 

Multi-protocol support Mostly serial Vendor-dependent 
Possible but 

ad hoc 
Not applicable Serial, TCP client/server, UDP 

Extensibility without 

recompiling 
No No (closed) Not reusable 

Source-level 

extension 
Hierarchy, plugins, and scripting 

Bidirectionality 

(output-port testing) 
No No No No 

Yes, with automatic format-level 

conformance 

 

The gap addressed by the present work is therefore the 

absence of an open, multi-vendor, standard-traceable and 

bidirectional sensor-stream platform that an operator, and 

not only a developer, can use. 

3. Architecture and Methodology 

The design proceeds top-down, from an analysis of the use 

cases to the resulting software architecture. Figure 1 

summarizes the actors addressed by the platform, namely the 

integration engineer, the survey operator, the geophysics 

researcher and the cybersecurity tester, together with their 

use cases.  

The diagram includes an extend relation from Assess 

robustness to GNSS and AIS spoofing towards Simulate 

sentences, an include relation from Monitor resources and 

throughput towards Transmit via Serial, UDP or TCP, and 

include relations from Automate via script towards Simulate 

sentences, Configure equipment and Simulate a trajectory. 

The "Forward and convert between protocols" use case is a 

multi-client capability. 

The platform is implemented as a multi-document 

supervisor and its layered organization is summarized in 

Figure 2. Development follows an incremental object- 

oriented approach in Java, a language chosen for its 

portability across Windows, Linux and macOS, for the 

maturity of the Swing toolkit, and for the availability of 

serial and network input and output libraries [24]. 

3.1. Hierarchical Data Model 

Equipment is described by a three-level hierarchy,   

from category to instrument and then to prefix or format, 

materialized by a static linked hash map named 

EQUIPMENT_HIERARCHY that preserves insertion order. 

The hierarchy covers categories ranging from fundamental 

systems such as GNSS receivers, gyrocompasses and echo 

sounders to specialized families such as AIS, conductivity- 

temperature-depth and sound-velocity profilers, cathodic 
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protection, and the proprietary hydrographic outputs of the 

Atlas, CODA, ELAC, NaviPac and PHINS or ROVINS 

families. This structure drives the user interface directly  

and enforces configuration consistency, while a keyword 

search bar accelerates the location of a format. In total, 36 

categories group 133 instruments and several hundred 

prefixes. Table 2 gives a representative overview, and the 

exhaustive catalogue is provided in the Appendix. 

 

Figure 1.  Use-case diagram of the platform and the four actors it addresses. The cybersecurity tester exercises the spoofing layer through an extend relation 

towards sentence simulation 
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Figure 2.  Layered software architecture of LSUGeoSimulator, comprising the presentation layer, the business core.., the service layer, the communication 

layer and the external environment. The Trajectory Player and the Stream Recorder belong to the service layer, and the Spoofing selector belongs to the 

business core 

Table 2.  Representative Equipment Families, Associated Formats and Operational Roles. The Exhaustive Catalogue of 36 Categories and 133 Instruments 
Is Given in the Appendix 

Equipment family Representative formats or prefixes Typical role in navigation and geophysics 

GNSS 
$GPGGA, $GPRMC, $GPVTG, $GPZDA; 

UKOOA (LVT) 

Absolute position, heading and speed; primary navigation 

reference. 

Gyrocompass $HEHDT, $HEHDG, $HEROT True heading; georeferencing and sensor orientation. 

Motion sensor (MRU) 
$PSXN, $PHTRO; ASCII 

HEAVE/PITCH/ROLL 
Heave/roll/pitch; correction of bathymetric observations. 

Echo sounder / Altimeter $SDDPT, $SDDBT, $HEDBT; D, DA, %DALT Depth and altitude; bathymetry and ROV piloting. 

CTD / SVP SBE49, VALEPORT_MIDAS2_CTD Sound velocity / temperature profiles; acoustic correction. 

USBL / LBL 
$PSIMSSB, $PSIMSNS, $PSIMLBP; 

FUSIONLBL 
Subsea acoustic positioning (ultra-short / long baseline). 

Sonar 
EDGETECH; ARTEMIS, GEOACOUSTIC 

(binary) 
Seabed imaging (side-scan); geophysical mapping. 

ADCP / Current $PD0, $PDVL, :BI; VALEPORT_CM Current and speed-over-ground profiles; oceanography. 

Magnetometer GEOMETRICS Magnetic field; geophysical anomaly detection. 

Seismic DIGISHOT, GECO Shot management; marine seismic exploration. 

AIS $AIVDM, $AIVDO Traffic identification and tracking; collision avoidance. 

ROV Overlay, POSIDONIA_RP, $PSXN_SEAPATH ROV position/attitude; video overlay. 
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3.2. The Equipment Instance 

Each virtual instrument is encapsulated in an internal 

frame, the EquipmentInstance class, which gathers the 

simulation state, comprising the transmission and listening 

flags and the port configuration; the input components, 

namely the combo boxes and the text fields as well as the 

generation logic implemented by the generateNMEAMessage 

method and the communication managers. The multi- 

document interface of the supervisor allows the operator   

to instantiate, move, and supervise many instruments 

simultaneously, which reflects the topology of a real shipborne 

network. 

3.3. Connection Abstraction 

All links implement a common Connection interface 

exposing the connect, disconnect, sendData, setDataListener, 

and getConnectionInfo methods. Three realizations exist: 

SerialConnection, built on the jSerialComm library [24] with 

a message delimiter and an event listener; UDPConnection, 

which uses a datagram socket in bind or broadcast mode with 

a dedicated receive thread; and TCPConnection, which 

supports client and server modes with accept and read 

threads and an ordered resource shutdown. This decoupling, 

consistent with classical design patterns [25], [26], allows 

one transport to be substituted for another without modifying 

the business logic, and it is used for both emission and 

reception. The configuration of each link is carried by           

a serializable ConnectionConfig object selected by a 

ConnectionType enumeration, which unifies the serial and 

network parameters in a single structure. 

3.4. Supervision and Configuration 

A resource monitor periodically samples the processor  

and memory load of the Java virtual machine through      

a scheduled executor service and detects UDP port conflicts, 

notifying the user. The dashboard provides a real-time 

visualization comprising an equipment radar view, system- 

load gauges, a heatmap of throughput expressed in messages 

per second, and a system monitor plotting processor, 

memory, and network time series. Global and per-instrument 

configuration is persisted in the properties format, with a 

YAML fallback resolved by reflection, and defines the 

network, serial, transmission and security parameters. 

Traffic metrics, namely messages, bytes and packets, are 

unified in the resource monitor through the recordMessage 

Sent, recordBytesTransferred and recordPacketTransferred 

methods. Both emission paths, that is the main transmission 

loop and the script-facing sendNMEASentence method,  

feed the same counters, so that the dashboard has a single 

consistent source for the heatmap and the throughput 

indicators under every mode of use. 

3.5. Concurrency, Persistence and Bootstrap 

Long-running tasks, that is per-instrument emission     

or listening, monitoring, and plugins, are delegated to a 

dynamic thread pool built on a thread-pool executor 

configured with two core threads, 10 maximum threads and a 

keep-alive time of 60 seconds. Each emission is submitted as 

a runnable transmission thread, which bounds the memory 

footprint when dozens of instruments run simultaneously. 

The complete state of a session is serialized as a SessionData 

object aggregating EquipmentData items, each of which 

records the category, the instrument, the prefix, the field 

values, the connection configuration, the window geometry 

and the transmission and listening states, so that a test bench 

can be restored identically. A registry indexes the instances 

for the port forwarder, while the entry point performs a 

licence check before instantiating the supervisor, which in 

turn builds the thread pool, the plugin manager, the resource 

monitor and the dashboard. Figure 3 summarizes this 

connection, forwarding and concurrency subsystem. 

3.6. Sentence Generation and Contextual Error Model 

For each selected prefix, the updateInputFields method 

builds the relevant parameter fields, such as latitude, longitude, 

depth or heading, and populates them with realistic default 

values. Generation then assembles the current field values 

into the target string. For NMEA sentences, a checksum is 

computed by an exclusive OR of the characters located 

between the dollar sign and the asterisk, and is formatted   

as two hexadecimal digits after masking with 0xFF, in 

accordance with the standard [7]. The Coordinated Universal 

Time and date fields are refreshed by a timer so that the 

temporal consistency of the streams is preserved. 

Realism is introduced by the maybePerturb method, which 

is invoked on every input field immediately before assembly. 

The method infers the physical category of each field from 

its label, distinguishing latitude and longitude; easting, 

northing and position; heading, course, bearing, azimuth, roll, 

pitch and yaw; depth, altitude and heave; speed and velocity; 

and a generic class covering range, pressure, temperature, 

dilution of precision and similar quantities. It then adds an 

offset drawn from a uniform distribution whose half-width  

is specific to the category. That half-width is not a fixed 

constant: it is looked up at generation time from one of three 

user-selectable error models exposed as a selection menu in 

the equipment panel. The RTK model provides sub-decimetre 

bounds representative of a fixed real-time kinematic solution 

under nominal conditions. The S-44 model derives its 

bounds from a second combo box that selects one of the four 

orders of survey, namely Exclusive Order, Special Order, 

Order 1a or 1b, and Order 2, following the uncertainty 

formulation of the standard [8]. The Degraded model 

corresponds to a widened, uncorrected-positioning scenario 

and retains a horizontal bound of 100 metres. 

For the RTK and Degraded models, the category bounds 

are fixed constants and are listed in Table 3. For the S-44 

model the horizontal bound is the total horizontal uncertainty 

of the selected order, given by 

    ( )               (1) 
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Figure 3.  Class view of the connection subsystem: the Connection interface and its serial, UDP and TCP realizations, the forwarding manager, the 

multi-client virtual TCP server, and the concurrency, persistence and bootstrap layer. The resource monitor is the single source of truth for traffic metrics 

Table 3.  Noise Bounds, Expressed as the Half-Width of the Uniform Distribution, for the RTK and Degraded Error Models. The S-44 Bounds Are 
Computed from Table 4 

Field category RTK model Degraded model 

Latitude / Longitude ≈ ±2 cm (±0.02 m / 111,320) ±0.000900° (≈ ±100 m) 

Easting / Northing / Position ±0.02 m ±10 m 

Depth, altitude, heave ±0.03 m ±1.0 m 

Heading, course, bearing, azimuth, roll, pitch, yaw ±0.05° ±0.5° 

Speed, velocity ±0.01 kt ±0.2 kt 

Generic (range, pressure, temperature, HDOP, etc.) ±0.01 ±0.10 

Table 4.  Orders of Survey of the IHO S-44 Standard Feeding the S-44 Error Model. THU and TVU Are Total Propagated Uncertainties at the 95% 
Confidence Level 

Order of survey THU at 95% TVU: a [m] / b Roll and pitch ceiling 

Exclusive Order 1 m 0.15 / 0.0075 0.12° 

Special Order 2 m 0.20 / 0.010 0.17° 

Order 1a/1b 5 m + 5% of d 0.50 / 0.013 0.21° 

Order 2 20 m + 10% of d 1.00 / 0.023 0.38° 

 

where   is the depth in metres,      is the constant term 

of the order and   is its depth-proportional coefficient. The 

value is converted into degrees by division by 111,320 

metres, an equatorial approximation that deliberately ignores 

the longitude correction in 
 

   ( )
. 

       ( )    √ 
    (   )  (2) 

where   represents the part of the uncertainty that does not 

vary with depth and   the coefficient of the part that does. 

The angular bound uses the roll and pitch ceiling of the 

selected order. The four orders and their coefficients are 
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given in Table 4. The depth   is read from a depth or 

altitude field among those currently displayed for the 

sentence being generated, and falls back to a nominal 10 

metres when no such field is present, which is the case for 

sentences such as GPVTG that carry no depth information of 

their own. 

Attitude is deliberately not tightened under the RTK 

model relative to its baseline value, because a single-antenna 

real-time kinematic solution improves position but not 

heading, roll or pitch, which remain dependent on a separate 

motion sensor. This parameterization turns the error model 

into both a realism device and a classification instrument. 

With the RTK model selected, the platform reproduces the 

tight tolerances of a modern GNSS-based survey. With an 

order of survey selected, the generated streams become 

explicitly traceable to a declared order. With the degraded 

model, the platform emulates out-of-standard conditions 

such as uncorrected or interference-affected positioning, 

which is useful for assessing the robustness of receiver-side 

anomaly detectors [23]. 

3.7. Adversarial Perturbation Layer 

A second and independent perturbation layer addresses 

adversarial rather than metrological noise. Whereas the error 

model described above reproduces the imprecision that a 

sensor exhibits under normal operation, this layer reproduces 

the manipulation that an attacker would deliberately inject, 

that is, the class of threat represented by GNSS and AIS 

spoofing and discussed in Sections 2.6 and 5.3. The layer is 

exposed as a fourth combo box, labelled 'Spoofing', placed 

next to the error-model selector, and it offers three modes. 

The Replay mode periodically re-emits an earlier captured 

value in place of the current one, tracked per field label with 

a short rolling history, which mimics an attacker recording 

and rebroadcasting a legitimate signal.  

The Checksum Desync mode corrupts the checksum 

returned by the calculateChecksum method with a bounded 

probability, so that the receiver sees a structurally valid frame 

carrying an invalid checksum, simulating data corrupted or 

tampered with in transit.  

The Spatio Temporal Inconsistency mode injects, on 

latitude and longitude fields only, position jumps that are 

inconsistent with the declared speed and heading, creating a 

forged position that a plausibility check should be able to 

catch. 

Because the checksum desynchronization is wired into the 

single, centrally shared checksum method, it applies uniformly 

to every sentence-generation path, including the instrument- 

specific ones, without any of them having to be modified 

individually. The three modes are selected independently of 

the metrological error model, so that a nominal S-44 stream 

and a spoofed stream can be produced from the same 

instrument configuration by changing one selector. 

3.8. Multi-Protocol Communication and Forwarding 

The transmission thread reads the instrument configuration, 

opens the chosen transport and periodically emits the 

generated sentence. An economy mode reduces the emission 

rate in order to limit the load. A dedicated gateway module 

illustrates serial-to-TCP relaying with automatic reconnection. 

Beyond simple emission, the forwarding module acts as a 

software converter between a source and a destination of 

different types, that is, serial, TCP client, TCP server or UDP. 

When a UDP or serial source must feed a TCP client, a 

virtual TCP server is instantiated dynamically on the local 

address and the destination port, which resolves the client 

and server asymmetry. The transferred volume is counted in 

bytes and packets, and a visual indicator signals activity. 

This capability reproduces the protocol repeaters and 

converters commonly inserted in shipborne architectures and 

allows third-party acquisition software listening on Internet 

Protocol to receive it. The virtual TCP server accepts and 

broadcasts to several simultaneously connected clients, so 

that several acquisition packages can consume the same 

forwarded stream at once, and a live client-count indicator is 

displayed in the forwarder window. 

3.9. Reception Mode and Equipment-Output Testing 

The platform is not limited to emulating instruments. It is 

bidirectional. Each instance can switch to a reception mode 

that interfaces and tests the output port of a real instrument. 

Activating the Listen Port control binds the same Connection 

object (serial, UDP or TCP) as an input. Incoming bytes are 

delivered through the onDataReceived callback of the data 

listener, time-stamped, displayed in the activity log and 

tallied by a received counter. 

Because the instance already declares the expected type, 

instrument, message format and output-port configuration, 

for instance, the SDDPT sentence of a single-beam echo 

sounder or the GPHDT sentence of a gyrocompass, the 

operator can immediately check that the equipment under 

test delivers the correct sentence and that this sentence is 

correctly received and decoded. The sample message that the 

platform would itself produce for the same instrument, 

labelled Generated Message during emission, becomes    

the Expected Message during reception, and serves as the 

reference against which conformance is judged. Every 

incoming sentence is automatically compared with it at the 

format level, that is, on the prefix and the field count, 

irrespective of the perturbed values. A match turns the 

activity-log text green and a mismatch returns it to black. 

This mechanism provides a live pass or fail indication that 

spares the operator a manual, character-by-character 

comparison. The received stream can be filtered so that only 

NMEA sentences are retained, and can be recorded to a 

time-stamped log file for later analysis. The reception mode 

therefore turns the tool into a lightweight acceptance testing 

and troubleshooting bench for sensor output ports: it answers 

the practical question of whether a given device, on a given 

port and with a given baud rate or protocol configuration, 

actually outputs the expected message. That question arises 

constantly during integration, factory acceptance testing, and 

shipboard fault diagnosis. Combined with the forwarding 

module, an instance can listen, validate, and simultaneously 
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relay the stream towards third-party acquisition software, so 

that emission, reception and forwarding share one connection 

abstraction and one user interface. 

3.10. Automation: Scripting, Services and Persistence 

3.10.1. Multi-Language Scripting Engine 

A script manager integrates, by reflection and without  

any hard dependency, a Python interpreter and a Lua 

environment, with variable injection and output retrieval. 

More unusually, the supervisor also supports dynamic Java 

compilation. A Java script implementing the ScriptRunner 

interface is compiled in memory through the Java compiler 

of the tool-provider application programming interface, 

loaded by a dedicated class loader, and then executed with 

full access to the simulator interface, that is, the equipment 

list, the transmission control, and the logging facilities [27]. 

Scripts therefore allow reproducible scenarios such as a 

sequenced start-up, a heading change, a signal loss, or a 

report generation to be orchestrated without recompiling the 

application. The variable contract exposed to scripts, namely 

the equipment collection and the simulator object injected 

into the run method, is documented explicitly for the three 

coexisting mechanisms, and four ready-to-use examples are 

loadable directly from the scripting tab so that the user starts 

from verified code. 

3.10.2. Reusable Trajectory and Recording Services 

A bundled navigation script illustrates the automation. It 

enumerates and configures the instruments, simulates a 

trajectory from a configurable centre by emitting consistent 

GPGLL and GPVTG sentences, and then records the data  

in a time-stamped log file with parsing of the GPGGA and 

GPRMC sentences. The trajectory-generation and stream- 

recording logic has been extracted from the script into two 

reusable cross-cutting services. The first one is a trajectory 

player, which is a generic circular and waypoint sequencer. 

The second is a stream recorder, which performs asynchronous 

comma-separated logging with size-based rotation and is 

decoupled from the transmission thread in order to avoid 

input and output contention. The navigation script delegates 

to both, and either service can be driven directly by another 

component without going through a script. This factoring is 

what allows a kinematic model of the carrier to be plugged in 

later without touching the scripting layer. 

3.10.3. Session Persistence and Plugins 

The supervisor serializes the complete state of a 

configuration through an object output stream, recording  

the name, category, instrument, prefix, field values, port 

configuration, window positions, and transmission or 

listening states. A complex test environment can therefore be 

restored identically, shared across teams or resumed after an 

interruption. Finally, a plugin manager dynamically loads 

Java archive modules implementing a plugin interface, 

which enables functional extension by connectors or widgets 

without any modification of the core. 

4. Results and Evaluation 

This section first illustrates the operation of the platform 

through representative screenshots, and then evaluates its 

ability to address the problem stated in Section 1.1 along the 

five axes derived from that statement. 

4.1. Platform Walkthrough 

Figure 4 shows the main interface with one instrument 

instance, a radar source in emission mode, comprising the 

selection panel, the parameter fields, the transmission controls, 

the generated message and a time-stamped activity log. 

Several instances can run side-by-side in the same desktop 

pane, as shown in Figure 5, each with its own instrument, 

prefix and port configuration, which illustrates the capacity 

of the multi-document interface to instantiate, move and 

supervise many sensors simultaneously. 

The centralized dashboard shown in Figure 6 illustrates 

the supervision capability, with an equipment radar view in 

part (a) and a real-time system monitor combining processor, 

memory, and network time series in part (b). Figures 7 to 10 

detail four further tabs of the same supervisor. Figure 7 

shows the heatmap tab, whose per-instrument throughput 

comes from the same unified resource monitor as the global 

readout described in Section 3.4. Figure 8 shows the system 

log tab, which consolidates equipment, scripting, and 

trajectory events. Figures 9 and 10 illustrate the scripting tab: 

a Python example listing the active instruments, which 

exercises the variable injection described in Section 3.10.1, 

and the precompiled Java mode running the bundled 

navigation script from end to end, from the trajectory player 

to the stream recorder. 

The port configuration dialogs shown in Figure 11 expose 

the flexibility of the connection abstraction, with the serial 

settings covering baud rate, data bits, parity and flow control 

in part (a), and the TCP and UDP settings covering mode, 

address and ports in part (b). The equipment panel visible 

behind the dialogs also shows the spoofing selector 

introduced in Section 3.7, next to the error-model selector. 
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Figure 4.  Main interface of the supervisor with one equipment instance in emission mode 

 

Figure 5.  Multi-document supervisor running several equipment instances concurrently, each with its own prefix, port, and transmission state 
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a)                                                            b) 

Figure 6.  Centralized dashboard. (a) Equipment radar view showing 16 configured instruments. (b) Real-time system monitor plotting processor, memory, 

and network time series 

 

Figure 7.  Dashboard, heatmap tab: throughput per instrument in messages per second, fed by the same unified resource monitor as the global throughput 

readout 
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Figure 8.  System log tab: consolidated log of instrument creation, script executions and trajectory player progress, complementing the per-window activity 

log 

 

Figure 9.  Scripting tab, Python example: the script lists the active instruments, which confirms that variable injection operates correctly 
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Figure 10.  Scripting tab, precompiled Java mode: execution of the bundled navigation script, which delegates the circular trajectory to the trajectory player 

and the asynchronous logging to the stream recorder 

  

a)                                                            b) 

Figure 11.  Port configuration dialogs. (a) Serial settings: baud rate, data bits, parity and flow control. (b) TCP and UDP settings: mode, address and ports 

The inter-protocol forwarder shown in Figure 12 

demonstrates the platform acting as a software converter 

bridging two endpoints of different transport types, here 

forwarding datagrams received over UDP onto a serial output. 

The source and destination parameters remain independently 

configurable and the transfer can be started, paused, or 

stopped in real time from the status panel. The status panel 

also shows a live connected clients indicator, which reads as 
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not applicable in this scenario because the forwarding is 

direct rather than routed through the multi-client virtual TCP 

server of Section 3.8. This capability illustrates the protocol 

repeaters and converters commonly required in shipborne 

architectures, where legacy serial-only sensors or actuators 

must be reconciled with modern Internet Protocol data buses 

without resorting to a dedicated physical gateway. 

Figure 13 illustrates reception mode. In part (a), an 

echo-sounder stream is listened to and decoded on UDP, but 

the received strings do not match the expected message at the 

format level and the log therefore remains black. In part (b) 

an autopilot stream is received on TCP, decoded and logged 

to a time-stamped file, and the received strings match the 

expected format, so the log turns green. In both cases, the 

live colouring of the activity log gives an immediate pass  

or fail indication without any manual comparison. Figure 14 

shows the resulting log file, which can be inspected in any 

text editor. 

  

a)                                           b) 

Figure 12.  Inter-protocol forwarder. (a) Configuration of the source and the destination, here from a UDP network port to a serial port. (b) Transfer control 

and status panel with the live connected-clients indicator 

 

a)                                                            b) 

Figure 13.  Reception mode and equipment-output testing. (a) Listening and decoding of an echo sounder on UDP: the expected message format does   

not match the received one and the stream is displayed in black. (b) An autopilot stream received on TCP, decoded and logged to a time-stamped file:     

the expected format matches and the strings turn green 
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Figure 14.  Autopilot stream decoded reception log written to a time-stamped file and reopened in a text editor 

  

a)                                            b) 

Figure 15.  Session persistence. (a) Saving a complete test bench. (b) Reloading a saved test bench 

The save and load dialogs of Figure 15 illustrate session 

persistence, confirming that a complete test bench can be 

saved, restored identically, shared across teams or resumed 

after an interruption. 

4.2. Evaluation against the Design Objectives 

Exhaustiveness. The hierarchy covers the multi-vendor 

ecosystem of a hydrographic or geophysical survey spread, 

from fundamental sensors to proprietary hydrographic 

outputs, a coverage that has no equivalent among publicly 

available tools. The system is also graceful: a single-beam 

echo sounder that is not explicitly listed can still be simulated 

through the echo sounder category and a generic depth prefix, 

so an unknown instrument does not block a test. 

Realism. The contextual error model produces streams 

whose dispersion matches the uncertainty budgets declared 

by the selected model, in contrast with the ideal sentences of 

generic simulators. The checksum and the Coordinated 

Universal Time (UTC) timestamp guarantee the syntactic 

and temporal validity of the sentences, so that a receiving 

application accepts them exactly as it would accept the 

output of a real device. 

Bidirectionality. The same instance and the same 

connection serve both emission and the reception-based 

testing of a real instrument's output port, validated on serial, 

UDP and TCP links. The received stream is decoded, 

displayed, counted, and logged, and is automatically checked 

against the expected sentence at the format level with a live 

colour indication in the activity log. 

Concurrency and supervision. The multi-document 

architecture allows many instruments to run simultaneously, 

and the resource monitor and the heatmap provide an 

objective measurement of throughput and load as well as  

the detection of port conflicts. A representative scenario 

instantiates a TCP server on a listening port together with a 

concurrent UDP stream directed at the same local destination, 

which stresses the robustness of the third-party acquisition 

software under test. 

Reproducibility. Session persistence and scripting turn an 

ad hoc test case into a reproducible and shareable procedure, 

which is a necessary condition for integration into 

verification and validation processes and, in due course, into 

continuous-integration pipelines. 

Taken together, these five results show that the six criteria 

of the problem statement are satisfied simultaneously, which 

is precisely what Table 1 shows no existing family of tools 

achieves. 

4.3. Quantitative Benchmark Evaluation 

To complement the walkthrough above with reproducible, 

measured evidence, a dedicated harness exercised the 

unmodified production classes (TCPConnection, 

UDPConnection, VirtualTCPServer, SerialConnection 

ConnectionConfig, ResourceMonitor, SpoofingStrategy) 
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through their real public application programming interfaces. 

Each configuration was repeated five times (mean ± standard 

deviation). Measurements were collected on a Windows 10 

laptop (ARM64, Qualcomm 8-core processor, 15.6 GB 

RAM, Java HotSpot 64-bit VM 1.8.0), reported here for 

reproducibility since absolute throughput and latency figures 

are host-dependent.  

Table 5 reports the generation rate, frame loss, decoding 

accuracy, 95th-percentile latency and CPU/memory utilization 

as the number of simultaneous instruments N grows from 1 

to 100 in steps of 10 (plus N=1 and N=5), at the default rate 

(one sentence per second per instrument). Loss remained 0% 

and decoding accuracy 100% for all three protocols at every 

N tested, with CPU load confined to a narrow 3.1-5.8% band 

regardless of N or protocol (Figure 16). This is an evidence 

that the concurrency model implemented scales, on this host, 

up to 100 simultaneous instruments without measurable 

degradation. The highest generation rate observed was 93.17 

Hz, reached by UDP at N=100. The 95th-percentile latency 

(Figure 16b) fluctuates between 0.5 ms and 7.9 ms across 

repetitions without a systematic trend with N, consistent with 

scheduling and garbage-collection jitter on a shared host. 

 

 

Table 5.  Scaling of the Generation Rate, Loss, Decoding Accuracy, 95th-Percentile Latency and CPU/Memory Utilization with the Number of 

Simultaneous Instruments (N) and the Transport Protocol, at the Default Emission Rate (Mean ± SD, 5 Runs) 

Protocol N Rate (Hz) Loss (%) Decode (%) Lat. P95 (ms) CPU (%) Mem (%) 

UDP 1 0.94 0.00 100.0 2.77±1.94 4.14 8.21 

UDP 5 4.67 0.00 100.0 2.19±0.99 3.35 8.96 

UDP 10 9.34 0.00 100.0 2.43±1.16 5.49 10.28 

UDP 20 18.58 0.00 100.0 4.42±2.05 3.76 12.63 

UDP 30 27.98 0.00 100.0 7.64±8.79 3.71 5.78 

UDP 40 37.08 0.00 100.0 3.48±3.05 4.29 7.96 

UDP 50 46.45 0.00 100.0 2.39±1.22 4.63 11.03 

UDP 60 56.09 0.00 100.0 3.80±2.42 5.75 9.11 

UDP 70 65.03 0.00 100.0 1.08±1.01 5.03 10.34 

UDP 80 74.38 0.00 100.0 1.30±0.54 3.55 12.61 

UDP 90 82.70 0.00 100.0 7.86±15.74 4.02 4.81 

UDP 100 93.17 0.00 100.0 0.52±0.11 4.34 4.30 

TCP 1 0.93 0.00 100.0 1.78±0.85 3.26 5.25 

TCP 5 4.64 0.00 100.0 0.87±0.19 4.23 5.56 

TCP 10 9.27 0.00 100.0 0.80±0.32 3.34 6.18 

TCP 20 18.48 0.00 100.0 1.43±1.32 3.50 7.37 

TCP 30 27.57 0.00 100.0 1.09±0.46 3.81 9.29 

TCP 40 36.85 0.00 100.0 1.13±0.65 3.68 2.61 

TCP 50 46.23 0.00 100.0 0.53±0.40 3.63 4.58 

TCP 60 55.45 0.00 100.0 0.40±0.08 3.88 6.96 

TCP 70 64.93 0.00 100.0 0.39±0.11 3.96 8.04 

TCP 80 73.70 0.00 100.0 0.33±0.10 3.92 4.87 

TCP 90 82.59 0.00 100.0 0.41±0.12 4.13 5.98 

TCP 100 91.98 0.00 100.0 0.35±0.04 4.81 4.24 

Serial 1 0.93 0.00 100.0 1.05±0.93 4.02 5.48 

Serial 5 4.70 0.00 100.0 1.19±0.68 3.36 5.59 

Serial 10 9.35 0.00 100.0 1.74±1.05 5.09 5.85 

Serial 20 18.75 0.00 100.0 0.84±0.93 3.74 6.30 

Serial 30 28.36 0.00 100.0 0.53±0.39 3.27 6.87 

Serial 40 37.60 0.00 100.0 0.73±0.78 3.10 7.63 

Serial 50 46.78 0.00 100.0 1.09±1.07 3.42 8.60 

Serial 60 56.23 0.00 100.0 1.50±2.03 5.09 6.32 

Serial 70 65.40 0.00 100.0 1.55±2.70 4.75 3.27 

Serial 80 74.72 0.00 100.0 0.63±0.51 3.46 4.99 

Serial 90 84.58 0.00 100.0 0.66±0.46 3.10 6.81 

Serial 100 92.55 0.00 100.0 1.02±1.31 3.57 7.26 
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a)                                                            b) 

Figure 16.  (a) Aggregate sentence generation rate and (b) 95th-percentile end-to-end latency versus the number of simultaneous instruments (N=1 to 100), 

for UDP, TCP and Serial. Error bars are one standard deviation over 5 runs 

Table 6.  VirtualTCPServer Broadcast Fan-Out Latency and Loss as a Function of the Number of Concurrently Connected Clients (M) 

M Mean lat. (ms) Lat. P95 (ms) Loss (%) CPU (%) 

1 0.94 3.39±3.62 0.00 3.15 

2 1.08 4.52±5.06 0.00 3.38 

5 1.07 2.73±2.35 0.00 3.71 

10 1.27 2.57±1.49 0.00 3.59 

20 1.31 2.83±1.18 0.00 3.66 

30 1.37 2.89±0.91 0.00 3.66 

40 2.11 4.13±0.53 0.00 3.96 

50 2.32 4.79±0.67 0.00 3.80 

  

a)                                                            b) 

Figure 17.  (a) Mean and (b) 95th-percentile broadcast fan-out latency versus the number of concurrently connected clients (M=1 to 50). Error bars are one 

standard deviation over 5 runs 

Table 6 and Figure 17 report the multi-client broadcast 

capability of VirtualTCPServer. Fan-out delivery loss 

remained 0% up to 50 concurrently connected acquisition 

clients, with mean latency growing sub-linearly from 0.94 

ms at a single client to 2.32 ms at 50 clients. This result 

confirms that a single source instance can feed dozens     

of independent third-party acquisition packages without 

dropping a sentence, at a latency cost that stays in the low 

milliseconds. 

Figure 18 and Table 7 document the throughput ceiling 

under unthrottled back-to-back emission (no inter-sentence 

delay). UDP reached approximately 168,000 sentences per 

second but with 81.1% loss; TCP reached approximately 

9,200 sentences per second with negligible loss; Serial, being 

intrinsically bandwidth-limited by its configured baud rate, 

reached approximately 129 sentences per second with 0% 

loss. High loss under this saturation condition, particularly 

for UDP, reflects the receiver-side buffer being overwhelmed. 

CPU load under this stress condition scales with the protocol’s 

own overhead, from 40.5% for UDP down to 4.1% for Serial.  
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a)                         b)                            c)                            d) 

Figure 18.  (a) Generation rate, (b) loss, (c) decoding accuracy and (d) CPU load under unthrottled back-to-back emission, per protocol. The near-zero, 

oddly scaled axis in (b) for TCP and Serial reflects their exactly 0% measured loss rather than a plotting error 

Table 7.  Sentence Generation Rate, Loss, Decoding Accuracy and CPU Load under Unthrottled Back-to-Back Emission, per Protocol 

Protocol Rate (Hz) Loss (%) Decode (%) CPU (%) 

UDP 168024.8 81.08 100.0 40.5 

TCP 9199.5 0.00 100.0 8.7 

Serial 129.4 0.00 100.0 4.1 
 

  

a)                                                            b) 

 

c) 

Figure 19.  (a) Generation rate, (b) 95th-percentile latency and (c) CPU load as a function of the configured Serial baud rate, at the default emission delay. 

Error bars are one standard deviation over 5 runs 
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Figure 19 and Table 8 report the sensitivity of Serial 

performance to the configured baud rate, at the default 

emission delay, across the full 2400 to 115200 baud range. 

Generation rate remained statistically indistinguishable 

across this range (4.67 to 4.71 Hz), and CPU load varied only 

marginally (3.05% to 3.84%). The 95th-percentile latency 

shows a mild increase at the extremes of the tested range, but 

the confidence intervals overlap throughout, confirming that 

application-level pacing, not the physical bit rate, governs 

performance at this emission rate. Baud-rate effects only 

become visible once the offered load approaches the bandwidth 

ceiling identified in Table 7. 

Table 9 and Figure 20 report the measured detection   

rate of the adversarial layer against a simple, explicitly 

documented detector, over 5000 synthetic sentences at six 

injection probabilities spanning 5% to 50%. Checksum 

desynchronization and the current marker-based spatio- 

temporal-inconsistency implementation are both detected   

at 100% regardless of injection probability, the latter 

characterizing that marker’s detectability rather than a 

genuine position-plausibility check. Replay-attack detection 

is far more informative over this wider range, falling 

monotonically from 95.4% to 49.7% as injection probability 

rises from 5% to 50%, because the strategy’s history buffer 

retains originally generated content rather than the content 

actually placed on the wire. This is a reproducible interaction 

between the perturbation model and a lightweight, sequence 

-based detector that argues for content-based replay detection 

in future integration work. The false-positive rate remained 

exactly 0% throughout for all three strategies (Table 9), that is, 

no unperturbed sentence was ever incorrectly flagged. 

Beyond this benchmark, Table 10 illustrates a representative 

multi-instrument deployment actually configured on the 

same host (the same illustrated in Figures 6 to 10), captured 

read-only by the platform’s Live Session diagnostic (which 

inspects the running configuration without generating any 

traffic of its own). 16 instruments spanning 10 UDP, 2 

TCP-server, 3 TCP-client and 1 Serial connection, of which 

6 are configured to listen for an incoming connection and 10 

to transmit or connect out, a concrete instance of the 

heterogeneous, simultaneously bidirectional workload the 

scaling results above are intended to characterize. 

Table 8.  Generation Rate, 95th-Percentile Latency and CPU Load as a Function of the Configured Serial Baud Rate, at the Default Emission Delay 

Baud Rate (Hz) Lat. P95 (ms) CPU (%) 

2400 4.70 0.65±0.36 3.05 

4800 4.67 0.61±0.22 3.84 

9600 4.67 0.60±0.43 3.67 

19200 4.69 0.78±0.48 3.75 

38400 4.67 1.26±0.91 3.66 

76800 4.68 0.79±0.66 3.75 

115200 4.71 1.68±1.56 3.76 

Table 9.  Measured Detection Rate (%) of Each Adversarial Perturbation Strategy versus the Configured Injection Probability (Mean ± SD, 5 Runs of 5000 
Sentences) 

Strategy Injection (%) Detection (%) False pos. (%) 

Checksum desynchronization 5 100.0±0.0 0.0 

Checksum desynchronization 10 100.0±0.0 0.0 

Checksum desynchronization 20 100.0±0.0 0.0 

Checksum desynchronization 30 100.0±0.0 0.0 

Checksum desynchronization 40 100.0±0.0 0.0 

Checksum desynchronization 50 100.0±0.0 0.0 

Replay attack 5 95.4±1.1 0.0 

Replay attack 10 89.1±0.6 0.0 

Replay attack 20 80.0±1.9 0.0 

Replay attack 30 69.6±0.7 0.0 

Replay attack 40 60.3±0.9 0.0 

Replay attack 50 49.7±1.4 0.0 

Spatio-temporal inconsistency 5 100.0±0.0 0.0 

Spatio-temporal inconsistency 10 100.0±0.0 0.0 

Spatio-temporal inconsistency 20 100.0±0.0 0.0 

Spatio-temporal inconsistency 30 100.0±0.0 0.0 

Spatio-temporal inconsistency 40 100.0±0.0 0.0 

Spatio-temporal inconsistency 50 100.0±0.0 0.0 
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Figure 20.  Measured adversarial detection rate versus the configured injection probability (5% to 50%), for the three SpoofingStrategy implementations 

(mean ± SD, 5 runs of 5000 sentences) 

Table 10.  Representative Multi-Instrument Deployment (Live Session Diagnostic, Read-Only, No Traffic Generated): Equipment Count by Connection 
Type and by Listening versus Transmitting/Connecting-Out Role 

Connection type Count Listening Transmitting/connecting out 

UDP 10 4 6 

TCP Server 2 2 0 

TCP Client 3 0 3 

Serial 1 0 1 

Total 16 6 10 

 

Figure 21.  The Connectivity Benchmark window, showing the fully customizable charting sidebar (font size, line thickness, marker size, per-series colour, 

log scale) applied to the multi-client broadcast CPU load results of Figure 17 



28 Michel Mfeze et al.:  A Software-in-the-Loop Platform for the Simulation, Integration and 

Validation of Multi-Sensor Navigation, Hydrographic and Geophysical Survey Systems 

 

Finally, Figure 21 illustrates the benchmark window. 

Every result above can be re-plotted interactively rather than 

read only as a static chart: font size, line thickness, marker 

size, per-series colour, linear/logarithmic scale and the 

inclusion of standard-deviation error bars are all adjustable at 

runtime, and the resulting chart, together with its underlying 

numeric data, can be exported directly from the same 

window. 

4.4. Representative Fault-Detection Case Study 

To ground the adversarial-detection results of Section 4.3 

in a concrete acquisition chain rather than an abstract 

sentence stream, consider the PRIMARY GNSS RECEIVER 

instance of the representative deployment in Table 10 (UDP, 

destination 127.0.0.1:10110), configured to emit $GPGGA 

position fixes at the platform’s default rate. Enabling 

SpoofingStrategy. ReplayAttack (Section 3.7) on this instance 

with a 10% injection probability, the exact configuration 

used to produce the corresponding row of Table 9, causes 

approximately one in ten emitted position fixes to be silently 

replaced by a verbatim copy of an earlier fix from the same 

instrument’s short rolling history, exactly as an attacker 

rebroadcasting a captured GNSS signal would. 

Over a 5000-sentence run, this deliberately injects 

approximately 500 replayed fixes. Feeding the resulting 

stream through the sequence-continuity detector used 

throughout Section 4.3, which flags a sentence whenever  

its declared sequence number has already been observed, 

correctly identified 89.1±0.6% of them (Table 9), preventing 

the corresponding stale position fixes from silently reaching 

a downstream navigation display. The remaining fixes that 

evaded detection did so for a documented, mechanistic 

reason: ReplayAttack’s history buffer retains the content it 

originally generated rather than the content actually placed 

on the wire, so a fix replayed while an earlier replay of the 

same fix is still within the detector’s observation window can 

carry a sequence number the detector has already cleared. 

This complete chain, instrument configuration, deliberate 

fault injection, automated detection, and a quantified 

pass/fail outcome, is exactly the acceptance-style workflow 

that Section 3.9’s reception mode exposes at the user-interface 

level for testing a real instrument’s own output port; the   

case above substitutes a simulated source for concreteness 

and reproducibility, but the connection abstraction, the 

perturbation layer and the detection logic are the same 

production code exercised, throughout this paper. While a 

rigorous cost/time comparison against a conventional sea 

trial is beyond the scope of this benchmark and is left     

for future work, the case above required no vessel time,   

no physical GNSS receiver, and no weather window. The 

complete fault-injection-to-detection cycle ran in well under 

a minute on a laptop-class host (system characteristics 

reported at the start of Section 4.3). This is a qualitative 

indication of the workflow-level time savings the platform  

is intended to provide for routine acquisition-chain 

verification. 

5. Discussion 

5.1. Interpretation of the Findings 

The most instructive result of this work is not the number 

of formats supported but the effect of unifying emission and 

reception behind a single connection abstraction. Because an 

instance declares its expected format before it is used, the 

reception mode inherits, at no additional cost, a reference 

against which incoming traffic can be judged. Conformance 

checking, which in a purely receiving tool would require  

the operator to supply a specification, here emerges as a 

byproduct of the emission model. This is the architectural 

reason why the pass-or-fail indication of Section 3.9 could be 

implemented without adding a specification language to the 

platform, and it explains why the bidirectional design is more 

than the juxtaposition of two tools. 

A second finding concerns instrumentation. The unification 

of traffic metrics described in Section 3.4 acts as a reminder 

of practical significance for anyone building a comparable 

supervisor, that a monitoring subsystem must be validated 

against the paths that actually carry the load and not only 

against the path that was instrumented first. Once both paths 

feed the same counters, the heatmap and the global readout 

become consistent under every mode of use, which is the 

condition for using them as an objective measurement rather 

than as a decorative indicator. 

A third finding concerns the error model. Making the 

noise bounds a selectable property rather than a hard-coded 

constant changes the nature of the generated data. A stream 

is no longer merely noisy; it is noisy in a way that can be 

named, declared, and audited. An engineer can state that a 

given acquisition chain was tested against streams whose 

dispersion corresponds to Order 1a of the S-44 standard, and 

that statement is verifiable because the bounds are derived 

from the published formulation of the standard rather than 

chosen arbitrarily. This traceability is what allows the platform 

to be used inside a formal verification and validation process 

rather than only during exploratory debugging. 

5.2. Novelty with Respect to the State of the Art 

Relative to the four families reviewed in Section 2.2, the 

contribution of the platform can be located precisely. 

Generic NMEA simulators offer emission of a few ideal 

formats; the platform extends this to several hundred formats 

and adds bounded contextual noise and network transports. 

Vendor suites offer realism within a closed ecosystem; the 

platform offers comparable realism across vendors and 

exposes the error model instead of hiding it. Ad hoc scripts 

offer flexibility for developers; the platform retains that 

flexibility through its scripting engine while making the 

common cases accessible to an operator through a graphical 

interface. Marine robotics simulators such as HoloOcean [9] 

model the physics of the environment and the perception of  

a vehicle; the platform models the linguistic and electrical 

interface of the instruments, which is the layer those simulators 

assume to exist. 
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The bidirectional principle has, to the authors' knowledge, 

no equivalent in the reviewed literature. Test benches 

described in the hardware-in-the-loop studies of Section 2.3 

verify the behaviour of a control algorithm fed by simulated 

data, whereas the reception mode described here verifies the 

behaviour of a physical device on its own output port. These 

two verifications are complementary and, in an integration 

campaign, sequential: the output port must be proven correct 

before the algorithm consuming it can be meaningfully 

tested. Providing both in one tool, with one connection 

abstraction and one interface, shortens that sequence 

considerably. 

Table 11 substantiates this positioning against four named, 

currently available alternatives rather than tool categories 

alone: a commercial acquisition suite (QPS Qinsy [37]), a 

commercial NMEA-0183 stress-test generator (NMEAWiz 

[38]), an open-source single-vessel generator (NMEASimulator 

[39]), and the bespoke research hardware-in-the-loop testbeds 

of Section 2.3 [3]-[6]. None combines multi-protocol transport, 

catalogue breadth, a standard-traceable error model, adversarial 

testing and scripting in one platform, reinforcing the gap 

identified in Section 2.7. 

5.3. Contribution to Maritime Cybersecurity 

Because it fully controls the content of the emitted 

sentences and can also receive and decode external streams, 

the platform constitutes both a dataset generator and a 

monitoring point for security work. As NMEA 0183 carries 

no authentication, the injection of falsified sentences and the 

spoofing of GNSS and AIS signals remain established 

threats to shipborne systems [7], [21], [22]. By producing 

nominal and corrupted scenarios reproducibly, and by 

listening to and decoding the actual stream of a device, the 

tool allows anomaly detectors based on sentence-integrity 

monitoring to be trained and evaluated [23], complementing 

the hardware-in-the-loop benches of the literature [3]. 

The spoofing layer of Section 3.7 makes this contribution 

concrete and gives the cybersecurity tester a first-class 

anchor at the level of the user interface. Its three modes were 

chosen to span three distinct detection problems. Replay 

defeats detectors that examine a single sentence in isolation, 

because every replayed sentence is individually valid. 

Checksum desynchronization is trivially detectable by           

a conforming parser and therefore serves as a control  

condition and as a test of the parser itself. Spatio-temporal 

inconsistency targets plausibility checks that cross-compare 

position, speed and heading, which is the class of detector 

most likely to be deployed in practice. Generating the   

three independently, and combining them freely with a 

declared metrological error model, allows a detector to be 

characterized on a grid of conditions rather than on a single 

corrupted capture. 

Table 11.  Positioning of LSUGeoSimulator with Respect to Existing Hydrographic/Navigation Acquisition, NMEA-Generation, and 
Hardware-in-the-Loop/Software-in-the-Loop Testing Solutions 

Platform Category Protocols 
Instrument / 

sentence breadth 

Metrological 

error model 

Adversarial 

(cybersecurity) 

testing 

Scripting  

& session 

persistence 

QPS Qinsy 

[37] 

Commercial 

acquisition & 

processing suite 

(production tool) 

Serial,  

UDP, via 

per-instrument 

I/O drivers; no 

multi-client 

broadcast 

Broad driver library 

for real sensors, not a 

synthetic generator 

None (consumes 

real sensor 

accuracy;  

offline Replay  

of recorded 

surveys only) 

Not addressed 

Proprietary 

per-survey database; 

no scripting API  

for synthetic streams 

NMEAWiz 

[38] 

Commercial 

NMEA-0183 

generator /  

stress-test utility 

Serial or UDP  

(no TCP, no 

multi-client) 

~18 sentence types; 

one instrument class 

per running instance 

Manual, 

unstructured 

noise on 

speed/heading/de

pth 

None 

Custom test files  

at fixed rate;  

no scripting 

language, no session 

persistence 

NMEASimulat

or 

(open-source) 

[39] 

Free 

NMEA0183/Signal 

K stream generator 

UDP; 

GPX/KML or 

log-file replay 

Single simulated 

vessel 

(position/heading/sp

eed/depth/engine) 

None None 

Track/log replay 

only; no 

multi-instrument 

session state 

Research HIL/ 

digital-twin 

testbeds [3]-[6] 

Bespoke academic 

rigs (collision 

avoidance, 

autonomous sailboat, 

underwater vehicle, 

scale-model ship 

basin) 

Case-specific, 

single-vehicle 

interface 

Narrow, tailored to 

one platform under 

test 

Physics/dynamics

-level, not 

NMEA-sentence-

level 

Not addressed 

Experiment-specific; 

not published as 

reusable sessions 

LSUGeoSimul

ator (this work) 

General-purpose 

multi-instrument SIL 

platform 

Serial, UDP, 

TCP client/ 

server, multi- 

client broadcast 

(VirtualTCPSer

ver) 

36 categories,  

133 instruments, 

multiple sentence 

formats (Tables  

2 and 12) 

Selectable RTK / 

IHO S-44 / 

Degraded bounds 

per field category 

Replay, checksum 

desynchronization, 

spatio-temporal 

inconsistency 

(Section 3.7) 

Python/Lua/Java 

scripting engine; full 

session save/restore 
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5.4. Limitations 

Several limitations remain and should be stated explicitly. 

The Swing interface, although functional and familiar to 

operators, would benefit from modernization. Support for 

proprietary binary formats is essentially symbolic, being 

limited to a hexadecimal representation for both emission 

and reception, and calls for genuine encoding and decoding. 

More fundamentally, the simulator generates sentences 

independently of one another: it does not yet model the coherent 

dynamics of a carrier feeding all sensors synchronously, so a 

heading emitted by the gyrocompass instance and a course 

emitted by the GNSS instance are not constrained to agree. 

Conformance checking in reception is automated at the 

format level, that is, on the prefix and the field count, but not 

yet at the field level, so a sentence with the correct structure 

but a corrupted individual value, an out-of-range checksum 

or an implausible coordinate is still interpreted as valid; 

per-field validation against physical bounds is the natural 

next step. Finally, dynamic Java compilation, although it is 

one of the more original features of the platform, raises 

performance and security questions that must be controlled 

before use in a production environment. 

Similarly, the spatio-temporal inconsistency perturbation 

currently appends an explicit marker rather than rewriting 

the affected coordinates, so the detection rate reported in 

Section 4.3 characterizes marker-based detection rather than 

a genuine position-plausibility check. Implementing the 

latter, together with a content-based replay detector, is a 

direct extension of the adversarial layer. 

6. Conclusions 

The objective of this paper was to design, implement and 

evaluate a bidirectional software-in-the-loop platform able  

to emulate the output of marine survey and navigation 

instruments and, in the same environment, to test the output 

port of a real instrument. That objective has been met. 

LSUGeoSimulator organizes 36 categories, 133 instruments 

and several hundred sentence formats in a three-level 

hierarchy; it routes all traffic through a single connection 

abstraction shared by emission and reception over serial, 

TCP and UDP links; it injects bounded contextual noise 

whose bounds are traceable either to a real-time kinematic 

solution, to a declared order of survey of the IHO S-44 

standard, or to a degraded scenario; and it adds an 

independent adversarial layer producing replay, checksum- 

desynchronization and spatio-temporal-inconsistency streams. 

The evaluation conducted along the five axes of 

exhaustiveness, realism, bidirectionality, concurrency and 

reproducibility confirms the results announced in the abstract. 

Generated sentences are syntactically valid and temporally 

consistent, and their dispersion remains within the declared 

uncertainty budget. Received streams are decoded, counted, 

logged and automatically compared with the expected 

sentence at the format level, which yields a live pass-or-fail 

indication and removes the need for a manual character-by 

-character comparison. Dozens of instances run concurrently 

under a bounded thread pool, with throughput and load 

measured consistently from a single unified source. Session 

persistence and the scripting engine make a test case 

reproducible and shareable. By transferring integration risk 

from the sea to the laboratory, the platform reduces the   

cost and the lead time of offshore commissioning while 

improving the reproducibility of the tests. 

Future work follows directly from the limitations 

identified in Section 5.4. The first perspective is field-level 

conformance checking against physical value bounds, extending 

the format-level check already in place. The second is 

coupling to a kinematic model of the vessel or of the 

remotely operated vehicle, so that all sensor streams become 

mutually consistent, which is the decisive step towards a 

genuine digital twin [13], [14]. Further perspectives include 

extended support for binary formats in both directions, a 

representational state transfer interface and a headless mode 

for continuous integration, externalization of the equipment 

hierarchy in an interchange format, a graphical editor     

for temporal scenarios, and exploitation of the platform as   

a dataset generator both for cybersecurity research and for 

the training of autonomous-perception systems [2], [23]. An 

open-source release could ultimately turn the platform into   

a reference community resource for the sector. 

Appendix. Exhaustive Equipment 
Catalogue 

The following table lists the complete content of the 

equipment hierarchy used by the platform, that is, 36 

categories and 133 instruments, together with the prefixes 

and formats attached to each instrument, its typical key fields, 

and its operational role. It is provided so that the coverage 

claimed in Section 3.1 and evaluated in Section 4.2 can be 

verified independently. 

 

Table 12.  Detailed Catalogue of the Equipment Hierarchy: 36 Categories and 133 Instruments 

Category Equipment Prefixes and formats Typical key fields Operational role 

AIS Generic AIS $AIVDM, $AIVDO 

Fragment count, fragment 

number, sequential ID, 

channel, payload, fill bits 

AIS broadcast/reception for 

traffic tracking, navigation 

safety, and collision 

avoidance 

 AIS Target AIVDM_TARGETS 
Sentences, sentence number, 

target data, fill bits 

AIS target encapsulation; 

vessel tracking in marine 
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Category Equipment Prefixes and formats Typical key fields Operational role 

operations 

Annotation Delph 1 Annotation DELPHANN Date, time, type, event, note 
Event marking; line or 

mission annotations 

 
Dowty 200 

Annotation 
DOWTYANN Date, time, comment 

Survey or operations log 

annotation 

 
EPC 1086 

Annotation 
EPC1086ANN Date, time, event, comment 

Event marking in 

hydrographic acquisition 

 
EPC4800 

Annotation 
EPC4800ANN Date, time, event, comment 

Survey annotation, 

particularly along lines or at 

points 

 
EPC9800 

Annotation 
EPC9800ANN Date, time, event, comment 

Acquisition annotation; 

operational traceability 

 Odom Annotation ODOMANN Date, time, event, comment 
Logging of events related to 

odometry or survey progress 

Cathodic 

Protection 
CP CP Not defined 

Offshore cathodic protection 

monitoring 

CMS/ 

Integration 
Generic CMS CMSDATA CMS data 

Integration of 

motion/compensation 

sensors 

 Heave Correction HEAVECORR Heave, correction 
Swell/heave correction for 

bathymetry and navigation 

 Steinco CMS STEINCO Motion data 
CMS integration for motion 

compensation 

Converters 
Special A/D 

Converter 
ADCONVERTER Converted analog signals 

Analog-to-digital sensor 

acquisition 

CTD/SVP SAIV204 DSS SAIV_DSS CTD/SVP data 

Oceanographic 

measurements for acoustic 

sound-speed correction 

 SBE49 CTD SBE49 CTD 

Temperature, salinity, and 

pressure; sound-velocity 

profile 

 Valeport MIDAS 2 VALEPORT_MIDAS2_CTD CTD 
Environmental profile for 

hydrographic surveys 

 Valeport Proc 1 VALEPORT_PROC1_CTD CTD 
Water-column profile and 

sonar correction 

 Valeport Proc 2 VALEPORT_PROC2_CTD CTD 

Oceanographic 

instrumentation, as 

applicable 

Data 

Acquisition 
NASNetR Daq $NASCRD_DAQ, $PNASCRD_DAQ Raw acquisition 

Collection and recording of 

mission data 

 
NaviPac Event 

Logging 
EVENT Events Survey event log 

 
NaviPac Raw Data 

Logging 
BINARY_ASCII, CSV Raw data Raw-stream logging 

 
Promaster Data 

PDPC 
PDPC Acquisition data 

Acquisition and system 

integration 

Data Output Atlas Hydrographic 

ATLAS_ANNOT, ATLAS_BATHY,  

ATLAS_CSV, ATLAS_MARK,  

ATLAS_FREE, AHPOS, 

ATLAS_ROUTE, ATLAS_SVP, 

ATLAS_TIDE, ATLAS_XYZ 

Bathymetry, SVP,  

tide, route, position 

Multi-product hydrographic 

export 

 CODA Octopus 
CODA_CSV, CODA_EVENT, 

CODA_XTF_NAV 

CSV, events, navigation, 

XTF 

Export to CODA/Octopus 

systems 

 ELAC Hydrostar 
ELAC_SVP, ELAC_TIDE, 

ELAC_TRACK, ELAC_XYZ 
SVP, tide, track, XYZ 

ELAC formats for 

navigation and bathymetry 

 NaviPac Output 

$GPEVT, $SFPOS, NAVIPAC_ANNOT, 

NAVIPAC_CSV, NAVIPAC_BINARY, 

NAVIPAC_OBJ, CMP, 

NAVIPAC_MULTI_OBJ, 

GNSS, course, timing, 

objects, coordinates 

Versatile outputs for 

navigation, overlay, and 

recording 
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Category Equipment Prefixes and formats Typical key fields Operational role 

NAVIPAC_OBJ_EXPANDED, IMCA, 

$GPGLL, $GPGSA, $GPGST, $GPGSV, 

$GPRMC, $GPVTG, $GPZDA, $xxHDT, 

$GPGGA, RLX, WPT, XYZ, 

NAVIPAC_USER, WF 

 
PHINS/ROVINS 

Output 
$PIXSE Inertial position/attitude 

INS output for ROV and 

precision navigation 

 Triton ISIS 
ISIS_EVENT, ISIS_NAV, $GPHDT, 

$GPGGA, ISIS_XTF_NAV 

Events, navigation, course, 

GNSS 

Sonar/ROV/subsea system 

export 

 Tug Boat 
CMP_TUG, TUGEVENT, $TGHDT, 

TUGNAV, $TGGGA 
Position, course, events, tug 

Tugboat tracking and related 

operations 

Display EIVA 3D Display EIVA3D 3D display 
Visualization of surveys and 

objects 

Dredging 
EIVA Dredging 

CSV 
DREDGE Dredging data Dredging-operation control 

Dynamic 

Positioning 
Acoustic Targets TGT1, EXT_TGT, SDYNE_TGT 

Target ID, depth, heading, 

offsets 

Acoustic target tracking; 

dynamic positioning support 

 Anchor Control 
ANCHOR_CTRL, $PNASCRD, 

ROUTE_ANCHOR 
Heading, tension, length 

Anchor control, mooring, 

and navigation assistance 

 Autopilot 
AUTOPILOT, $HEAPB, $GPAPB, 

$SDAPA 

XTE, bearing, waypoint, 

heading 

Automatic guidance and 

steering 

 DP Systems 

HUGIN2001, NAVICAT, DREDGE, 

$PSIMSSB, 

KONGSBERG_DP_HIPAP_HPR 

Position, heading, quality, 

motion 

Dynamic positioning and 

heading/motion fusion 

 Event Markers DP_EVENT Date, time, object ID Mission event markers 

 LBL Systems 
LBL_MULTI_CODE, MICROFIX, 

HYPERFIX, POLARTRACK 
Range, code, target ID 

Long-baseline acoustic 

positioning 

 LEM30 Height 
LEM30, LEM30 Height (CSV/ASCII), 

LEM30 Height NMEA 
Height/distance 

Height measurement for 

position/offset control 

 Mobile Objects 

MOBILE_OBJ, $PNDPO, REMOTE 

NAVIPAC OBJECT, REMOTE 

NAVIPAC OBJECT_GPS 

ID, position, heading, depth 
Tracking of mobile objects, 

vehicles, ROVs, and tools 

 Multi-Target MULTI_TGT, $PNRDO Multiple targets, ranges Multi-target tracking 

 NaviPac Raw Data BINARY_ASCII, CSV, EVENT Raw logs Operational recording 

 NMEA Positioning 

$PTNL, $GPDTM, $GPDP, $GPGNS, 

$GPGBS, $GPGSA, $GPHDT, $GPVHD, 

$GPLLQ, $GPGLL, $GPGST, $GPRMC, 

$GPROT, $GPGSV, $GPVTG, $GPZDA, 

$GPGGA 

Position, time, quality, 

heading 

Navigational fusion, 

correction, and quality 

control 

 Promaster Data PDPC Acquisition System integration 

 Route/Waypoint $PFFO, ROUTE_WP, WP_ALARM Waypoint, alarm, route Route following and alerts 

 Sonardyne Systems 

SDYNE_DPT, $SDDPT, 

SDYNE_PRESS, MINI_HNAV, 

SPRINTNAV, TRACKPOINT 

Depth, pressure, navigation, 

trackpoint 

Subsea sonar/USBL/INS 

positioning 

 UDP Output UDP_ASCII ASCII over UDP 
Real-time broadcast of 

navigation data 

Echosounder

/Altimeter 
Altimeters B, %DSTC, %DALT, Odom, Ulvertech Altitude, depth, distance 

Altitude/seabed 

measurement for bathymetry 

 AML Systems 

AMLBaseX, NCTPS, AMLMicroX, 

AMLMinosX, AMLPlusX, *Pressure, 

AMLSmartX, AMLDepth, 

$SDDPT, %DALT 

Pressure, depth Depth and pressure sensors 

 EdgeTech Systems 

Edge2050, Edge2205, Edge2300, 

Edge3400, Edge4125, Edge4200, 

Edge4360A, Edge4380, Edge5112, 

Edge6205, Edge8011M, Edge8242XS, 

EdgeAA100, %DALT, EdgeBRT6000, 

EdgeCAT, EdgeHLR, EdgePACS, 

EdgeSPORT 

Range, depth, altimeter 

values 

High-resolution 

sonar/altimeter; bathymetric 

and sub-bottom survey 
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 Generic Depth $HEDBT, $SDDBT, $SDDPT Depth Standard bathymetry 

 MacArtney DA, TRIAXUS_ES Depth, altimeter Towfish and towed sensors 

 NMEA Depth 
$xxDBS, $xxDBT, $xxDPT, $HEDBT, 

$SDDBT, $SDDPT 
Depth NMEA depth measurement 

 Reson DA, SD, Seabat Depth / sonar 
Multibeam bathymetry and 

sonar survey 

 Simrad 
D, EA300P, $SDDPT, D1, $SDDBT, 

$HEDBT, EK60, EK80, UK90 
Depth/echo data 

Scientific sonar, bathymetry, 

and acoustics 

 Sonardyne Depth DPT, $SDDPT, LNAV, *SonPressure Depth, pressure 
Depth correction and sonar 

navigation 

 Valeport ValeportCTD, D Depth Coastal depth / CTD 

 Other PS30, VarDepth Variable depth 
Miscellaneous depth 

measurements 

Fluorometer/

Turbidity 
Turner C6 TurnerC6 Fluorescence, turbidity, time 

Water quality and coastal 

environment 

 WETLabs FLNTU FLNTU 
Chlorophyll, turbidity, 

temperature 

Environmental monitoring 

and coastal dynamics 

Geotechnical ROTS II Data ROTSIIData Value, position, KP Marine geotechnical testing 

 ROTS II Parameters ROTSII Parameters A-F 
Geotechnical and instrument 

parameterization 

GNSS 
NMEA Position 

Messages 

$GNGGA, $GNGLL, $GPGGA, 

$GPGLL, $GNGXP, $GPGXP 
Time, lat, lon, quality, height Basic GNSS position 

 
NMEA Navigation 

Messages 

GNSS_ERROR, $GNRMC, $GPRMC, 

$GNVTG, $GPVTG, $GNTLL, $GPTLL 

Course, speed, status, 

waypoint 

GNSS navigation and route 

following 

 
NMEA Time/Date 

Messages 
$GNZDA, $GPZDA Time, date, zone offset Time synchronization 

 UKOOA Formats LVT, UKOOALVT, UKOOAExt 
Lat, lon, depth, heave, pitch, 

roll 
UKOOA offshore formats 

 Syledis Systems SyledisSB5, SyledisSTR3, SyledisXY Range, XY, status Proprietary positioning 

 Trimble Systems Trimble4000, CB460, TrimblePPS Time, lat, lon, altitude 
Precise GNSS 

positioning/timing 

 
Proprietary GNSS 

Formats 

$GPGXY, Geco-Prakla GPS (GECO3), 

$GGK, Remote GPS CSV, rGPS, Skyfix, 

NautronixRS9, ZDAPPS 

X/Y, height, GPS week, 

satellite info 

Proprietary GNSS formats 

and survey integration 

Gyrocompas

s 

Generic NMEA 

Formats 

$HDG, $HEVHW, $HEHDG, $HEROT, 

$GPHDT, $HEHDT, $YAW, $GNHDG, 

$GPHDG 

Heading, deviation, variation, 

ROT 

Gyro heading for navigation 

and sonar 

 Applanix Systems $GRP, POSMVUDP Roll, pitch, heading, heave 
Attitude and inertial 

navigation 

 IXSEA Systems $PHTRO Roll, pitch, heading Gyro/attitude for survey 

 TSS Systems TSSMRU, TSS1Gyro, TSS2Gyro Heading, roll, pitch 
MRU/gyro for motion 

correction 

 CDL Systems CDLRLG, $PTVF Heading, roll, pitch 
Heading and attitude 

reference 

 
Generic ASCII 

Formats 
GYRO, HEADING, YAW Heading/yaw 

Simple heading for 

integrated systems 

 
Manufacturer 

Specific 

$HCHDT, $PSIMSNS, CTCGyro, 

DigilogGyro, $PTNTHPR, $PSSI, 

KVHGyro, TravOcean, MDL, 

RobertsonGyro, $CHDT 

Heading, pitch, roll, status 
Proprietary or multi-sensor 

gyro heading 

 Special Formats GYROTEST, ManualGyro Heading, test values Test and manual entry 

INS/Position PHINS Systems PHINS 
Date, time, X, Y, depth, 

heading 

Precision INS for navigation 

and bathymetry 

 Plough Systems $SMD1, $SMDGEN 
Pitch, roll, heading, depth, 

tension 

Plough/tool tracking and 

cable lay 

 
Other Position 

Systems 
DOFPIPE, RDO1 Position, depth, heading Specialized positioning 
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Category Equipment Prefixes and formats Typical key fields Operational role 

Integration Integration Systems 
NAVSCANSET, NAVSERVER, 

$EivaObject, ArcScene, NaviScanPos 

Mode, reference, position, 

heading, course 

Fusion and integration 

toward survey software 

 Remote GPS Remote GPS 
GNSS ID, date, UTC, lat, lon, 

altitude 
Remote GPS input 

 Position to Seatools VesselPos Easting, northing, altitude Vessel position to Seatools 

Line Data Kongsberg RDN50 RDN50LINE Line ID, start/end coordinates Survey-line definition 

Log OS-9 Data OS9LOG Date, time, event, value System log 

Magnetomet

er 
Geometrics Systems GEOMETRICS Magnetic field 

Magnetic geophysics and 

anomalies 

Motion 

Sensor 

NMEA Motion 

Formats 
$PSXN, $PHTRO, $GNHRP 

Surge, sway, heave, roll, 

pitch, yaw 

Motion for inertial 

correction 

 
ASCII Motion 

Formats 

ATT, HEAVE, PITCH, ROLL, 

ROLLPITCH, RPH, :TQ, :SQ 
Roll, pitch, yaw, heave, accel Motion compensation 

 
CSV Motion 

Formats 
CSV_ATT, CSV_RPH Roll, pitch, heading CSV logging/exchange 

 Applanix Motion $GRP Roll, pitch, heading, heave Dynamic attitude 

 
Manufacturer 

Specific 

$ROV, Aanderaa 4330, FFI Kalman prog, 

Generic NMEA Attitude, Generic NMEA 

Heave, Generic NMEA Pitch, Generic 

NMEA Roll, Generic NMEA 

RollPitchHeading 

Attitude, heave, variance Vessel or vehicle motion 

 TSS NMEA Formats $PSXN Motion values MRU/attitude 

Navigation Autopilot Systems 
$GNAPA, $HEAPB, $GPAPA, $GPAPB, 

$SDAPA, $GNXTE, $GPXTE 
XTE, steering, waypoint Autopilot and guidance 

 EIVA Navigation 
POI_ASCII, RLN_ASCII, RLX_ASCII, 

WPT_ASCII 
POI, runline, waypoint 

Navigation and line 

following 

 NMEA Navigation $GNTGT, $GPWPL Waypoint, target, position Waypointing and navigation 

 Offset Systems OFFSET, RESON_OFFSET dX, dY, dZ 
Instrument and geometric 

offsets 

 Runline Systems $GNMKP, $GNTXT, NAV KP, runline, status 
Line following and 

kilometric point (KP) 

Pressure Pressure Sensors 
AANDERAA_PRESS, 

SEABIRD_PRESS, VALEPORT_PRESS 
Pressure, time, temperature Pressure/depth measurement 

Radar Radar Systems 
FANBEAM_MKII, FANBEAM_MDL, 

RAYTHEON 
Range, bearing, target, status 

Obstacle detection and target 

tracking 

 
Generic Radar 

NMEA 
$RATTM, $RARSD Target range/bearing, scale 

Surface radar and collision 

avoidance 

Remote 

Control 
NaviPac Remote REMOTE_CTRL Date, time, object ID, mode Remote control 

Robot 

Tracking 

Systems 

Rob Track $DNRTR Tracking values Robotic tracking 

ROV 
ROV Overlay 

Systems 

ROV_OVERLAY_ATTITUDE, 

ROV_OVERLAY_EVENT, 

ROV_OVERLAY_FREEFORMAT, 

ROV_OVERLAY_HEADING, 

ROV_OVERLAY_MODEL_LINK, 

ROV_OVERLAY_NMEA_GGA, 

ROV_OVERLAY_POSITION 

Attitude, heading,  

position, event 
ROV overlay and telemetry 

 ROV Solo Systems 
ROVSOLO_DEPTH, 

ROVSOLO_MOTION 
Depth, motion Autonomous ROV telemetry 

 
Manufacturer ROV 

Systems 

MAGNUMROV, MAGNUM_GYRO, 

MAGNUM_RP, SCVROV, 

SCVROV_DEPTH, SCVROV_MOTION, 

TRITONXL, $PPTIROV 

ROV, gyro, motion, depth 
Manufacturer support for 

ROV operations 

 Positioning Systems 

MANUAL_RP, MDL_RP, 

NASNETR_RP, NAUTRONIX_RS9_RP, 

RPH_ROV, $SMD2, POSIDONIA_RP, 

$GRP_102, PRDID_RP, 

Roll, pitch, heading, position 
ROV positioning and 

attitude 
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NAVIPAC_REMOTE 

 Sonardyne Systems 
FUSION, LNAV, 

SONARDYNE_SON2_RP 
Nav, RP, position Acoustic ROV navigation 

 Seatex/Seapath $PSXN_SEAPATH, $PSXN_SEATEX Attitude, motion Seatex/Seapath integration 

 TSS Systems TSSDMS05_RP, TSS332_RP Roll, pitch ROV attitude 

 Other ROV Systems 

MOTION_GENERIC, 

TOPCON_RTK_PITCH, TRIAXUS_RP, 

USER1 

Motion, pitch, custom data Specific ROV formats 

Seismic Seismic Systems DIGISHOT, GECO Shot/event data Marine seismic acquisition 

Sensors ADCP $PD0, $PDVL, :BI Current profile, velocity Currents and DVL/ADCP 

 Anemometer $HEMWV, $WIMWV, $HCMWV Wind angle/speed/status Wind for marine operations 

 
Current 

Measurement 

VALEPORT_CM, 

VALEPORT_CM_PROCESS, 

$RDI_CURRENT_PROFILER 

Currents, profiles Current measurement 

 Sercel Nautilus NAUTILUS Proprietary sensor data Proprietary sensor 

 Speed Log/DVL 
$PD0, $PDVL, :BI, $HEVHW, $SDVHW, 

$HEROT 

Speed over ground/water, 

heading 

Speed and heading over 

ground/water 

 Steinco AMS AMS Motion/sensor data Auxiliary sensor 

Side Boats Tug Boat Systems MOVING_TUG, STATIC_TUG Tug status Tug/side-boat tracking 

 
Side Boat 

Configuration 
SIDEBT_CFG, SIDEBT_OVERLAY Config, overlay Side-boat configuration 

 Side Boat Data 
SIDEEVT, SB, $SBHDT, $SBGGA, 

SIDEBTPOSITION 

Event, heading, GNSS, 

position 
Side-boat positioning 

Sonar 
EdgeTech Sonar 

Systems 
EDGETECH 

Sonar data, bathymetry, 

sub-bottom 

Sonar and marine 

geophysical surveys 

 MKII Cable Counter MKII_CABLE_COUNTER Cable count 
Deployed-cable 

measurement 

 ScanFish Systems 
SCANFISH_DATA, SCANFISH_III, 

SCANFISH_RP 
Towfish data, RP Towing and tool control 

 Other Sonar Systems 

ARTEMIS_MK3_4_AZ_RANGE, 

ARTEMIS_MK3_4_AZ_RANGE_STAT

US, GEOACOUSTIC, 

GEODIMETER_ATS_3D, 

MICROFIX_DATA, SEAKING, 

TRIAXUS_SSS 

Range, status, sonar profiles 
Geophysical sonar and 

inspection 

Special Input 
Special Input 

Systems 
DYNAMICTENSION, JETKNIFE Tension, tool state 

Specialized inputs for 

offshore operations 

Topography Laser Systems 

LEICA_AUTOTRACK_403, 

LEICA_AUTOTRACK_404, 

LEICA_DISTO_WH15_411 

Angle, range, height Precision laser topography 

 Topcon Systems TOPCONQ, TOPCON1, TOPCON2 Coordinates, survey positions 
Coastal topography and 

positioning 

USBL/LBL Kongsberg Systems 

$PSIMLBM, $PSIMSSB, $PSIMSNS, 

$PSIMLBP, $PSALS, HPR300, 

HPR300P-1, HPR300P-2 

Heading, pitch, roll, ranges Subsea acoustic positioning 

 Sonardyne Systems 
FUSIONLBL, LBLRNG, LNAVPOS, 

$PSONUSBL 
Range, navigation, position USBL/LBL for ROV/AUV 

 Acoustic Positioning 

TGT3D, LBLMCODE, MINIRANG, 

$NASPOS, RS9, ORETP2, POSIDONIA, 

SPERRE 

Target, range, position Acoustic positioning 

 NMEA USBL/LBL $PSIMSSB Acoustic positioning data Dedicated NMEA format 

 ASCII USBL/LBL USBL Acoustic positioning Simple ASCII format 

 Dual Systems $PSIMSSB Combined acoustic data Dual use/interoperability 

User Defined 

Input 
User Input Systems USERPOS, USER_DEFINED_INPUT Custom fields User input or custom format 
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